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Abstract

In this day and age, data hacking has become a major source of fear. In order to avoid any further theft of data,
we must stop this criminal hacking. Backups, encryption, access control, and other techniques are just a few that
may be used to ensure data integrity. We did not combine the existing approaches when we announced our
encryption process. The secret to encrypting user passwords is to utilize a mathematical calculation equation
that is well-defined and a number conversion mechanism. Users must provide their password and Aadhaar
number in order to register. Encrypted password has been recorded in the database. Every industry uses
encryption to secure data, and there are many potential applications for it in the future.

Keywords-Armstrong number, Aadhaar Number, Amicable Number, ASCII values, Encryption, Decryption,
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1.Introduction

We have grown accustomed to using internet platforms in our daily lives. Online platforms are reproducing at
an exponential rate. Everyone uses numerous online applications to communicate a lot of significant
information. Online platforms provide access to a variety of information, from social to corporate to
governmental. However, owing to adequate security, information is revealed to a third party. It has an effect on
day-to-day living, damages an organization's reputation, and so on. Various organizations have various
regulations or techniques to protect the users' sensitive information as well as to safeguard them. However, the
consumers find it annoying since passwords and other critical data are absent.

Every time, the online application developer or owner does not consider how the user passwords will be stored
in the database. As a result, many online applications employ the traditional approach to store login information
in databases as user input. People will have to manage up to 300 billion passwords by the year 2020, and
according to some studies, 100 passwords are stolen every second, or more than 8 million passwords each day

[1].

So, we think about the problem and describe an algorithm that will encrypt the password and stores itinto the
database in an encrypted form by using aadhaar as an extra factor for authentication as well as for encrypting the
password. Normally most of the online platform demands only username and password for authentication, but
by inputting aadhaar number, the approach become multifactor authentication.
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1.1 Cryptography

The science of hidden writing is referred to as cryptography. The words "kryptos” and "logos,"” which both mean
"hidden word" in Greek, are the origin of the term "cryptography”. The ability of a user to utilize various keys
for cryptographic operations is one of the characteristics used to classify cryptographic algorithms. There are
two different kinds of cryptographic techniques: symmetric and asymmetric key encryption. Symmetric key
encryption, often known as private or secret-key encryption, encrypts and decrypts data using the same key. By
using a shared secret key to encrypt plaintext, the following expression is employed to produce cipher-text.

1.1.1 Plain-text

The actual, understandable data or message fed into the algorithm [2]. Anything that people can comprehend
and/or relate to is considered plaintext.

1.1.2 Cipher-text: Original message that becomes unreadable and disorganized. Cipher-text is the result of the
encryption algorithm's processing, and it serves as the decryption algorithm’s input [3].

1.1.3 Secret Key: It is one of the inputs that an encryption and decryption algorithm takes into consideration for
processing to produce cipher-text and plaintext as a deliverable. On the basis of the identical algorithm and
plaintext, two unique secret keys generate two unique cipher-texts [3].

1.1.4 Cryptanalysis: It is a method of extracting a secret key or plaintext from an algorithm and cipher-text
without being aware of the secret value.

1.1.5Amicable Number

A pair of numbers is said to be amicable if the sum of all of the first number's proper divisors (excluding it)
equals the second number, and vice versa. For example, the numbers 220 and 284 are friendly. The sum of 220's
proper divisors is 284, which is (1, 2, 4, 5, 10, 11, 20, 22, 44, 55, and 110). Similarly, the total of 284's
appropriate divisors is 220, which is (1, 2, 4, 71, and 142). As a result, 220 and 284 are friendly numbers [4].

Two numbers are called amicable if each equals the sum of the aliquot divisors of the other. The smallest pair of
amicable number is 220 and 284. The sum of the aliquot divisors of 220 is
1+2+4+5+10+11+20+22+44+55+110=284 similarly; the sum of the aliquot divisors of 284 is
1+2+4+71+142=220. Therefore 220 and 284 are amicable numbers.

1.1.6Aadhaar Number

The aadhaar number is a unique 12-digit identification code issued to residents of India. Introduced in 2009, it
serves as a digital identity for accessing various government and private services. Linked to biometric and
demographic data, Aadhaar enhances efficiency in welfare distribution, financial transactions, and document
verification. Each person will receive a single, distinctive Aadhaar ID number. Any identification-based
application can leverage the universal identity infrastructure that Aadhaar will offer.

2.Literature Survey

Mandal et. al. published Fibonacci based position substitution (FBPS) in 2009, which generates encrypted text
by substituting the locations of various bits inside a plain text character using Fibonacci numbers [5].

Udepal et.al., proposed a technique for ASCII value-based encryption where the cipher text is produced by
combining the ASCII values of the characters in plain text with the randomization key using mathematical
operations [6].

Snehal et. al. [7] proposed a Hybrid Data Encryption Scheme Using Color Code and Armstrong Numbers. This
method uses color codes and Armstrong numbers to construct a secret key that is used as a password to decode
the file.

Laiphrakpam et al. [8] proposed the concept of text encryption using elliptic curve cryptography. Corresponding
ASCII values from plain text are paired together and those values are used as input for elliptic curve

cryptography.
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Nishtha et.al. proposed AES-based text encryption with dynamic key selection in 2016; the key length was
extended to 192 bits, and the demonstration required 12 cycles to improve the performance of the old AES
method [9].

Nath et. al. [10] suggested a technique in which they have updated the playfair approach into a new arena,
where they have encrypted and decrypted text files. Depending on the initial text key the user provides, the key
matrix's pattern will change. After determining the randomization number, encryption key, and shift parameter
from the user’s provided text key, they carried out various operations, including random left-shift, random right-
shift, random up-shift, random down-shift, etc.

Yeme et. al. [11], suggested a two-stage verification method for user authentication in a Smartphone is
suggested. First, there is the standard graphical text password. Next, a session-based 3D graphic with moving
elements that serves as a password. In order to prevent dictionary attacks and guessing attacks, which are
limitations of traditional text-based verification, they have included 3D picture environments and movement as
an additional stage to the method of making passwords safer.

An approach known as the Modified RSA Encryption algorithm (MREA) was put out by Dhakar et. al. [12]. By
using four prime numbers instead of two, this strategy is made more secure. As the modulus gets longer, it
becomes more difficult to break it down into its component pieces. This lengthens the private key and, as a
result, makes it harder to identify. The multiplicative inverse parameter has been included as a second parameter
in the author's method. This extra parameter, which is a component of the private key, makes it harder for the
attacker to get the private key using a brute force assault.

Aiswarya et. al. [13] presents a modification to the MREA (Modified RSA Encryption Technique) technique by
translating the ciphertext that was obtained after encryption into binary code. Using a decimal format with digits
ranging from 0 to 9, the ciphertext used in the MREA approach is encoded. Maximum 4-bit patterns are needed
to represent a number when converting these digits to binary codes. To transform the ciphertext digits into a
binary pattern of 1s and 0Os, the author assigned binary codes to each digit and utilized these predetermined
values. The recipient also receives the ciphertext in addition to the previously indicated pre-assigned codes.
Inability to derive the plaintext from this binary pattern will frustrate the attacker or intrusive party.

Hamami et. al. [14] proposed a method in which the author recommended to utilize three prime integers rather
than two to construct a public key and its matching private key. This will result in the variable N (N=p*g*r)
having a big value. As N=p*q, factorization of N is more difficult than N in the original RSA technique, making
it difficult for an intrusive party to locate the three prime integers. The examination of the variable N has
become more difficult thanks to the recommended technique. Increasing the pace at which keys are created. It
quickens the encryption and decryption procedures.

Shilpiet. al. [15] proposed a novel method by combining the two most complex algorithms, RSA and Diffie-
Hellman, to increase security. The method in the suggested technique computes the values of "e" and "d" as in
RSA, and then automatically generates three prime constants (let's say R, S, and G).These values are used to
calculate the public numbers o and B using the following equation;

o=R®mod P

B=R%mod P

Here, Diffie Hellman uses the following equation to calculate the session key:
Keya=p" mod P ()

Keys = a® mod P 2)

Such that Keya = Keyg = K. 3)

Finally, the sender and receiver must exchange this key, represented as K, in order to carry out encryption and
decryption. The encrypted text is created at the sender site by XORing the plaintext with the session key (K).
The encrypted text was XORed with the session key (K) at the receiver site to produce the plaintext.
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3. Research Objective

The goal of this scheme is to find a technique to create intelligent encryption systems that will work more
reliably and with fewer dangers of data stealing.

4. Proposed Algorithm

Step 1: During registration, users have to provide the following credentials;

(€)) Username

(b) Aadhaar Number
(c) Password

(d) Confirm password

After providing the unique username and appropriate password and aadhaar number, the user gets registered.

Step 2: During registration process, after providing the credentials, the algorithm takes the password as input
and create the hash code (digest) using SHA256.

Step 3: In this step the algorithm convert each character of the digest into 8-bit binary representation.

Step 4: Now read the Aadhaar Number and perform the addition by taking a block of 4 digits and then take the
square root of the sum.

Step 5: Take first two digits from the fraction part as key_base value.
Step 6: Select the Amicable number pair from list by considering the key base as index value.

Step 7: If the key_base value is Even, take the first number from the selected Amicable number pair; otherwise
second number.

Step 8: Now calculate the binary equivalent of the selected amicable number and store it in 24  bit
representation.

Step 9: Divide the 24 bit pattern in 3 blocks each of size 8-bits.

Step 10: Perform Bitwise XOR operation between the 8-bit binary representation of password character and the
blocks obtained in step 9.

Step 11: Convert the resultant binary pattern into its decimal equivalent and write the associated ASCII
character as ciphertext character.

5. Experimental Setup
5.1Data Input and Password Conversion

In the proposed model firstly the user have to do the registration, in which user have to provide the credentials
(username, password and Aadhaar Number).The following table (Tablel) shows the username, password and
Aadhaar Number of different users.

Table-1: User Data Table

Username | Aadhaar Password

User-1 333238097839 | 12Y6W9P/te>7

User-2 528878359757 | vO3A>2t>*IHr

User-3 947768918025 | $oP#SEy?0418

User-4 990052148147 | >!lwK4T>6t:6

User-5 959579349318 | 5.0>t9°D9>"d
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User-6 462280505193 | DZ5:v$z_n1H1
User-7 340402691136 | drowssap

User-8 620125966734 | F46"s|+yG)D1
User-9 763035634971 | pbl4q<B2Cple
User-10 408328135371 | pwd@&*"786

While registration, the algorithm takes the password as input to hash function (SHA256) and computes the
corresponding hash code of that password. The following table Table-2 shows the hash code of the passwords

mentioned in Table-1.

Table-2 Hash Code of passwords

Password Hash code (SHA256)
3704fa2db0a3d99f1077b3fffc
12Y6WIP/te>7 | b4090e41fad2957b1f80efe02b

b194307d903

VO3A>2t>*IHr

d27edb2ec0fbb552d4d85¢3b5
35adfe7alb318b112f36f1b4f0
23b07fb3f42e3

$oP#SEY?0418

ebf825cedc6f9616e799edd1cO
eae2d75f39c09e81b4c4f102f0
ab0Ob5e44badb

>llwK4T>6t:6

0103bd5ffff92a0be3358efchc3
56764e3464bc9f5eb6620a3df
6afeaeech9la

5.0>t9°D9>"d

388855f3cd00f52c8fca23f5d2
670b25ac17af3e0ff2f204ac85
182ed5e2d173

DZ5:v$z_nlH1

4eeb74cech83c8c74e2bb81155
a67f18f551374adab2dfcaccad
c37a41eb8abb

drowssap

89174¢9299dc17f114170bd5d
98h0822ad8a3ele6147beladb
ed0d2cd3b9990b

F46"s]+yG)D1

6d94e8ed09f410aalad66d9efe
559182c84adb051f236aa413d
d017b4bb96h9of

23881c47489f0a641417352¢5

pbl14q<B2Cple | 0ef4921a7cdf369cce812f3857
57ddfof4af470
c2f79480fe4abc0e9d39010674

pwd@&*"786 | 75d28ca9f13dd551984e616¢2

f1e92b7536b6f
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5.2 Calculation of Key_base value for User-1

To compute the key base value, the algorithm takes the Aadhaar number as input and calculates the sum of
digits by dividing the 12 digit Aadhaar number into 3 blocks each of 4 digits. The next step is to take the square

root of the sum up to six decimal places. The calculation of key_base of User-1 is shown below;

Username: User-1

Aadhaar Number: 3332 3809 7839

Sum of blocks of Aadhaar Number: 3332 + 3809 + 7839=14980

The square root of summation: 14980 =122.392810

Key_base (Round-1) =39
Key_base (Round-2) =28
Key_base (Round-3) =10

Similarly the above parameters for other users can be calculated. The following table Table-3 shows the
corresponding key_base values of all the users for 3 rounds of encryption.

Table 3 Key_base values for password encryption

User
name

Aadhaar

SOA

SR_SOA

Key base

Key_base

Key base

(Round-
1)

(Round-
2)

(Round-
3

User-1

333238
097839

14980

122.392810

39

28

10

User-2

528878
359757

22880

151.261263

26

13

63

User-3

947768
918025

24660

157.035027

03

50

User4

990052
148147

23261

152.515372

51

55

User-5

939579
349318

26847

163850541

85

05

User-6

462280
505193

17865

133.660001

66

00

User-T

340402
691136

4809

69.346953

34

69

User-8

620125
966734

15531

124623432

62

34

User-9

763035
634971

lele4

127.137720

13

77

User-10

408328
135371

12267

110.736489

73

64

5.3 Selection of Amicable number

The algorithm then selects a particular amicable number pair on the basis of Key_base value for first round of
encryption. For user-1 the key_base value for first round is 39, so the amicable number pair will be at index 39
i.e.898,216, 980,984. Here, 39 is ODD in nature so the algorithm will fetch the second number from the selected
pair i.e. 980,984.For the second and third round of encryption the algorithm will take the second and third
Key_base values and repeat the same process.

Table 4 Amicable Number Pair
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Index Amicable No. Index Amicable No. Index Amicable No.
0 220 284 34| 643336 632664 68 [ 4238084 4314616
1 1,184 1210 35| 6670964 783336 60 | 4246,130] 44838910
2 2620 2924 36| 726104 796,696 4, 4,445,050
3 3,020 3,364 37| 802.725[ 863,833 : 3,120,393
4 6232 6.368 38 879.712] 901424 6.133.962
3] 10,7441 10836 30| 8098216| 980984 3,162,744
6 12285[ 14383 40 947.833| 1,125,763 5,504,110
71 17296 18.416 41 1.043.096 3.843.048
8] 63.020] 76,084 42 1,099,390 3,799.5342
o 66928 [ 66,992 43 i 3.684.67%

1.185.130

0] 67,005 TLI45| 44
1] 69613] 87,633 45 303 264
2] 70.750] 88,730 48 ; : 5369008
15[ 100485 124133 47 1340.355 730, §.088,505
13| 122,265 130815 48| 1328.470] 1,483,850 825,864,660 7480324 ||
15 [ 122,368 | 125,152 49| 1358,595| 1,336,845 | 83 |6329416] 6371388
16 | 141,664 133,176 30 1302368 164,502 84 [6377.175| 6,680,005
17 [ 142,510 168,730 51| 1.366,150] 1,747.830] 85 56

15[ 171536 51| 1.368.324| /49 212| %6 )

10176272 33| 1511,030] 1.508.47 97 7471308
30| 185,368 | 2 51| 1,660,910 58 §.221,398
21 196,73 2 35 L798.8T 597 7,674,088
37 [ 290.540] 3 35 907 7,493,050
35 | 308,620 57 o1 7.684,672
33 319,550 430302 38 ) 7.016,696
35 [ 336,408 399.302| 30 93 7,052,498

26 | 437436 435344 60
27 460,028 | 486,178 61
28| 303,056 514736 62
20| 322.405] 525915 63
30 [ 600,392 | 669,688 64
31 [ 609,928 686,072 63
2 | 624184 691256 66
3] 635.624] T12216 67 [ 3.805264] 4.006.736

918262136
95 8,610,165
U5 | 5,666,860
97 | 8,754,130 | 10,393,
9% | 8,826,070 | 10,043,600
90 | 0,071,685 | 0,498,355

5.4Calculation of Secret Key

The next step is to create a secret key for first round of encryption. In the above step the selected Amicable
number for first round is 980,984. Now the binary of 980,984 is 11101111011111111000. Perform the bit
padding to make it 24-bit pattern and then divide it into three blocks each of size 8-bits. So the final bit pattern
becomes 000011101111011111111000.

55 Bitwise XOR operation and Formation of Cipher Text

A cumulative bitwise XOR operation is performed between the 8-bit binary representation of the hash characters
of the password and the 24-bit binary representation of the secret key. This process conducts in three iterations
using different Amicable numbers on the basis of three derived key base values.

The algorithm reads the user-1 password hash code character by character and converts it into 8-bit binary
pattern. The 8-bit binary pattern is then get XORed with the first block of secret key, the resulting bit pattern is
then XORed with the second block of secret key and then finally with the third block of secret key generating
the first cipher character. The XOR operation is seen in Table 5.

Table 5 Character Generation for Cipher Text Using

Block wise Cumulative XOR operation between the secret key and the password's character

Round-1
Binary of password character 0 | 0 | 1 ‘ 1 | 0 | 0 | 1 | 1
XOR OPERATION
First block of secret key oo fo ot |t ]t ]t
Intermediate ciphertext bits oo |t ]t |t ]t ]ofo
XOR OPERATION
Second block of secretkey 1|1 {1 1 (oft |1 ]1
Intermediate ciphertext bits 1|1 o o (1 {01 |1
XOR OPERATION
Third block of secret key 1 {1t |1 [t |1 ]ofo]o
Intermediate cipher-1 0 {0 [t T ]o]o 1 |1
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Round-2

Intermediate cipher-1 0 | 0 ‘ 1 | 1 ‘ 0 | 0 | 1 | 1
XOR OPERATION

First block of secretkey 0 | 0 ‘ 0 | 0 ‘ 0 | 1 | 1 | 1

Intermediate cipher text bits | [T [T Jo ]t Jo Jo
XOR OPERATION

Second block of secret key 1 | 0 ‘ 1 | 0 ‘ 1 | 1 | 0 | 1

Intermediate ciphertext bits 1 | 1] ‘ 0 | 1 ‘ 1 | 0 | 0 | 1
XOR OPERATION

Third block of secret key 0 | 0 ‘ 0 | 1 ‘ 0 | 0 | 0 | 0

Intermediate cipher-2 1 | 0 ‘ 0 | 0 ‘ 1 | 0 | 0 | 1

Round-3

Intermediate cipher-2 1 | 0 ‘ 0 | 0 ‘ 1 | 0 | 0 | 1
XOR OPERATION

First block of secretkey 0 | 0 ‘ 0 | 0 ‘ 0 | 0 | 0 | 1

Tntermediate cipher text bits t o Jo Jo J1 Jo Jo Jo
XOR OPERATION

Second block of secret key 0 | 0 ‘ 0 | 0 ‘ 0 | 1 | 1 | 0

Intermediate cipher text bits 1 | 0 ‘ 0 | 0 ‘ 1 | 1 | 1 | 0
XOR OPERATION

Third block of secret key 0 Jo Jo JT Jo JU JT 1

Final Cipher Characters bits 1 | 0 ‘ 0 | 1 ‘ 1 | 0 | 0 | 1

The final cipher text will be obtained after doing all three rounds on each of the user-1 password's hash code
characters. The Table-6 shows the final ciphertext of all the users’ password.

6. Experimental Outcome and Results

Table-6 Encrypted password

Password Encrypted password
IZYGWQP'\[C>7 22‘(.21(1.:)‘(”:2 12] »‘__D'Fl‘”‘_'.l;fﬂl‘ - !.l(l:G\Ij:Ix:l(J.'.‘(»Z).}.GlI“ }KO
S60QSVEQTTRVVLI6SIS?T4VI41USRQUUSVA7V356R4ZRSVIRTE
v03AZ2t*IHr 4VIORVAR36Q4
YUP L@ YRR e YRR Oy YUY EAYD 200 Y Uy 00 Do
SoPsSEyiod18 | U0 UUIR
SllwRAT>6t6 I *E«wa«Al-] TIEE « -[EEEEETEEE -A«E™ ERIFEE~«—"- Al
5.0219'D9="d (%% A (0 T & 3 %Y o IS4y % %, -
DZ5xSznlHl | Exbiml-winzhwy -kl
o e emg 3,40 a ife g m
B@KKA GDGKI&CIFGAG&DWEB EC*&GIBAID '&{@FI
pb14g=B2Cple %KAB& I KEDED' & C&GI&GDC
wd D& 786 FAFCEARAYAgf AF-AEAAAACACE-ARSF¥AAERATEA AAAS

After performing the simulation of proposed approach using python, the first interface that will appear is the
“User Signup” page, in which the user have to provide the details including username, password and Aadhaar
number. After the successful registration the password of the user is get encrypted using the input Aadhaar

number in the database.

¢ User Signup — (=] >

Figure 1 User Registration

At each login user have to enter the credentials, the password and the Aadhaar number will not appear in

original form as shown in the figure 2. This will prevent the possibility of shoulder surfing attack.
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@ User Signup — O >

Figure 2 User Login page

After the successful login a dialog box of Signup Successful will appear as shown in figure 3
’ User Signup =— _

e Success

0 Signup successful!

Figure 3 Successful Login

In case some credentials mismatches i.e. aadhaar is inputted with non-numeric values or password doesn’t
match, then the error dialog box will appear as shown in figure 4.

§ Eror X ¢ Eror X

@ Invalid Aadhar number. @ Passwords do not match.

Figure 4 Authentication failed

For authentication of each user, the proposed algorithm allows the user to enter username, Aadhaar number and
the password. The algorithm uses the Aadhaar number and the password as input to execute the algorithm, after
generating the cipher text it will compare the newly generated cipher with the cipher stored in the database. If it
matched, authentication passed otherwise failed. The database contains only username and encrypted password

which is shown in the figure 5.
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Figure 5 Encrypted password in database

7. Strength of ABES

(@)
(b)

(©)
(d)

(€)
(f)

9

The size of each encrypted password is not fixed, so it does not reflect any relation with hashing.

Some of the characters in encrypted password are non printable characters; this will definitely frustrate the
attacker to perform cryptanalysis.

In the database, only username and encrypted password is stored. The credentials which is used to perform
encryption is not stored anywhere.

At the time of login user have to enter the username, aadhaar number and password; this makes the
approach as multifactor authentication.

The encryption in the proposed approach is iterative in nature and comprises of three rounds.

Amicable numbers are used in such a manner that it will increase the complexity of the proposed
algorithm.

The encryption time is less as compare to the DES and AES and other approaches proposed by the
researchers. After comparing the encryption time of an approach Jumbling Salting (JS) proposed by Churi
et. al., Advanced Encryption Standard (AES), Data Encryption Standard (DES) and the proposed approach
named as Amicable Based Encryption System (ABES) algorithm, the Encryption time of AAES is less as
compare to JS, AES, and DES algorithms. The following graph in figure 7 illustrates the comparison of
encryption time of above mentioned schemes.

150
100 - =S
m AES
50 1 DES
o = AAES
1 2 3 4 s

Figure 6 Encryption time of JS, AES, DES and ABES

(h) Though the algorithm is complex still the login time along with authentication is less as shown in the following
graph (figure 7).
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]

o N B O

]

H:H:Hﬂﬂ M Series1

SN YHOn0 Qg
rForooooeoeoex s
W oW woe
NDODNDODNLO LN O W
DDDDDDDDDS

Figure 7 Login time

8. Conclusion and Future Scope

This study suggests a unique password encryption technique that might offer users who must use passwords to
safeguard their accounts ease and security assurance. With this method, the database simply stores the encrypted
username and password; no attributes that are needed during the whole encryption process are saved there,
which makes it challenging for an attacker to do cryptanalysis. In the database the encrypted passwords are of
different sizes which surely hide its relation with SHA256. In future we can enhance this approach by
implementing an iterative encryption that will re-encrypt the stored encrypted password in the database after a
specific period of time. The user does not need to change his/her password.
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