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Abstract:-In this modern era, as the data is transmitted through the use of digital media, there is a need of secure
communication. Steganography is one of such practices. It is the art and science of hiding the existence of a
message within the cover media like image, text, audio, video etc. Another such practice is cryptography which
is the art and science to change the message into unreadable form. For high security and robustness of a
steganographic method, cryptography and steganography can be combined where the secret message is encrypted
firstly and then encrypted data is embedded in the cover media. Due to sensitivity of initial conditions and
ergodicity of chaotic maps and fuzzy logic approaches, as a tool to make decisions about different conditions, are
used in steganography. This paper presents a survey of cryptography and steganography techniques based on
chaos. Fuzzy logic approaches are also used in generating parameters used to modify chaotic maps' initial keys to
ensure the unpredictability of the image steganographic methods.
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1. Introduction

From the small institutions to the largest enterprises, everyone can understand the importance and sharing of data.
It is difficult to prevent the misuse and theft of data for improper purposes by eavesdroppers. Data cannot be
protected from eavesdroppers with just a password; special methods and specific security systems need to be used
for this purpose. The security system’s significance can be observed nowadays for secure communication and for
maintaining confidentiality of secret data. Security system is classified as shown in the figure 1 [1].

Security System
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Figurel: Classification of security system

Cryptography, steganography, and watermarking are well-known techniques for protecting data from theft and
unauthorized interference. According to the Merriam-Webster online dictionary, cryptography is secret writing
in which a message is enciphered and deciphered using a secret code or cipher. In the digital medium,
cryptography involves encoding and decoding information with the help of computers [2]. The term
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steganography is derived from Greek words ‘Stegano’ means ‘Covered/Hidden’ and ‘Graphia’ means ‘Writing’.
Steganography can be defined as the art and science of hiding a secret multimedia data in another multimedia data
such as image, text, audio or video. One can emphasize that steganography is just not about the art of hiding data,
it is a technique that hides the transmission of secret data also. As steganography and cryptography both are used
to protect data from unauthorized interference, still, there is a difference between steganography and
cryptography. In steganography, the secret message is hidden in another media, such as text, video, audio, etc., so
that the unauthorized party does not even know about the existence of the secret message. In contrast, in
cryptography, the secret data is available to the unauthorized party in an unintelligible form. Data security cannot
be ensured by using cryptography and steganography technique separately. Therefore to ensure the security of
secret data, good results can be achieved by combining cryptography and steganography techniques.

1.1 Classification of steganography

Steganography is basically of two types: Natural language steganography and technical steganography [3]. Natural
language steganography includes text steganography, as clear from name, in which secret text is hidden in tabs,
white spaces, capital letters etc. of carrier text, while technical steganography includes image, audio, video
steganography which are described as given below:

1.1.1 Image Steganography [4]: The technique of hiding secret data inside an image is called image steganography.
In this technique, the secret data is embedded within the pixels or spectral components of the image depending on
image domain. It hides the data in BMP, PNG, JPEG file formats.

1.1.2 Audio Steganography: The technique of hiding secret data in audio files is called audio steganography. This
method hides the data in WAV, AU, MP3 file formats.

1.1.3 Network Steganography [4]: The technique of hiding secret data in the network protocols such as TCP,
UDP, ICMP, IP is called network protocol steganography.

1.1.4 Video Steganography: The technique of hiding secret data in video files is known as video steganography.
It hides the data in AVI, MP4, MKV, MOV, FLYV file formats.

1.1.5 Text Steganography: The technique of hiding secret data in text files is called text steganography. This is
the most common type of steganography in which some tabs, white spaces, capital letters are used to attain
information hiding.

There are various applications of image steganography such as copyright control, covert communication, smart
ID’s etc. In last decade, an image is being preferred as the cover media to hide the secret data due to high payload
and imperceptibility. Steganalysis [5] unlike steganography is described as a tool to analyze stego-image (image
hides the secret data based on some algorithms), to detect and to extract the secret data hidden within a digital
media.

1.2 Factors affecting image steganography techniques [6]
The following are the factors used to analyze the performance of a steganographic technique:

1.2.1 Robustness: It refers to the ability of steganographic techniques to resist the statistical attacks and
unauthorized extraction of secret data.

1.2.2 Hiding capacity: It refers the maximum load of secret data hold by cover image, maintaining the visual
quality of stego-image, it is also known as payload capacity. Sahu et al. [5] calculated it mathematically.

1.2.3 Imperceptibility: It refers to the quality of method to hide secret data in such a way so that it is unnoticeable
and undetectable to human visual system.

2. Chaos Theory based Methods in Image Steganography
2.1 Chaos Theory

Due to randomness behavior of chaos system, chaos theory is well known and has applications in field of
steganography where cover is any digital media. Chaos is a non-linear dynamical, deterministic system, sensitive
to initial conditions and parameters (an €> 0 change, however small it may be, in initial condition and parameters,
known as bifurcation parameters, leads a large change in output), have ergodicity property  (outputs depend on
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inputs directly and cover each available output), and generates random behavior in sequences which are not
random but generated by a deterministic model [7][8]. The other characteristics of chaotic methods are absence
of periodicity and have either oscillating or divergent behavior. Since text is not the only way to share information,
images also play significant role, hence fuzzy theory, combined with maps reflecting chaotic behavior [9], is used
to encrypt secret images. Some important chaotic maps used to obtain sequences (pseudo random) for secret data
encryption (whether it is in image or text form) and find locations in cover image to embed secret data: Logistic
[10][11], Tent [12][13], Bernoulli [7], Quadratic [14], 2D Henon map [15], 3D LCA Map [8] etc.

There are a number of steganographic techniques, consisting of combination of methods in chaos and fuzzy theory,
proposed in image steganography in which suffled secret data, suffling done by chaotic maps, is hidden in cover
image’s pixels or spectral components depending of its domain [16]. Some well known steganographic techniques
are LSB [17] [18], PVD [17], BPCS [4] in spatial domain and DCT [19] [20] [18], DWT [21] [18], DHT [21],
IWT [23], DFT [24] etc. in frequemcy domain.

2.2 Chaos based encrypted text embedding in edge pixels detected by fuzzy set theory

It is a steganographic technique in which secret data, in form of text, is encrypted by using a chaotic map, named
as Bernoulli map, also known as binary shift map, and embedded in edge pixels of cover image by LSB
substitution [1][7][25][26]. Bernoulli map is defined as
Yn+1 = a(l - )/n)

where v, is the initial condition and a is control parameter. To encrypt data, by choosing y, € [0,1], y, is taken
as secret key of this cryptographic techniques, a pseudo random sequence is created by above defined map which
leads a binary sequence, created by choosing a convenient threshold. By XORing this new sequence with the
binary sequence of secret message, secret text is encrypted. To embed the cipher text in image, fuzzy inference
system (FIS is a tool to make decisions based on fuzzy logics) is considered which follows strictly the following
steps: fuzzification, rule base, inference engine, aggregation, defuzzification [7][11]. Cipher text is embedded
in edge pixels (pixels with rapid change in intensity), as edges are the less sensitive areas to human visual system
as compared to smooth areas. To detect edges, there are a number of methods which can be combined to propose
robust technigues in steganography. Canny edge detection and fuzzy edge detection are both combined to obtain
modified fuzzy edge detector [7], gives a large number of edges in which data is embedded. Other common chaotic
map used for encryption is logistic map. It is a discrete time chaotic system, defined as

Yne1 = a¥n(1 — )

where 4 > a > 0 is called control parameter / bifurcation parameter / biotic potential of the map. For a € (0,3),
the system represents stable system, for a € (3,3.57), the system attains periodicity and for a € (3.57,4), the
system exhibits chaotic behavior, however periodicity can be observed in the system. Sabery et al. [27] made use
of logistic map to find addresses in cover image to hide a secret image.

2.3 Steganography technique includes chaos based pixels’ address to embed secret data in color image compressed
by fuzzy logics

In reference to Tayel et al. [11], one can embedded an image within an image by using chaos distribution. The
secret image is compressed by using fuzzy logic compressor, then secret image bits are embedded in LS Bits of
cover image in random locations determined by a 2D chaotic map. One of such 2D chaotic map is defined as

Ay = mod(1 —2B,% x 10°,1)
Bn+1 = mod(cos (6cos™(a,) x 10°),1)

where a,, 8, € [0,1]. This map is used to find positions in a digital image to embed secret data bits.

2.4 Image steganography technique with increased sensitivity to initial conditions in 3D chaotic map to address
pixels

In reference of Sharif et al. [8], by using four parameters based on MSBs, LSBs, lengths of MSBs, LSBs, obtained
initial condition and generates three sequences of length more than twice of the length of secret bits, hence find
required components (row, column number and color component) of cover image to embed secret bits. With
strong chaotic characteristics, a LCA (3D chaotic map) is used to determine the addresses in cover image in which
secret data bits are embedded by divided secret bits in 2 classes (known as MSBs and LSBs). The LCA map is
defined as
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1
pyq = ?tanz(ﬁtan‘l\/b_n)mod 1

buyr =1cp(1—cp)
Cnp1 = 16a,® —20a,,® + 5 a,

where a € [0, %] r € [3.65,4] and a,, b,,c, € [0,1].

2.5 Image steganography technique based on merging two or more chaotic maps by additive and multiplicative
operations to robust

One can combine the three chaotic maps (logistic, tent and quadratic) to obtain a single pseudo random sequence
by using addition and multiplication operations. Two or more than two chaotic maps are combined to increase
security level. If C;, C,, C; are different chaotic maps, then a new map

where k € (0,1) is obtained to generate a random sequence to encrypt data. To check that the generated sequence
has chaotic behavior or not, correlation of the generated sequence is compared with the correlation of Gaussian
filters, that should be a delta function [12].

2.6 Steganography techniques involving combination of fuzzy, chaotic and DNA based image encryption

In this technique, chaotic map, Choquet's fuzzy integral sequence and DNA coding is used for image encryption.
As we know, DNA is a polymer made up of nucleotides, which are composed of four nitrogenous bases: adenine
(A), cytosine(C), guanine (G), and thymine (T). ‘A & T’ and ‘C & G’ are complements of each other. As DNA
can store a vast amount of information within their structure, so DNA is used in image encryption. In this DNA
based image encryption technique [28], confusion and diffusion [29] techniques are followed. To achieve high
security and high sensitivity in image encryption, the fuzzy integral, differs from the classical integral, is used to
integrate all fuzzy sets to the used fuzzy measure space. Therefore, requires a fuzzy measure for representing the
fuzzy integral, which is obtained through fuzzy rules. Choquet's fuzzy integral is an output of these rules [30]. In
this technique, the secret image is first defined as an 8-bit length binary sequence. This binary sequence is shuffled
using a chaotic (logistic) map. Afterward, the shuffled image is encoded using DNA complementary rules (by
replacing 01 with A, 10 with T, 00 with G, and 11 with C). From this encoded image, four images are extracted,
and each image is divided into four blocks. Then each block is diffused using a random sequence generated with
the help of Choquet's fuzzy integral (in which initial conditions depends on external key and secret image to
enhance security level), followed by Discrete Wavelet Transformation (DWT) based fusion of each of four
encrypted image for the production of final encrypted image. For robustness of steganography technique, this
encrypted image can be hidden in multiple cover images. This can be done by dividing the encrypted image into
a number of images, then each image is embedded in distinct cover files by using any traditional method.

Analysis of chaotic systems used for cryptography and image steganographyis shown in table 1.

Table 1. Chaos Theory in Cryptography and Steganography Analysis

Referred Form Is Chaos system | Is Chaos Are | Use of Fuzzy | Embed
paper of data | Chaos | used in | Chaos | system Fuz | Logics ding
System | encryption System | used to | zy Techni
used in used in | guide Log que
encrypt embedd | embedding | ics used in
ion ing . use propose
positions din d work
pro
pos
ed
wor
k
Khalil et al. Image, No _ Yes Sine- No _ LSB
[31] Audio, cosine
Text chaotic
map [32]
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Akrametal. | Image Yes Modified tent No _ Yes To modify _
[33] map chaotic map
Badar et al. Image Yes Lorenz No _ No _ LSB
[34] Chaotic
System
Rubaie etal. | Image Yes 1D SCS [35] Yes 1D CP No _ LSB
[3] 2D LSCM [37]
[36]
Abdelhakm Image Yes Logistic Map Yes Piecewise | No _ LSB
et al. [38] logistic-
sine
chaotic
map
Tayel et al. Image Yes Logistic Map No _ Yes | Fuzzy Logic LSB
[11] Compressor
and Fuzzy
logic
decompressor
Vanmathi et | Image, Yes Bernoulli Map No _ Yes | To find edges LSB
al. [7] Text to hide secret
encrypted
message
Sharif et al. Text No _ Yes 3D LCA No _ LSB
(8] Map
Saidi et al. Image No _ Yes Piecewise | No _ DCT
[20] linear
chaotic
map
Ghebleh et Image No _ Yes 3D cat No _ Lifted
al. [39] map DWT

3. Evaluation Parameters
3.1 Methods to analyze chaotic behavior of generated sequences

3.1.1 Lyapunov Exponent

A tool to measure sensitivity to initial conditions (determines how two initials diverge with time to go through
available space) and chaos behavior of a dynamical system. If F describes a dynamical system, then Lyapunov

exponent, say L, is given as

m
1 ,
L= %IEOEZlOglF (tj)|
}:

where t; are the outputs ( paths) generated by dynamical system and F’(x)is derivative of F(x). Observations
based on value of L:

If L <0, then system is not chaotic.

If L =0, then the system is stable.

If L > 0, then the system reflects chaotic behavior [10].

3.1.2 Poincaré Section
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A technique to identify periodic and chaotic behavior of a dynamical system by analyzing a proper subspace of
available space. A dynamical system has chaotic behavior when system has a collection of dense points which are
characterized by fractal structure.
3.1.30-1 Test
A map is chaotic if the discrete path given by generated sequence is Brownian, otherwise the system will be
regular.
3.2 Methods to Analyze Performance of Encrypted Image
3.2.1 Histogram analysis
In images, histogram is a chart showing distribution of pixels [40]. Histogram of the encrypted image should have
almost equally distributed pixels values [41].
3.2.2 Correlation analysis
In images, correlation is the statistical measure of association of two adjacent pixels. Correlation coefficient p is
defined as the ratio of covariance of two variables to product of variances of the two variables, and also —1 <
p < 1. If the magnitude of the correlation coefficient is near to 1, then adjacent pixels are highly correlated, and
if it is near to 0, then it directs that adjacent pixels are unrelated.In image encryption , p should be near to 0 so
that it leads difficulty to recognise pattern of original image and original image can't be recovered by
unauthorised interference.
3.2.3 Information entropy
Entropy, introduced by Claude Shannon measures how uncertain or random pixels of an image are. Entropy is
mathematically calculated as

iz P(k)logP (k)

log2

Where [0, k-1] is is the intensity level of the original k-bit image [40]. Low wntropy value leads pattern recoginiton
in encrypted image readily while high entropy value leads hign randomness present in encrypted image.
3.3 Methods to Analyze Performance of Steganographic Techniques

H(K) = —

3.3.1 MSE

Mean Square error is a measurement, to measure the accuracy of a steganographic method and distortion in image.
The mathematical equation to compute MSE [42] (quantifies the difference matrix of cover and stego image
matrix) is given as

r
N

—. e~

1
rXs

MSE = (Cij_sl'j)

]

o

l
J
where cover image is of size r X s, ¢;; and s;; are pixels of cover and stego image respectively.
3.3.2PSNR
Peak Signal to Noise Ratio is used to measure quality of stego mage measured in decibels, calculated as [42]
2

p
PSNR =1 — x1
S OgloMSE 0

where p is peak signal level for an image, i.e., maximum numerical pixel value. A stego image with PSNR 30 dB
or more is considered of good quality. A stego image with low MSE value will have high PSNR.

3.3.3SSIM

Structural similarity index is a tool to assess imperceptibility quality of stego image and also a mathematical
equation is in literature to compute SSIM for gray scale image [43] and color image [17].

3.3.4 NAE

Normalized Absolute Error is used to measure the distortion between cover and stego images calculated as [21]

i=r

Z{:i(cu - i)
NAE = =%

i=r
=s
2iseyl
j=1
where cover image is of size v X s, ¢;; and s;; are pixels of cover and stego image respectively. Low NAE leads
a stego image with high invisibility, even NAE should be near to zero.
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Histogram Ananlysis and Entropy Analysis also used to analyse quality of stego image. To have a stego image of
good quality, there should not be significant difference in histograms of cover and stego image and stego image
should have low entropy value to avoid randomness in stego image.

4. Conclusion

This survey paper presents chaos based cryptography and steganography techniques to increase security level. For
robustness, chaos method based encryption techniques are used in image steganography and embedding is done
by any of traditional methods based on spatial and transform domain. Fuzzy logic based algorithm can be used in
data embedding, image compression etc. to increase hiding capacity. Multiple chaotic maps can also be combined
to obtain a new map which is able to generate pseudo random sequence. Application of Chaotic theory is not only
in encryption, but it is used to address pixels where secret message bits can be embedded. By using fuzzy logics
and chaotic methods, high imperceptibility, high payload and high security level of steganographic techniques
can be ensured.
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