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Abstract

Mobile payments have evolved into a useful tool for everyday tasks. Mobile phone usage has increased
dramatically due to the distinct benefits of mobile transactions over conventional means of payment. Concerns
about the security of mobile apps and devices have grown as a result of the robust demand for mobile
applications. Novel mobile gadgets are created to fulfil multiple purposes, such as preserving confidential data,
gaining access to it, and transferring it via payment methods. In this study, we try to clarify the advantages and
difficulties associated with using biometrics to secure mobile payments. The new payment mechanism known as
mobile payment gives consumers accessibility, convenience, compatibility, and mobility. However, because
payment via mobile device is wireless and electronic in nature, there is a tremendous deal of danger and
uncertainty. As a result, in recent years, biometric authorization has become increasingly common in mobile
payments. Though the technological prerequisites for safe mobile payments have been satisfied, there are
currently no standards or uniform procedures for user authentication in payments through mobile devices.
Mobile payment flow management for user authentication is still in its infancy. In order to facilitate secure
transactions, avoid user information leakage, and lessen identity theft, this article suggests an anonymous
authenticating and administration flow for mobile payments. The suggested management flow processes users'
biometric data and personal information based on the smartphone authenticating carrier by integrating
transaction key creation, decryption and encryption, and comparison.

Keywords: -Mobile Payments, User Authentication, Personal Information, Biometric Characteristics, Early
Stage, Encryption and Decryption, Technology Requirements, Mobile Applications, Mobile Phones,
Reachability.

I.Introduction

When two people use a mobile device to exchange money for products and services, this is known as a mobile
payment. Another way to describe it is as the movement of funds between parties via information exchange.
Mobile phones, PDAs, wirelessly laptops, [1, 2], and any other kind of device that may be linked to a mobile
telecommunications network in order to process payments are examples of mobile devices [1]. The following
obstacles must be removed in order for mobile payments to become generally used and recognized. Cross-
border payments, the cost, rapidity, straightforwardness, universality, [2], in the privacy, security, and
interoperable. Of all these issues, security is the most important [2, 3].

Three categories of authentication exist. The first method, [3], which is based on hidden knowledge, is utilizing
a combination of a password and a PIN (Personal lIdentification Number). This method offers rapid and
inexpensive authentication. The second strategy is the Subscriber Identification Modules (SIM) method, [3, 4],
which is based on tokens. With this method, the SIM card is removed from the phone when the user decides not
to use it. However, because it is inconvenient, it is not advised to remove the SIM [4, 5]. Payment mechanisms
built using tokens and passwords are vulnerable to misuse because of their flaws (lost, copied, shared,
distributed, and forgotten) [6, 7]. The use of biometric technology is the final strategy. This method relies on a
person's distinctive trait for identification and verification, as personal traits are the basis for this process [7, 8].
Physiological and behavioural biometric techniques are the two main types of biometric approaches.
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Over the past 20 years, a variety of methods of payment have been made possible by the emergence of
technological trade, the expansion of the Internet, [8, 9], and the advancement of wireless technologies.
Particularly, mobile payments are applicable worldwide due to the remarkable rise of mobile networks and
devices. Wireless techniques allow users for processing payments over wireless networks with their handheld
devices for online as well as offline micropayments, or Examples of these technologies are Near Field
Communication (NFC), Bluetooth, QR Code, and Radio Frequency ldentification (RFID) [9, 10]. At retail
points of sale, mobile payment technology is replacing cash, [10], checks, credit cards, and credit or debit cards
as the preferred method of payment. Mobile money transactions are widely accepted in emerging nations with
limited formal banking system penetration. In 2018, the value of mobile payments globally reached $391.435
billion [10, 11]. The anticipated annual growth rate for the mobile payment transactions between 2018 and 2022
is 35.7%. In 2022, the total value of transactions made through mobile payments will be $1,328.244 million.
Users benefit from mobility, reaching, connectivity, and comfort when they use mobile payments. It gives
customers the freedom to pay whenever and from wherever, without being restricted by time or place. However,
because mobile payments are wireless and electronic in the natural world, there is a lot of risk and
unpredictability involved [11].

Mobile devices could become misplaced or infected with viruses, and mobile networks are susceptible to hacker
attacks. For instance, when users of mobile payments connect their electronic gadgets to unreliable Wi-Fi, their
data for authentication may be captured [11]. Sensitive data kept on handheld gadgets may end up in the wrong
hands in the event that they are lost or stolen. Therefore, among those who use mobile payment methods,
security is a top issue. The goal of user authentication is to verify or refute an individual's claimed identity. One
common technique used in electronic means of payment for user authentication and message security is
cryptographic [11, 12]. Conventional methods of identification rely on either the user's possessions (such as
tokens, electronics cards, passports, badges, or smartcards) or their knowledge (such as secret phrases,
passwords, PINs, and user IDs). Passwords, [12], PINs, and keys, however, are guessable. SIM (Subscriber
Identity Module) cards, [13], which are easily misplaced or stolen, are integrated in consumers' mobile handsets
for mobile money transactions. For this reason, mobile financial needs are not satisfied by security safeguards
based on traditional authenticating approaches. Therefore, biometric technologies are used for authenticating
users in mobile payments [12, 13]. For instance, in 2013 fingerprint recognition was used by Android from
Google Pay and Apple Pay to verify customer identity and process payments. In order to ensure user
information security, Ali Pay started utilizing fingerprint recognition features in 2015 [16]. Standards and
uniform demands are lacking, despite the fact that the technological needs for safe mobile payments have been
fulfilled. Mobile payment workflow administration for user authentication is still in its infancy. To enable safe
transactions, avoid user information leakage, and lessen identity theft, this article suggests an undetectable
authenticating and oversight flow for mobile payments [16, 17].

Biometrics is a technique that allows persons to be uniquely identified or authenticated based on their distinct
patterns in physical or behavioural characteristics. Biometric technology is gradually replacing more
conventional forms of identification, such as passwords and PINs, as biometric scanners on cell phones and
other devices become more commonplace and more services demand strong security and positive user
experiences [17, 18]. The most apparent disadvantages of passwords are that they can be stolen, misused, or
misunderstood. On the other hand, biometrics provide an alternative solution to the problem of identifying or
authenticating a person based on biometric characteristics [18]. They cannot be misplaced or discarded, and
unlike passwords, they are difficult to counterfeit. Certain biometric characteristics, such as a person's voice,
face, iris, fingerprint recognition, fingertip vein, and furthermore, can be described [18].

The following four components make up a typical biometric system: the template a database, matched module,
sensor module, and the extraction of features modules. More specifically, a biometric image is obtained by the
sensor module [18, 19]. The feature extraction module takes the obtained biometric image and extracts a set of
global or regional characteristics from it. Template data, or standardized feature visualizations, are kept in the
template database. To determine whether there is a match or not, the matching module compares the query and
templates data [19].
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As seen in Figure 1, a typical biometric technique performs authentication in two stages: enrolment and
verification. Consider the case of fingerprint identification [20]. When a user places their finger in front of a
fingerprint reader during the enrolment process, [20, 21], the sensor module takes a picture of the fingerprint. In
the process of verification, specific elements from the obtained fingerprint picture are taken out and modified or
converted to provide template data that can be compared [21, 22]. The sensor module gathers a query's
fingerprinting image at the verification phase. To get query data, the feature representations of the query
fingerprint picture undergo the same procedure as in the enrolment step. After that, the query and template data
are compared to ensure an appropriate result [22].
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Fig. 1 A Visual Representation of the enrolment and verification phases of a biometric identification
system. [22]

Access to the device is provided by knowledge Based on Authorization (KBA), which requires only one
authentication step. Knowledge-based authenticating raises security concerns because of things like passwords
methods that force online shoppers to make one click payment. Password-based authorization is not appropriate
for every user and is very manipulable, with hackers able to get passwords through a variety of techniques [22].
For e-wallet the transactions, ownership-based authenticity has been proposed as a way to lessen the problems
associated with knowledge-based verification [22, 23]. Previous research found that the limited application of
ownership-based factor-based authenticating was ineffective in preventing fraud. There are issues with attacks
from inside and token fabrication when using ownership-based authenticity [23]. Because of this security
vulnerability, users' accounts can be exploited by fraudsters who give account holder' additional information to
perform unlawful transactions. Preventing fraudulent transactions involving e-wallets is an important priority for
the financial industry. Because of this, [23], it can be difficult to discern between authorized and fraudulent
transactions when using the present authentication systems [22, 23].

To validate the user's identity, [23], a trustworthy multiple-factor authorization system is needed. A multifactor
method for authentication was proposed and put into practice by a number of researchers to lessen this
restriction [23, 24]. A small number of researchers concentrated on biometric methods that included face and
fingerprint recognition among other authenticating components [24]. There is still a lack of authenticating
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capabilities; some are not used because they are difficult to develop, while others have been framework-based
solely not being used in practice. Developments are also required to the device identity-based authentication
technique that uses (enter the full form of IMEI here) IMEI [24, 25]. Thus, to improve the security of e-wallet
apps, gadget identity-based multiple-factor authentication capabilities must be added to the current
authentication procedures [25].

I1.Payment Flow Administration For Anonymous Biometric Authenticity

This section will cover three main components of biometrics authentication; the personal data of users,
biometric traits, and mobile gadgets [26]. These elements are used to authenticate mobile payments. Only once
these components are validated can entrusted credits be granted and fund transactions completed [27]. Biometric
authorization typically captures a user's fingerprint, facial features, or iris. A biometric identity system for
smartphone payments should be able to scan and map users' biometric traits, [27], register them in a database,
and provide a template that can be compared to subsequent scans to confirm the user's identity. Consider
authentication using fingerprints as a case study [27, 28]. First, the users' fingerprints are pre-processed. The
minutiae of each user's fingerprint are then retrieved. Finally, fingerprinting template matching is carried out to
determine the relationship between the processed fingerprint picture and one or more stored designs [29].

2.1 Anonymous Biometric the Authentication Process

Authentication for mobile payments, including anonymous authorization, has requirements. First, authentication
servers are unable to discover anything about a user if the credential has been encrypted and transmitted with or
without the identity [28, 29]. Second, authenticating servers can decode a credential using a secret key or private
key produced specifically for confirming companies [29].

Anonymous biometric authorization requires the following elements: users' personal data (ID number, name,
date of birth, gender, title, and photo), [29, 30], biometric characteristics (fingerprint, face, or iris), and mobile
equipment authenticating carrier (SMS card). Anonymous biometric authentication requires the following three
conditions [30].

1. Hardware demands:Users' mobile devices ought to include a video camera or a fingerprint CPU for
capturing their fingerprint, face, or iris [30, 31]. Users' handheld gadgets must have enough memory and space
to process the collected biometric data information.

2. Biometric Authorization System:Users' mobile devices and mobile payment systems should be
equipped with biometric authentication systems [31, 32]. Users' mobile devices must be able to commence the
collection of biometric data and prepare for real-time identity verification. Furthermore, users' smartphones and
tablets should be allowed to produce and deliver the mobile payment key to the system [32]. The smartphone
payment method must be able to compare users' biometric features templates, interpret transactions, and
complete anonymous authentication.

3. Networking: 2G, 3G, 4G, And 5G:Wireless connections or Wi-Fi networks are required to provide
connectivity between consumers' mobile devices & mobile payment systems. Biometric authentication requires
a fast and stable network connection. Many cell phones now include built-in cameras thanks to advancements in
mobile device technology. This function makes collecting faces much easy. In contrast, [32], just a few high-end
cell phones include fingerprint scanners. As a result, it is easier to capture a face than a fingerprint. Face
authentication is more convenient for mobile payments than fingerprint authentication. As mobile technologies
advance, biometric authentication is projected to become more widely used in payments via mobile devices
[32].

2.2 Anonymous Actually Biometric Identification and Mobile Payments

Management Flow Anonymous biometric authorization in payment devices attempts to conceal users' identities
while still ensuring private conversations and secure transactions [33]. In execution, anonymous biometric
identification can successfully prevent users' information from being disclosed during interactions while also
protecting users' privacy in mobile payments. However, there are no standards or consistent requirements for
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mobile payment authentication. Although the technical prerequisites for secured mobile payment methods have
been addressed, management of flows in mobile payments is still in its early stages [34]. A widely
acknowledged management of flows is not accessible with mobile payments [35, 36].

Figure 2 depicts how each component in mobile payment flow management functions independently. As a
result, there are gaps in current mobile payment flow management. Take the use of fingerprint authentication in
payments via mobile devices as an example [37]. If a user's signature is accepted, their fingerprints are pre-
processed on their mobile devices before being transferred to an authentication service. Next, the server extracts
minutiae from the users' fingerprints. Finally, fingerprint template matching is performed on the server to
determine whether a processed fingerprint picture corresponds to any of the stored templates [38, 39]. A
matching algorithm must be used to carry out the matching. If a match is identified, authentication is successful,
& users can proceed to the next stage of their transaction in mobile payment [40].
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Fig. 2 Flow of obtaining the mobile payment key by biometric identity identification. [41]
I11.Summary Of The Authentication Process In Mobile Payments

In the last two decades, the rise of electronic business, the expansion of the Internet, and the advancement of
wireless technology have facilitated the creation of a variety of methods. Wireless techniques including Near
Field Communication (NFC), [41, 42], Bluetooth connectivity, the Quick Response (QR) Code, and RFID
(Radio Frequency Identification) allow users to make payments over wireless networks using their mobile
phones or tablets for both online transactions and offline micropayments [43, 44]. Because of its electronic and
electromagnetic nature, payments via cell phones are fraught with uncertainty and risk. As a result, mobile
payment must include identity identification and privacy protection to improve access control [45, 46].
Biometric authorization can be more secure than authentication with a password. In particular, anonymous
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biometric authorization may successfully prevent users from disclosing personal information during
conversations [47, 48]. Biometric authentication has become popular in mobile payments in recent years [48,
50]. In 2013, for example, the success of Apple, Ali-pay, and WeChat Payment implemented fingerprint
authentication for mobile payments. Later, Ali Pay and We Chat Payment implemented face authentication for
mobile payments. Biometric authentication is projected to be used more widely in mobile payments.

IVV.Conclusion

In this study, the multimodal biometric payments model is combined with the biometrics multi-server
authentication model. This study was prepared from a broader perspective of payments and transactions, as well
as security considerations. The suggested biometric payment methodology provides clients with a user-friendly
transaction and payment experience. And the multi-server authentication paradigm allows the user to connect to
different servers around the world for various features and accesses meeting the varied security measures such
as resisting guessing attacks, resisting replay attacks, and resisting stolen - verifier attacks.

The suggested management flow includes public key and private keys generation after generation, transaction
data encryption and decryption, trace management, and matching to process users' individual information and
biometric information using a mobile equipment authenticating carrier. The supervision of cash flow promotes
secure business interactions and settlement of payment in mobile payments by lowering internal identification
alteration and decryption risks. Anonymous biometric authorization will become more common in mobile
payments. Future research should test the management flow presented in this paper and integrate pseudo-face,
fingerprints, and dynamic authentication of identity to improve the authentication process in mobile payments.
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