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Abstract: - Most of the existing secure keyword search models are infeasible and not applicable for massive sets
due to their high computational and memory requirements for data processing and dynamic security parameter
initialization along with integrity size, which leads to an exponentially huge computational search space. It is more
difficult to keep the data in the public/ private cloud server safe. Particularly, we are considering the unstructured
data formats which are extremely hard to keep data structure and avoid error. It plans to develop and implement
a hybrid dynamic keyword-based cloud data security framework for large cloud databases. This framework
combines a hybrid dynamic hash-based keyword search and encryption and decryption model into a unique
concept especially provided for the cloud environment based on a unique non-linear chaotic hash algorithm and
a hybrid multi-user-based encryption and decryption model to accomplish a dynamic cloud data and service access
and protection via a static keyword-based cloud data security framework for Big-Data structure and tasks.
Experimental results show that this model presents faster runtime for keyword search or decryption/encryption
operation compared to conventional models. Therefore, the proposed model will pave the way for those data
security experts working with the cloud data storage system.
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1. Introduction

Cloud computing is the most widely used cloud service. People and organizations use cloud computing through
the use of virtual machines, the data handling of which do not have any relation with the hardware and software
details of the client system. Thus, the hardware and software requirements of client systems are easily configurable
and one can integrate easily into any cloud storage systems. One can also use tools like Hadoop for extra
computing power. Scalability and flexibility are the reasons why the smart move when it comes to IT infrastructure
is to utilise the services provided by cloud computing, which allows customers to interconnect and stored material
on demand, paying for whatever it is that they require according to use. The end user no longer controls the data
at data centres they keep at remote sites, instead relying on a third-party service provider to do it for them. For all
its benefits, cloud computing carries with it some unique security challenges, such as those pertaining to the
personal sensitive data outsourcing and storage. Providing adequate protection mechanisms for sensitive data on
the cloud is of utmost importance. Privacy-preserving techniques rely on encrypting algorithms to safely share
sensitive information. The use of homomorphic encryption algorithms is essential to mitigate potentially harmful
consequences resulting from the unauthorised access to processed ciphertexts. Ensuring the confidentiality of the
user’s data remains the principal goal of any credible encryption scheme. Homomorphic encryption methods allow
users to compute on encrypted data while maintaining the integrity of the data and preserving confidentiality.
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While homomorphic encryption holds promising opportunities, its application in crunching complex data tasks is
technically complex. From a technical perspective, homomorphic encryption algorithms run on single-user
computers. However, the algorithms behind fully homomorphic encryption are complex, extremely computation
intense and slow. Thus, while few basic computations can be carried out, it is currently impractical to execute any
computationally intensive tasks in real applications. With cloud computing, customers do not store the data
locally, but on a remote cloud of servers. These cloud servers are responsible for serving the customer’s needs.
However, if the data gets stored in the cloud, the security and privacy of the stored information becomes a great
concern, and therefore it is crucial to come up with a flexible and effective data access control system and a secure
encryption mechanism for sharing corporate data among different cloud servers. Attributewise encryption systems
have been recognised to be an effective solution to achieve flexibility and good security for data sharing in the
dynamic environment of cloud systems, especially for large cloud datasets that need flexible yet robust data
security with different access strategies. Objectives of the proposed models would be to cater security (encrypted
data in the cloud), scalability and strong (efficient as well as hard) data security with novel attribute-based
encryption for a very large data that would be stored on the cloud security.Likewise, the scalability, efficiency, as
well as usability of integrity-based cloud security to the authenticated customers that belong to both private as
well as public domains would also be ensured. The proposed models must be designed in such a way that these
models should grip large data scalability in the key management, ways of communication with cloud information
computing, cloud data storage process complexity terms. Two types of attribute-based encryption tech-niques,
KP-ABE and CP-ABE, are shown in the preceding two details. The KP-ABE enters the multiple attributes that
need to match the muti-user sets that compose multiple access structures. The CP-ABE enters the muti-access
structure that needs to match the muti-user sets and is a special kind of user set. Such a CP-ABE is often adopted
for applications needed for multiple access control. As these two tech-niques both fit the process of keyword
search and can be implemented, the customers can choose the one that fits bests their needs. Due to the fact that
cloud computing services are demand-based and that resource rearrangement is readily available, cloud usage can
diminish users’ overhead work in maintaining multiple information systems. For using the cloud, however, users
have to outsource their objects to distributed heterogeneous entities. A protocol is designed to show the ownership
of the images in the cloud so that no third party can change images put in the cloud by the owner. This
authentication scheme restricts data flow and does not allow images to be transferred or modified without the
owner’s permission. The medical images stored in the cloud in this scheme can help to manage all the knowledge
and computing resources needed by each health system, physician and individual. It reduces unnecessary use of
local storage. Integrity of the nodes and communication data should be verified in Cloud networks. However, the
verification algorithms concerning integrity are useless in dynamic Cloud networks, especially for large amounts
of information. A variety of cryptographic integrity features are proposed to assure the validity of communication
information in Cloud networks. Authentication models are caried out to authenticate each cloud client when cloud
data is communicated in Cloud networks. Traditional authentication models used in cloud computing are time
consuming and not suitable for large cloud networks that have limits on the size of data, variable-length integrity
value, and hash value generation in dynamic environment of real-time cloud computing.

2. Objectives

Pakniat [8] suggests an evolutionary multi-objective solution for the cloud resource allocation problems. Thus,
monitoring and resource discovery techniques form part of the resource allocation system. Finally, they also
provide an input for resource optimisation algorithms because it is necessary to know the context in terms of
services and resources that require optimisation[9-12]. The approach is designed to address data encryption and
boundary maintenance and proofing of data, and it is all handled seamlessly with a view management scheme.This
technique offers some benefits. It preserves entity privacy, ensures the accessibility of data, and allows secure
sharing of data. Each sensor manages its own view with a boundary that is not violated. The ACO-IBE is a four-
stage algorithmic technique given in pseudocode. The configuration stage is responsible for generation of the
master key by the receiver. The receiver is authenticated with features such as SSN, which are passed on to the
Private Key Generator (PKG) as an input to the KeyGen algorithm.The KeyGen algorithm generates the private
key of receiver. The encryption step refers to a scenario in which sender knows the email address of the recipient.
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These address features are used to encode the message in an efficient manner. For decrypting the encrypted signal,
the receiver uses the same private key generated by the PKG. As the sender, in a CB-IBE, will not need to perform
any data with the KDC, generating the public key, it will only need to know who the receiver is. This information
is provided by its identifier. We show how the weaknesses of the described cloud-based IBE approaches can be
overcome through the use of a slight extension of the ABE scheme proposed above. Consider the multi-user IBE
policies associated with the identifiers of the n sensors in the traditional ABE system. In an ABE with attribute
system (our model above), & the ciphertext is generated by Tuple Ae, the attribute, ®E is the access structure (a
policy), and M is the message. A general ABE system is composed of four main algorithms: Setup, KeyGen,
Encryption, Decryption. Once the sever is not secured, external and internal threats will exploit the vulnerabilities
of the cloud which will result in confidentiality issues, integrity and the availability of information. It is possible
that some untrusted service providers will not disclose weaknesses in the system, as they do not want to be blamed
for any incident that caused harm to the users. Sometimes, the cloud storage is expanded by removing least
accessed data.Some sensors and organisations save their private information in clouds and due to attack such
private information can be revealed that includes the business organisation and sensor information. The ant colony
optimisation method has also been suggested as a new approach to find the point of attack by modelling the
pheromone activity on the entire certificat sequence that indicates the confidence of the node. The main limitation
of this method is an increase of nodes to improve the scalability of the network. It can be extended to detect which
chains are made up of certificates Sybil identity nodes. In 2004, Zhange proposed a cryptographic schema to
protect information in cloud path planning in a restricted cloud network, known as CP-ABE model, which is
related to ciphertext , which is closely related to the attributes-based-access control system, sets concealed secret
keys or associated attributes, based on multidimensional attributes, set no specific privilege information, access
according to different attributes; Modifying and screening the fine ability for multidimensional access structure,
there is a certain property, access rights are achieved when properties meet specific access strategy, compared
with the early KP-ABE model, the operation of CP-ABE is upside-down, CP-ABE has many comparative
advantages on the other hand, it has relatively complex application, which can be widely used, It can effectively
overcome the main defects of the KP-ABE approach that cannot regulate who decrypt the ciphertext. Thus, it can
be applied to more real-world cases. However, CP-ABE faces a limitation itself. Because of its lack of constraint,
it can only be used in some business applications, not working in other real-world applications. Moreover, it is
less applicable in business scenarios due to low efficiency and rigidity, which bring adverse effect to the operation
of the system. For example, the decryption process has the following conditions:

(1) Single set properties, users select single Multi-user or set properties from that set.

(2) During the phase of the decrypt, a collection of multiparty user sets of policy such as the authorization to
decrypt, can withstand any collusion of users without any successful decrypting operation.

(3) The decrypting operations of the m users in the user set with degree k of set degrade with k, with k>1.

In recent years, a large number of researches have been addressed to this problem. Experts have developed an
efficient decentralization approach based on the job duplication and load balancing idea in CP-ASBE (Cipher
Text Policy Multi-user Set Based Encryption) system, and then divide the job are sub-clouds and distributed them
is used. Skewness strategy is used in this sense that based on the computing the diversity of resource utilization,
if the variance of the resource loading is too greater, too large, some servers may be overloaded; but too small, it
will cause excessive load balance; It is used to distribute according to the optimal resource resource
scheduling.Moreover, the CP-ASBE have following advantages itself improve the system overload condition in
the next two ways: predict the next day loading and migration (migration of VM) to effectively avoid overloading
. In a survey conducted in 2016, a new security scheme for path routing was proposed, efficiently protecting
against wormhole-free attacks on clouds but only small-scale, mainly defending against DoS attacks. A
cryptographic protection scheme for malicious attacks during data communication was also expressed. As data
the volume and number of types enlarges, the exponentially increase in loading capacity and runtime make it hard
to detect malicious attacks[14]. Govindarajalu applied this new technique — a form of trusted attacks detection
even in cloud environments of limited trust [15] Ongoing attacks in these cloud nodes are difficult to detect.
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Zhang et al designed a cloud network based on encryption methods of authentication of a service oralicy [16].It
is an usual thing in the further development of service orality communication networks for user authentication.
But the long computing time is the god of their formerly mentioned fine-grained access control strategy. That's
woefully a deficiency for further study. Computing time appreciably should be reduced in future research. Ma et
al. pointed out single-threaded hashing that handling this timecost is very tedious, so they presented a new hashing
scheme with the parallelism support [19]. It works on multi-core processors for reducing the required time. It was
also made as a way to validate and analyse the proposed work. Speed-time graph also shows that finegrained
access problem is solved, which is higher as compared to conventional approach. Similar work in multi-privileged
one-to-many communications might be focused on, in the coming future.A fast handover authentication model
that provides integrity protection in static cloud networks, proposed by Zhang et al. [14] uses proxy signatures to
ensure integrity on one’s behalf; but does not ensure integrity when a client on one end of a communication
accelerates their request to another. Their proposed system can automatically carry out mutual authentication on
integrity in static cloud networks and detect attacks launched from clients in static cloud. However, it cannot be
used for verifying integrity processes. In one of his later inventions, called GIDAC [16], Govindarajalu came up
with a brand new concept specially designed to identify and isolate attacks in low-trusted cloud environments,
where detection of attacks happening in cloud nodes proves to be hard. In this model, all cloud nodes are
authenticated during cloud network initialisation or bootstrapping.they proposed a semi-anonymous privilege
control formulation for privacy in all above access control cases In the proposed model, by combining a
trustworthiness verification approach that the cloud owner runs on his trusted nodes and a form of integrity-
verification (similar to the approach taken in [30]), where the identity of the intruder will be recorded but hidden,
they were able to use the privacy-preserving access control model to trace attacks.They presented a fully protected
and elegant solution for anonymity and identity, called AnonyControl-F, based on the trusted computing model
TPM algorithm. On a similar note, prior works handle only the privacy of GID, and fail to extend protection from
other attack scenarios seen in the multi-attribute based approach. This multi-key translation puzzle is a complete
solution to the problem. Further extensions such as identity/attribute obfuscations are also feasible. Zhang et al.,
proposed a modelling of cloud network's authentication architecture, based on the encryption methods of service-
oriented communication [16]. It is a common form of user authentication in service-oriented communication
networks and in the extension field, but the current fine-grained strategy of their access control leads to a very
long computing time, which is a drawback in further study. In the future research, the computing time should be
shortened substantially. Ma et al. [19] eliminated the need for single-threaded and time-consuming hashing and
devised a parallelizable hashing scheme to lower the required time in practical cases. Their new proposed hashing
scheme works in a multi-core processor. They claim their technique provides significantly higher security, speed,
and efficiency. Another drawback of the CP-ABE model is that the data owner is completely unaware of the initial
users who wanted to use the data. This results in loss of the fine-grained access. Using our proposed method, the
access of the ORIGINAL users of the data can be obtained. So, user access would be allowed if the access of the
original multi-user is the same as the access of the user itself. The validation and the analysis of the proposed
work demonstrate that the fine-grained access problem is solved and is more efficient than the other existing
approaches, leading to further work that might take a similar approach when it comes to multi-privileged one-to-
many communications.A new modified version of CP-ABE approach using a searchable framework . Their
technique uses partially invisible access structure along with Multi user revocation. The authors are using DBDH
and DL assumption for making security of the method secure. Also can support as lazy proxy re-encryption. Multi-
valued Multi-user helps in hiding users information through the access structure. Extremely it increases flexibility
of this technique. In future the researcher can include anonymous decentralized multi-authority scheme to make
it fully improved . On providing more efforts security , generality , efficiency and performance can be increased
significantly[24].

3. Methods

Multi-user based encryption is another best scalable approach for cloud data security of multiple attributes and
policies. This is also called ABE. Every legitimate cloud user is allotted a number of final permitted Multi-user
sets, policies and a privacy key in this encryption and decryption process. A large number of several attribute-
based encryption systems have been proposed and could not implemented in the literature for keyword based
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cloud data security. Since the size of the multi-users and Multi-user key setup phase are large, the size of the
Multi-users is exponentially restricted to security parameters. Regarding the data set size PK , the data size is
exponentially limited to the security parameters. This is a similar data size as the adverse concept of sub-policies
in the KP-ABE.The basic concept of CP-ABE is almost the same as KP-ABE inverse process. This versatile
method can be used for many other extensions as a fundamental unit. Therefore, the user can be permitted to select
single attribute or mulitiple attributes from that set.
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would be represented by hierarchical structure. Meanwhile, role based access control techniques assign the user
access control permissions and roles based on the business function of the organization. The role is the mapping
between user and access permisson.The model introduces a cloud data security new approach using an innovative
integrity based framework with hash mechanism.In general, cloud-based block hash security system, standard
integrity algorithm: MD5, SHA, Whirlpool is employed to verity data integrity on the cloud environment. This
new framework use a composite non-linear dynamic integrity algorithm for improving the hash bit change rate
during hash construction.Figure 1 displays the model structure, which each keywords research dataset transaction
is process within the hash framework to secure the blocks. The security block compute Hash and encrypt the input
transaction. Finally, the encyrpt data of the transaction would be stored to the cloud storage. The storage function
is used to perfom integrity verification. The integrity value computed in this model would be used to the data
verfication in each keywords search.

Figure 2 shows the basic structure of the cloud-based hash framework. When the input data and cloud storage
capacity have increased, the key risk of data security problems and threats in the remote cloud storage will be
rising. It partly due to inadequate measures security. The internal attack is the unlawful access by own employees
of sensitive customer data (including both encrypted and unencrypted) is a security threat. The model emphasizes
confidentiality as a critical issue in cloud storage services, noting the threat posed by brute force attacks. To
combat such threats, various cryptographic algorithms have been developed. For instance, the AES encryption
algorithm is designed to thwart brute force attacks and addresses associated key management challenges,
including key generation, distribution, storage, and regeneration.The model further supports multithreading,
which allows simultaneous evaluation and upload of file chunks to different storages. This section introduces a
hybrid integrity checking approach that conducts a series of non-linear mathematical transformations on input
data to compute unique hash values for both encoding and decoding processes, as depicted in Figure 2.

1: Initialization of healthcare records as H_records and cloud server identifiers as Cloud_IDs[]. For each operation
in the Cloud_IDs[]:

Do
If (H_records == "EHR")
then
Combined_Data = Cloud_IDs[i] + H_records;
Done
2: Divide the collected data Combined_Data into k segments.
3: If the input data exceeds the segment size, pad the message with 0000001.

4: Divide each of the k segments into smaller sub-segments of 32 bits. The sub-segments are utilized to execute a
series of non-linear transformations:

Sub_Segments SS[] = Segments[Segment_Size/32];
For each sub-segment in SS[]:
Do
Perform nonlinearT(SS[i]);
Done
5: Execute a non-linear process named nonlinearT:
For each byte in Combined_Data[](array of data in sub-segment partition):

Execute segment operation
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Process hash block

In the proposed chaotic piecewise non-linear chaotic function (CPLNCF), several distinct randomization
parameters are utilized to derive a unique chaotic value for the permutation matrix formation. The extended
piecewise non-linear chaotic function can be described as follows:

p(v+1)
CPLNCF (v) = ¢, - T
+c3 - |sin (v + 1))] - |cos (p(v + 1)) |?

+c4 - |sin (v + 1)| - |sin (p(v + 1))|3

+cg - |sin (p(v + 1))| + ¢¢ - (1 = CPLNCF (v — 1)) + ¢; - (1 — CPLNCF (v — 1 3D36ne

+ ¢, - |sin (p(v + 1))|?

Riotar = Z CPLNCF(v) - Eigen(M - N)

H[index] = R, ® Ry D Riotas
Here r; ..., represent random numbers from the range (0,1).

In this non-linear chaotic function, M and N symbolize the dynamic permutation matrices. These matrices are
generated using the CPLNCF function.

For each byte in P[index]:
R, = SKT - [N - MaxEigen (SK)]

R = [M - SumofSquares (SK) - det (SK)]
b ( (¥ SK[index]) )

In the data processing approach, the input data is first mapped to a byte array associating the medical user ID and
its corresponding record. This is further followed by mapping each multi-user data entry of transactions list. Now,
input data is split up into k blocks, each block is a string of 8-bits. The size of the input data if exceeds the block
size then padding is performed to add the extra data as the final part of input data. Once all the operations
completed, each block is divided up into sub blocks and each sub block is 32 bits long. These sub blocks are
further involved into mathematical transformations to calculate the hash value after completing process all the
sub-blocks sub block hash value are cascaded to generate the final hash value for the given input data.

Multi-Authority ABE Techniques

The Multi-authority ABE (Attribute-Based Encryption) methodology is tailored for real-time cloud computing
environments. This strategy involves several entities collectively managing the distribution of user attributes. It
operates with numerous multi-user authorities, collectively referred to as K, and a singular central authority. Each
multi-user is linked to a specific value, dk. The MA-ABE technique unfolds in several stages, with Phase 1
focusing on utilizing each user's attributes and access policies to derive the master and public keys essential for
securing cloud data within a hash framework. During this phase, policies based on randomized hash keys are
established for generating these keys.

1. Define Geometric Distribution:

K@) =51 =8)" p=012,..

2. Define Uniform Distribution:

%
= 1 < <
6((p) 61 _ 62 or 61 S9= 62

3. Declare Group Elements:

Suppose {,, I}, I; are elements of a multi-user access control based cyclic group.
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4. Compute Bilinar Map with Geometric Distribution:
a = bilinear_map({,, t(s));
5. Multiple Published Key Using Max Function:
Mult_PubK(y) = bilinear_map (I, max{tg ), lic(s)});

6. Multiple Published Key with a Transformation:

Mult_PubK(y;,;) = bilinear_map(I3, o,(¢));
7. Multiple Master Key:

Multi_MasK () = bilinear_map(I5, 0g(p));
8. Composite Key Construction:

Multi MasK (y — &) = bilinear_map(Mult_PubK (y,), a°r);
9. Hierarchical Key Derivation:
Mult_PubK (1) = bilinear map((Multi_MasK())%7,Mult_PubK(y));
10. Key Reduction and Combination:
Mult PubK(y — ) = bilinear_map(Multi_MasK(y — «),Mult_PubK(y));

According to Fig. 2, amultiusers initialisation parameters taken from attribute list and integrity constraints policies
are involved in this stage which refers to create cipher text in the hash framework. Referring to Figure 2; CP-ABE
encodes data based of policy list according to CP-ABE Access tree policy.

According to Fig. 2, amultiusers initialisation parameters taken from attribute list and integrity constraints policies
are involved in this stage which refers to create cipher text in the hash framework. Referring to Figure 2; CP-ABE
encodes data based of policy list according to CP-ABE Access tree policy.

Multi-user Cipher text is given as MCT={ c1, c2, Multi-user Atree T,{ Pubk.h.(Zn) }}

Let the multi-user access policy be I' P, the multi-user public key be I'_“Publickey” , and the multi-user master
key be I’ “MasterKey” . Then the two secret ciphertext parameters are:

GeoDist(§) = (1 —&)?, ¢ =0,1,2, ...
A U
UniDist(p) = —————< for6; < u <46
( ) 61(1 _ 62) 1 2
Cc= H4096(G60Dist(a)*FAi); F] = 1,2,3 e F]’l
Cy = H4096(UnlDlst(ﬁ)*Fpl); Fl = 1,2 e F]’l

Here, a and B are elements of the cyclic group and are relatively prime to the multiplicative group.
The multi-user ciphertext is given as MCT = {c,, c,, Multi-user Atree T, {Pubk.h.(Zn)}}.

The decryption phase, takes cipher text, secret key, Access tree, and policies as input and delivers decrypted
data.

4. Results

All the experiments are executed in a real-time java environment with the cloud platform. In this work, an
experimental transaction dataset is captured in a real-time cloud server environment. Transaction keyword search
information is also available on a real-time cloud platform. The experiment is implemented in a block hash
framework. We used real-time Amazon AWS server and keyword search transaction data. The inputs to the hash
tables are 1000 medical transactions. However in medical transactions, there are two entities are deal with doctor
and patient influences in this evaluation, and it can be easily modifiable in our experiment. Two user accounts
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(Doctor and Pediatrician) are used in our experiment to access the public data in cloud. The hash bit change
measures the changing impact on integrity bits . The input data is changes from 100 to 175 with an increase of 35
units. The different block hash functions are evaluated in random. The traditional hash functions such as SHA,
MD5, Whirlpool and parallel chaotic hash are considered in Fig. 1.

Table 1: Encryption algorithm for the large textual cloud file.
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Table 2: Master key generated in the proposed encryption algorithm
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Table 2 describes the master key value of the input data, which is determined in encryption process . The master
key is generated in the setup phase of the proposed encryption model using the integrity value , policies list and
attributes list .

Table 3: Public Key:
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Table 4: A sample of encrypted data for keyword search in the block hash framework.
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Table 5: Results for the integrity value of a single user in block-wise processing.

r_[i] = pt_[i] ~ r_[i-1] * b = 0x60e80756
r = (sum_bytes c¢_[j]) =421
r=R_mn+(r%S)=3

0x4b6c4693

r [i]=pt [i]~r_[i-1] ~ b = Oxab8541c5
r = (sum_bytes ¢_[j]) = 566

r=R mn+(r%S)=3

0x6f80fh63

r_[i] = pt_[i] ~ r_[i-1] ~ b = 0xe4378290
r = (sum_bytes ¢_[j]) = 557

r=R mn+(r%S)=4

0x5cf4b563

r_[i] = pt_[i] ~ r_[i-1] ~ b = 0x8af406df
r = (sum_bytes c_[j]) = 611

r=R mn+(r%S)=3

0x2b6d404f

r_[i] = pt_[i] ~ r_[i-1] ~ b = 0xa1994698
r = (sum_bytes ¢_[j]) = 536
r=R_mn+(r%S)=3

0x1d93d29c

r_[i] = pt_[i] ~ r_[i-1] ~ b = Oxbc0a9404
r = (sum_bytes c_[j]) = 350
r=R_mn+(r%S)=2

0x2cdc890b

r_[i] = pt_[i] ~r_[i-1] * b = 0x90d61d07
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r = (sum_bytes ¢_[j]) = 394
r=R_mn+(r%S)==6
Final hash integers

Proces block: [0x32, 0x39, 0x30, 0x2c, 0x20, 0x32, 0x39, 0x30, 0x80, 0x01, x00, 0x08, 0x00, x00, 0x08, 0x00,
x00, 0x08, 0x00, x00, 0x08, 0x00, x00, 0x08]

Partitinp block into sub block p_[]: [0x3239302c, 0x20323930]
Initializes cO = (last 4 bytes of h') = 0x00000000
Initialize r = RMAX =6

Realizing iteration 0

0x18ba54ce

r_[i] = pt_[i] ~ r_[i-1] ~ b = 0x2a8364¢e2

r = (sum_bytes c_[j]) = 499
r=R.mn+(r%S)=6

0x35hbee613

r_[i] = pt_[i] ~ r_[i-1] ~ b = 0x3f0fbbcl

r = (sum_bytes c_[j]) = 458

r=R mn+(r%S)=5

Oxe8b47dae

r_[i] = pt_[i] ~ r_[i-1] ~ b = 0x57bac66f

r = (sum_bytes ¢_[j]) = 582
r=R_mn+(r%S)=4

0x92a18b768

r_[i] =pt_[i] ~r_[i-1] ~ b = Oxcda27107

r = (sum_bytes c_[j]) = 487
r=R_mn+(r%S)=4

Oxea36d3dd
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r_[i] = pt_[i] ~ r_[i-1] ~ b = 0x2794a2da
r = (sum_bytes c¢_[j]) = 567
r=R_mn+(r%S)=4

0x0000b052

r_[i] = pt_[i] ~ r_[i-1] ~ b = 0x27941288
r = (sum_bytes c¢_[j]) = 341

r=R mn+(r%S)=3

0x2823d94e

r_[i] = pt_[i] ~ r_[i-1] ~ b = 0x0fb7cbc6
r = (sum_bytes ¢_[j]) =599

r=R mn+(r%S)=6

0x649f80b2

r_[i] = pt_[i] ~ r_[i-1] ~ b = 0x6b284h74
r = (sum_bytes c_[j]) = 338

r=R mn+(r%S)=5

0xf5d74b63

r_[i] = pt_[i] ~ r_[i-1] ~ b = 0x9eff0017
r = (sum_bytes ¢_[j]) = 436
r=R_mn+(r%S)=3

0Oxe56f24ba

r_[i] = pt_[i] ~ r_[i-1] ~ b = 0x7b9024ad
r = (sum_bytes c_[j]) = 476
r=R_mn+(r%S)=3

0x48defb95

r_[i] = pt_[i] A r_[i-1] ~ b = 0x334edf38

r = (sum_bytes c_[j]) = 408
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r=R_mn+(r%S)=5

0x8acl1546d

r_[i] = pt_[i] ~ r_[i-1] * b = 0xb98f8b55
r = (sum_bytes c¢_[j]) = 552
r=R_mn+(r%S)=4

0xca64d90d

r_[i] = pt_[i] ~ r_[i-1] ~ b = 0x73eb5258
r = (sum_bytes ¢_[j]) = 520
r=R_mn+(r%S)=2

Oxeb36542d

r_[i] = pt_[i] ~ r_[i-1] * b = 0x98dd0675
r = (sum_bytes c_[j]) = 496
r=R.mn+(r%S)=3

Oxe692aace

r_[i] =pt_[i] ~r_[i-1] » b = 0x7e4facbb
r = (sum_bytes c_[j]) = 564

r=R mn+(r%S)=6

Oxedcd780c

r_[i] = pt_[i] ~ r_[i-1] ~ b = 0x9382d4b7
r = (sum_bytes ¢_[j]) = 672
r=R_mn+(r%S)=4

Oxdaee69fd

r_[i] = pt_[i] ~ r_[i-1] ~ b = 0x496¢chd4a
r = (sum_bytes c_[j]) = 444
r=R_mn+(r%S)==6

0xe2659955
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r_[i] = pt_[i] ~ r_[i-1] ~ b = 0xab09241f
r = (sum_bytes c_[j]) = 247
r=R_mn+(r%S)=4

0x713790f2

r [i] =pt_[i] ~r_[i-1] ~ b = Oxda3eb4ed
r = (sum_bytes c¢_[j]) = 697
r=R.mn+(r%S)=4

0x779c529%

r_[i] = pt_[i] ~ r_[i-1] * b = Oxada2e673
r = (sum_bytes ¢_[j]) = 680
r=R_mn+(r%S)=2

0x95d13e5f

r_[i] = pt_[i] ~ r_[i-1] ~ b = 0x3873d82c
r = (sum_bytes c_[j]) = 431

r=R. mn+(r%S)=3

0x02474a8f

r_[i] = pt_[i] ~ r_[i-1] ~ b = 0x3a3492a3
r = (sum_bytes ¢_[j]) = 419

r=R mn+(r%S)=6

0x09293bd6

r_[i] = pt_[i] ~ r_[i-1] ~ b = 0x331da975
r = (sum_bytes c_[j]) = 366
r=R_mn+(r%S)=3

0x63fb6288

r_[i] = pt_[i] A r_[i-1] ~ b = 0x50e6c¢bfd

r = (sum_bytes c_[j]) = 766
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r=R_mn+(r%S)=3

0x686748c7

r_[i] = pt_[i] ~ r_[i-1] ~ b = 0x3881833a
r = (sum_bytes ¢_[j]) =374
r=R_mn+(r%S)==6

0x150fff39

r_[i] = pt_[i] ~ r_[i-1] ~ b = 0x2d8e7c03
r = (sum_bytes ¢_[j]) =314

r=R mn+(r%S)=6

0x82b56¢d0

r_[i] = pt_[i] ~ r_[i-1] ~ b = Oxaf3b10d3
r = (sum_bytes c_[j]) = 461
r=R.mn+(r%S)=3

Ox5e4ddacel

r_[i] = pt_[i] ~ r_[i-1] ~ b = 0xf176bc32
r = (sum_bytes c_[j]) = 597
r=R_mn+(r%S)=4

Oxafa30474

r_[i] = pt_[i] ~ r_[i-1] ~ b = 0x5ed5b846
r = (sum_bytes ¢_[j]) = 561
r=R_mn+(r%S)=3

0x38902de2

r_[i] = pt_[i] ~ r_[i-1] * b = 0x664595a4
r = (sum_bytes c_[j]) = 484
r=R_mn+(r%S)==6

0x8d46f4d4

1611



Tuijin Jishu/Journal of Propulsion Technology

ISSN: 1001-4055
Vol. 45 No. 3 (2024)

r_[i] = pt_[i] ~ r_[i-1] ~ b = 0xeh036170
r = (sum_bytes c_[j]) = 447
r=R_mn+(r%S)=4

0xc8642307

r_[i] = pt_[i] ~ r_[i-1] ~ b = 0x23674277
r = (sum_bytes ¢_[j]) = 323

r=R mn+(r%S)=5

0xa4962048

r_[i] = pt_[i] ~ r_[i-1] ~ b = 0x87f1623f
r = (sum_bytes ¢_[j]) = 537
r=R_mn+(r%S)=4

0xbbbb641f

r_[i] =pt_[i]~r_[i-1] ~ b = 0x3c4a0628
r = (sum_bytes c¢_[j]) = 180

r=R mn+(r%S)=2

Oxa2a32a6h

r_[i] = pt_[i] ~ r_[i-1] * b = 0x9ee92¢43
r = (sum_bytes ¢_[j]) = 502

r=R mn+(r%S)=4

0x3684c2f9

r_[i] = pt_[i] ~ r_[i-1] * b = Oxa86deeh2
r = (sum_bytes c¢_[j]) = 693
r=R_mn+(r%S)=5

0x6b88adb0

r_[i] =pt_[i] A r_[i-1] ~ b = Oxc3e54302

r = (sum_bytes c¢_[j]) =493
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r=R_mn+(r%S)=5

Oxa07elbld

r_[i] = pt_[i] ~ r_[i-1] ~ b = 0x639b5817
r = (sum_bytes ¢_[j]) = 365
r=R_mn+(r%S)=2

0x52103ff6

r_[i]=pt_[i] ~ r_[i-1] * b = 0x318b67el
r = (sum_bytes ¢_[j]) =516

r=R mn+(r%S)=3

0Oxbc1dc386

r_[i] = pt_[i] ~ r_[i-1] * b = 0x8d96a46f
r = (sum_bytes c_[j]) = 566
r=R.mn+(r%S)=3

0xdd5f6d19

r_[i]=pt_[i]~r_[i-1] ~ b = 0x50c9c976
r = (sum_bytes c_[j]) = 600
r=R_mn+(r%S)=2

Oxcccf6acO

r_[i] = pt_[i] ~ r_[i-1] * b = 0x9c06a3be
r = (sum_bytes ¢_[j]) =515
r=R._mn+(r%S)=2

0x35e11154

r_[i] = pt_[i] A r_[i-1] ~ b = Oxa9e7b2ea
r = (sum_bytes c¢_[j]) = 812
r=R_mn+(r%S)=4

0x9b6659d9
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r_[i] = pt_[i] ~ r_[i-1] ~ b = 0x3281eb3b
r = (sum_bytes ¢_[j]) =473
r=R_mn+(r%S)=5

Oxded76ef9

r_[i] = pt_[i] ~ r_[i-1] ~ b = Oxec5685c2
r = (sum_bytes c¢_[j]) = 649

r=R mn+(r%S)=6

0x0c87ara7

r_[i] = pt_[i] ~ r_[i-1] * b = Oxe0d1226d
r = (sum_bytes ¢_[j]) =576

r=R mn+(r%S)=3

0x1800481f8

r_[i] = pt_[i] ~ r_[i-1] ~ b = 0xf8d16a95
r = (sum_bytes c_[j]) = 712

r=R mn+(r%S)=4

Oxdac9b84b

r_[i] = pt_[i] ~ r_[i-1] ~ b = 0x2218d2d6
r = (sum_bytes ¢_[j]) = 482

r=R mn+(r%S)=4

0x34dfeaff

r_[i] = pt_[i] ~ r_[i-1] ~ b = 0x16c73629
r = (sum_bytes c¢_[j]) = 316
r=R_mn+(r%S)=3

0xfd278746

r_[i] =pt_[i] A r_[i-1] ~ b = Oxebe0b167

r = (sum_bytes c¢_[j]) = 739

1614



Tuijin Jishu/Journal of Propulsion Technology

ISSN: 1001-4055
Vol. 45 No. 3 (2024)

r=R_mn+(r%S)==6

0xd8416cc2

r_[i] =pt [i]~r_[i-1] ~ b = 0x33aldda5
r = (sum_bytes ¢_[j]) = 598
r=R_mn+(r%S)=5

0xb174d96b

r_[i] = pt_[i] ~ r_[i-1] ~ b = 0x82d504c6
r = (sum_bytes ¢_[j]) = 545
r=R_mn+(r%S)=2

0x154dfe20

r_[i] = pt_[i] ~ r_[i-1] ~ b = 0x9798fae6
r = (sum_bytes c_[j]) = 783

r=R mn+(r%S)=5

0x5b3e40ed

r_[i] =pt_[i]~r_[i-1] b = Oxccabba03
r = (sum_bytes c_[j]) = 559

r=R mn+(r%S)=6

Oxcac5a609

r_[i] = pt_[i] ~ r_[i-1] ~ b = 0x06631c0a
r = (sum_bytes ¢_[j]) = 143

r=R mn+(r%S)=5

0x13af5cf0

r_[i] = pt_[i] A r_[i-1] ~ b = Ox15cc40f2
r = (sum_bytes c_[j]) =531

r=R_mn+(r%S)=3

Table 5 illustrates the sample integrity value within the hash framework, focusing on a single hash record. Table
5 details the exact process by which integrity values are calculated for one hash record according to the hash
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framework. It clearly illustrates the intermediate inputs, intermediate calculations, and the final integrity value for
the hash record. It serves as a helpful visual representation to learn how integrity values are calculated according

to the hash framework.
40
m SHA512
= MD5
= Whirlpool
M Parallel_Chaotic
m MultiUser-Integrity
0
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Figure 3: Comparison of performance for the proposed integrity verification model vs existing hashing
approaches for attribute reconstructability, with a fixed hash length of 2048 bits.
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This comparison assesses the contribution of the integrity-verification model that we have proposed and the
verified hashing techniques that already exist, with respect to reconstructability, i.e. how much of the original
attributes can be recovered or reconstructed by an adversary that tries to regain these attributes when a fixed hash
length of 2048 bits is considered.
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Figure 4 illustrates the performance comparison between the proposed integrity-based encryption model
and existing hash approaches for variable size attributes and keyword search data, using a hash size of

4096 bits.

Figure 4 Show size attributes and keyword match data for the proposed integrity-based encryption model, the
signature-hash, and HMAC for variable size attributes, under 4096 bits hash size. We show how well the proposed
model performs comparing to existing hash approaches in encryption, integrity checking, and keyword searching
for the variable size attributes. The Figure help us understand the differences among these approaches with clear

illustrations.

Table 1: presents a performance analysis comparing the proposed integrity model with conventional

approaches for keyword search data, using a hash size of 2048 bits.

Transactions SHA512 || MD5 || Whirlpool Parallel_Chaotic MultiUser-Integrity
KeywordSearchFile-11 5800 5617 ||4964 4867 4116
KeywordSearchFile-12 5514 5245 ||5826 5410 4118
KeywordSearchFile-13 4862 5110 ||5578 4944 4357
KeywordSearchFile-14 4969 5381 ||5108 4945 4474
KeywordSearchFile-15 5353 5028 ||5168 4985 4055
KeywordSearchFile-16 4864 5031 ||4904 5304 4405
KeywordSearchFile-17 5510 5102 ||5209 5317 4430
KeywordSearchFile-18 5683 5400 ||5363 4923 4548
KeywordSearchFile-19 5480 4905 |[5845 5792 4521
KeywordSearchFile-20 5513 5625 ||5463 5794 4646
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The above table, further analyses comparatively the speed and performance of the proposed integrity model and
conventional approaches of handling keyword search data. This is illustrated through a comparative analysis of
the two models using a hash function of 2048 bits.

The table is used to find the encryption and decryption runtime, and search efficiency with different attributes.

Table 2: Performance comparison of the proposed integrity model and existing approaches for the
keyword search data with Hash size 4096 bits.

Transactions SHA512 || MD5 || Whirlpool Parallel_Chaotic MultiUser-Integrity
KeywordSearchFile-1 5782 4849 ||5537 5348 4641
KeywordSearchFile-2 4861 5617 ||5762 5448 4281
KeywordSearchFile-3 5641 5031 ||5565 5567 4421
KeywordSearchFile-4 5149 4985 {|14935 5833 4414
KeywordSearchFile-5 5341 5406 ||5337 5380 4612
KeywordSearchFile-6 5747 4926 ||5470 5772 4615
KeywordSearchFile-7 5537 5320 ||4853 5457 4366
KeywordSearchFile-8 5601 5726 ||5042 5373 4631
KeywordSearchFile-9 5329 4877 ||5346 5390 4521
KeywordSearchFile-10 4928 5590 [|5599 5155 4321

The above table presents a detailed comparison of the performance of the proposed integrity model and the
traditional solution in dealing with keyword search data specifically. It is done by hash value of 4096 bits. This
table include various parameters such as encryption and decryption speed, search efficiency, security in terms of

runtime(ms)
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Figure 5 displays the analysis of proposed model and conventional methods performance in different hash
bit length changes, keyword search data and attribute size variations.
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Figure 5 analyses in detail the performance of the proposed integrity model and three conventional approaches to
address a given task, when faced with three different conditions or scenarios. The three conditions were (1) given
attribute sizes, (2) given changes to hash bit lengths used, and (3) given keyword search data.
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Figure 6 compares the proposed integrity-based multi-user average encoding and decoding model with
traditional encoding models in terms of runtime analysis for keyword search data.

5. Discussion

In this work, a hybrid keyword search-based cloud data security framework is devised and implemented for the
real-time cloud computing environment. In the keyword data search, a hybrid integrity-induced keyword search
method is designed to increase the efficiency of the concurrent integrity and encryption operation in the large
database. The reason why all the traditional keyword search model is considered independent from integrity
checks during the keyword search the document applying is because all the large amounts of data searching
operations cause high memory and run time occupancy in the computing environment. In this work, a hybrid
integrity model combined with an encryption model is proposed to achieve the high efficiency of the run time of
both the integrity and encryption model in the keyword searching operation. The final result indicates that the
keyword search optimization model that is proposed has better efficiency than the existing models. That is, its run
time and hash bit change are better than the existing model.
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