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Abstract- 10T devices has many security challenges due to default passwords, weak encryption, outdated software,
and insecure physical security. These vulnerabilities can lead to unauthorized access, data leaks, and exploitation
by hackers. Improving these concerns is crucial to ensure the safety and privacy of users by making strong security
protocols and regular updates essential in 10T device development. The project deals with the penetration testing
of the loT Devices using Wifite2 tool and adding a vulnerability scanner for further improvements in terms of
security concerns in 10T devices like smart home gadgets, wearables, industrial sensors, and more. It comes under
the 10T Cybersecurity field and deals with the embedded Vulnerability and Penetration Testing on IoT Devices.
It is one of the types of software testing tools used to penetrate and know the password of a certain selected
network. The project is experimented on loT Devices as 10T devices are everywhere in our day-to-day life.
Specifically, here it deals with the 10T Home security Model. The project's main objective is to improve the
security of 10T devices as they are very vulnerable and exploitable. This project gives accurate and detailed
information on the vulnerabilities found from the scanning process. The methodology used is penetration test
using wifite2 in kali Linux as a virtual machine on a system. The next methodology deals with the vulnerability
scanner and its results in text form.
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1.Introduction

Penetration testing is an attempt to uncover the vulnerabilities on a computer system by manually testing them
which is helpful for mitigating the vulnerabilities and enhance the security of the system. Most of the pen-testing
is done manually and its time consuming. Pen-testing became mandatory by industry standards and regulations
like GDPR, HIPAA, PCI DSS etc. It is important to select the right pen-testing tool by its characteristics like easy
implementation, compatibility with existing security configurations and comprehensiveness of the results. There
are many known tools for pen-testing like Nmap, Wireshark, legion, jok3r, Owasp Zap, Nikto2, OpenSCAP,
sqlmap, scapy, crackstation and Aircrack-ng. The process of pen-testing is where first the port scanning is done to
know about the running services and ports and identify the vulnerabilities that can lead to attacks. Next is the
analysis of the information collected from the port scanning. Next is the vulnerability scanning where it checks
for vulnerabilities in software patches, software updates, applications, firewalls and security settings. Next is the
password cracking to check the strength of the password by using brute force attack. The last step is the report of
the vulnerabilities found in the pen-testing process. The report is useful for documentation purpose in an
organization.

In this paper, we will describe the general introduction for IoT Cybersecurity, vulnerabilities, attacking layers in
IoT, penetration testing and tools and vulnerability assessment process.
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1.1 10T CYBERSECURITY

As everyone knows attacks have evolved alongside the advancement of IoT devices. So IoT Cybersecurity focuses
on the measures and practices that can be implemented specifically on the cybersecurity aspects within the IoT
domain, addressing threats to devices, networks, and data to protect the entire IoT Ecosystem. It is critical aspect
in protecting the security of IoT devices.

1.2 VULNERABILITIES
1.2.1 Wi-Fi

Wi-Fi is a technology that allows users to access internet through their devices such as computers, tablets, and
other electronic devices. It can be done wirelessly or local area network (LAN). Its full form is Wireless Fidelity.
A Wi-Fi consists of one or more access points called as wireless access points (WAPs). They behave as base
stations. These stations are connected to a wired network such as Ethernet network. They help in transmitting and
receiving the data wirelessly between users within the range of around 30 to 45 meters. It varies on different
factors such as transmission power of WAP. Higher transmission is for longer range. Next is obstacles like walls
and floors that block the Wi-Fi signals . Next is the frequency bands that operates in 2.4 GHz and 5 GHz that gives
speed and range. 2.4 GHz is for longer range but with slow speed whereas 5 GHz is for shorter range but with
faster speed. Lastly even environmental factors affect the quality of Wi-Fi speed and range due to factors such as
humidity, temperature, and electromagnetic interference.

1.2.2 Encryption standards

In terms of Wi-Fi encryption standards are protocols used to transmit data wirelessly with protection against
unauthorized access. It is important to use the advanced encryption protocol other than a weak encryption protocol
for improved security. The protocols are:

WEP - WEP is short for Wired Equivalent Privacy. WEP used to be the original encryption protocol for Wi-Fi
introduced in 1997. WEP uses a stream cipher called RC4 with 64-bit or 128-bit key lengths. Later it was stopped
in mid-2000s as it is highly insecure, has a lot of security vulnerabilities. It was no longer recommended to use as
there are more secure alternatives available.

WPA - WPA is short for Wi-Fi Protected Access. WPA uses TKIP(Temporal Key Integrity Protocol) or AES
(Advanced Encryption Standard) for data encryption. But TKIP has many known vulnerabilities. It is weak and
vulnerable to attacks. So WPA with AES is recommended to use for better security.

WPA2 - WPA?2 is the upgraded version of WPA which is the current standard for Wi-Fi security. It is widely used
for every Wi-Fi networks for better security as default. WPA2 uses AES. It also supports TKIP for backward
compatibility. However, in WPA2 vulnerabilities like the KRACK attack have been discovered leading to use
WPA3 for improved security.

WPA3 - WPA3 is more advanced form of WPA2. It uses a special handshake called SAE protocol. It stands for
Simultaneous Authentication of Equals. It is individual data encryption giving unique keys so if one device is
compromised it prevents from jeopardizing the security of other devices. It uses AES-CCMP for encryption as it
is resistant to brute force attacks like offline dictionary attacks. It is an option for backward compatibility for older
devices.

1.2.3 4-way handshake in AES

For AES to operate securely in Wi-Fi networks the 4-way handshake is implemented. It determines the
authenticity. It can be seen in WPA2 and WPA3. The process is of five steps between the Client-(A) and Access
Point-(B). They are:

Key Generation - In the key generation phase the (A) and (B) both generate a random nonce and possess a pre-
shared key(PSK).

Four Way Handshake - The 4-way handshake phase involves the following steps:
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i) (A) requests for connection with (B).
ii) (B) responds with the network information and a nonce to (A).

iii) (A) acknowledges the response of (B) and generates a nonce and computes the Pairwise Transient Key (PTK)
using PSK, both nonces and network information. (A) sends nonce and computed PTK to (B)

iv) (B) acknowledges the confirmation of A and now both have necessary information to generate encryption keys.

Deriving Encryption Keys - (A) and (B) use the PSK and nonce to generate the encryption keys. They derive the
Pairwise Master Key (PMK) along with the other keys such as PTK and Group Transient Key (GTK) from the
PSK and nonces. PTK is unique for each client and GTK is shared among all clients on the network.

Data Encryption - Now the data encryption begins with established PTK and GTK. The data exchanged between
(A) and (B) is encrypted with AES algorithm. The PTK is used for encryption and decryption of data for secured
transmission.

Data Transmission - After the data is encrypted, they are transmitted between (A) and (B). It is now more secure
to transmit the encrypted data using the derived keys.

1.2.4 Krack

KRACK is short for Key Reinstallation Attacks. It consists a set of vulnerabilities that target WPA and WPA2. It
takes advantage in the weakness of 4-way handshake. The process starts from Device-(A) and Router (B). (A)
requests for connection with (B) and it goes through 4-way handshake. The encryption keys are exchanged
between (A) and (B). The attacker manipulates the keys in WPA/WPA2 using KRACK attack by reinstalling an
already-in-use encryption keys. This causes reuse of encryption keys compromising the security of Wi-Fi. This
happens at the 3" step of 4-way handshake process i.e., deriving process of encryption keys. Now with knowledge
of encryption key the attacker can decrypt the data transmitted between the users.

1.2.5 Weak passwords

A weak password can expose networks to vulnerabilities and attacks. The password should not be created that is
too easy to guess like names, birthdates, addresses, or other details about the user and even the repetitive patterns
or sequence of characters like 1234, pass@123 etc. It is important to have a strong password. It is vulnerable to
attacks such as brute force attack, dictionary attack and WPS exploitation. WPS (Wi-Fi Protected Setup)
exploitation is a feature designed to simplify the process of connecting devices to Wi-Fi networks. However, WPS
has been found to have security vulnerabilities that can be exploited by attackers to gain unauthorized access to
Wi-Finetworks. The common attacks of WPS exploitation are PIN based Attack, Reaver Attack, Pixie Dust Attack
and Offline Attack. It is better to disable WPS on the router if it’s not needed.

1.2.6 Attacking layers

To address the attack surfaces on IoT devices one should check the hardware and software and how it works. In
IoT (Internet of Things) architectures, the most commonly used layered model is typically a three-layered
architecture. These layers are perception, network and application. An approach is given for these :

Perception Layer - This is the first and lowest layer of the three layered IoT architecture. It is where the input is
collected by sensing the input through various sensors and devices. This contains the collection of data from
physical world. From sensors like cameras, temperature sensors, humidity sensors and other types of sensors are
used for collecting the data. The collected data at this layer is uncompressed and raw format.

Network Layer - This is the second layer of the three layered IoT architecture. It is essential for communication
& transfer of data between devices in the IoT world. It manages the connection between the perception layer(data
collected) and the application layer(collected data utilized). It use protocols for communication like
MQTT(Message Queuing Telemetry Transport), CoAP(Constrained Application Protocol) and HTTP(Hypertext
Transfer Protocol).
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Application Layer - This is the last and top most layer of three layered IoT architecture. The collected information
from the perception layer is processed and used in this layer. It is used for making decisions, insights on various
applications. It involves data analysis, interpretation and presentation in the IoT devices for user friendly
experience in the IoT device or system. Few examples in this layer are smart home systems, industrial automation,
health care and etc.

1.3 PENETRATION TESTING

Penetration testing is used for identifying vulnerabilities. Penetration testing is also called as Pen Test. The Pen
Test is done using certain tools for checking if the IoT device is penetrable. Few tools can used as a vulnerability
scanner to identify vulnerabilities in system, network, and applications. For example, Outdated software, missing
patches, Weak encryption, Weak password, SQL Injection, Cross Site scripting (XSS), Open ports etc. Few
examples for Pen Testing tool are Nmap, Metasploit, Wireshark and wifite. The wifite is used for checking the
Wi-Fi’s security. It uses reaver, PMKID, deauthenticate, and dictionary attack to crack the Wi-Fi password. The
reaver uses the WPS and exploits the Wi-Fi network.

Penetration testing is used by ethical hackers and should be conducted by skilled professionals. There are nine
phases followed in Penetration Testing in Figure 1. Penetration testing can be done on any device but with the
permission of the device’s owner. It is illegal to conduct Pen Test on a device without permission. In terms of
information gathering Shodan is a search engine for [oT devices. It can help identify devices that are open or
hacked that are connected to the internet and collect information about them. It scans the whole internet and it is
very useful for security professionals so they can know the vulnerabilities.
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Figure 1. Phases of Penetration Testing

1.4 VAP

VAP is short for Vulnerability assessment process that involves scanning, identifying and analysing the
vulnerabilities found in the device. It is a part of the penetration testing where the findings are documented into a
report for documentation purpose in an organization. The vulnerability assessment process is done with help of
testing tools or penetration testing tools as explained in Section . The rrport gives a detailed information on the
vulnerabilities and how they can be mitigated. The vulnerabilities that will be focused in this project are Sensors,
Wi-Fi and Password.

2. BACKGROUND RESEARCH
2.1 GREEN IOT

This paper [1] is a systematic review of energy saving technique in IoT. In terms of IoT Framework the
summarized into four topics. They are Machine to Machine(M2M), Radio Frequency Identification (RFID),
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Microcontroller Units (MCUs), Integrated Circuits (ICs) and Wireless Sensor Network (WSNs). These are
considered for Green 1oT as they are energy efficient in terms of data transmission, hardware, multicore platform
processors, routing and WSN architecture. In M2M the energy efficient in data transmission the approaches are
data compression, cooperation between devices, ML algorithms, power control and energy efficient protocols. For
WSN the approach is Eco sustainable WSN. For energy efficient routing and WSN Architecture the approaches
are cluster architecture, multipath routing and relay mode placement. For RFID the approaches are either battery
for long term and steady power or capacitor for short term but high power. For Microcontroller Units and
Integrated Circuits, the approaches is the run time. The data processing which it reads , analyses and transmits
only in run time and hibernate when not in use.

2.2 SECURITY AND CYBERSECURITY IN IOT DEVICES

In paper [2] they gave the general introduction of cybersecurity in IoT in the field of healthcare and how it impacts
the cybersecurity aspects of the sensitive information of patients in a health organization where in the paper [3]
they explained the importance of loT security in every IoT as it covers overall security of the loT device. A review
[4] from online discussions were taken from a social media application called Twitter where a group of non-expert
users discussed their knowledge on Cybersecurity. The paper [5] discusses the importance of cyber security,
various tools used in cyber security, their applications, and potential areas for future research in the field. By
conducting a systematic literature review [6] , the authors aimed to provide a comprehensive overview of the
current state of [oT cybersecurity, highlight gaps in existing research, and propose recommendations for future
research directions. This type of study can help researchers, practitioners, and policymakers gain insights into the
key issues surrounding IoT cybersecurity and develop effective strategies to address them.

2.3 THREATS, ATTACKS AND VULNERABILITIES

In papers [7][8] they explained the impact of DDoS and E-DDoS attack impact on Smart City loT and the devices,
system and network used in smart city along with threats and solutions using technologies. The devices used are
sensors, PLC, Smart meter, street lights and CCTV. System used are Server, database, management system and
HMI (Human Machine Interface). And in network they used Wi-Fi, LoRa, Zigbee and TCP\IP. The threats for
devices were masquerade, unauthorized access , malicious code and software. In System the threats are staff’s
mistakes, unauthorized access and alteration or destruction of important information. At last in Network the threats
were wiretapping, Man in the Middle attack and Traffic analysis. The solutions using technologies were
Blockchain technology, data driven approach, HSCCA method, probability-based model and ICADS. In this
paper[9] they did a systematic review on the known attacks such as Vladimir Levins attack, Melissa Virus,
ILOVEYOU Worm3, MyDoom worm4, Covidlock Ransomware, Kaseya Ransomware Attack etc. and how they
were originated i.e. from which vulnerabilities they used these attacks. In the paper [10] they gave an intelligent
approach by combining the algorithms ML, DT, RF, ET, NB and SVM with PCA whereas in paper [11] they used
DT along with the DNN for threat detection in IoT. In the papers [ 12][13]they summarized the vulnerabilities and
their countermeasures. At last, the paper [14] shows the vulnerability of IoT cloud-based security camera in IoT
infrastructure.

2.4 WI-FI AND WLAN NETWORKS

In the paper [15] they explained the applications of WSN in IoT and how they impact the IoT framework and
Industry 4.0. In the paper [7] they showed an experiment of impact of DDoS and E-DDoS attack on Wi-Fi of IoT
device. In the paper [16] they explained the Wi-Fi calling services and their vulnerabilities, attacks and solutions.
The vulnerabilities are 3GPP WLAN, IPSec where 3GPP WLAN doesn’t prevent the device from connecting to
insecure networks. The IPSec is vulnerable to side channel attacks. They gave a solution by introducing Wi-Fi
Calling Guardian. In the book [17] in module 13 they the need of network protection system for reducing the
network attacks using firewalls and Intrusion detection and prevention systems. In this paper [18] they did a
systematic review on Wi-Fi security through wardriving technique with the data of WLAN security networks. The
collected networks were of 21,345. In that 23 networks use WEP encryption, 18 networks use WPA-TKIP, 5359
networks are unencrypted, 9139 networks use WPA2 and 13 networks use WPA3. Some used legitimate SSID and
some use masked SSID. 73.11% of the networks used 2.4 GHz in 1, 6 and 11 channels whereas 27.89% of them
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used 5.0GHz in 36, 52, 161 and 120 channels. This research [19] aims to improve the security posture of WiFi
networks by introducing a new approach to creating hidden networks that are less vulnerable to unauthorized
access and potential attacks. The review [20] covers various aspects related to security and privacy in IoT,
including data breaches, unauthorized access, malware attacks, and privacy violations. The authors also discuss
the challenges faced in securing IoT devices due to their limited processing power and storage capacity.

2.5 PENETRATION TESTING AND VULNERABILITY ASSESSMENT

The literature review on Vulnerability Assessment and Penetration Testing (VAPT) talks about how we keep
computer systems safe from hackers. It looks at different papers [21-45] that explore this topic in detail. These
papers start by explaining why VAPT is really important for keeping our information safe. They then talk about
all the different ways we can find and fix problems in computer systems. This includes using both automated tools
and manual testing to make sure we don't miss any vulnerabilities. They also focus on techniques like scanning
networks, checking for weaknesses, and trying to break into systems to see if they're secure. They spend a lot of
time looking at popular tools like Nessus and Nmap to see how well they work. They even share stories of times
when people found problems in systems and what they did about it. But, even though VAPT is super helpful, there
are still some challenges, like when the system says there's a problem when there isn't one, or when it takes a lot
of time and resources. They discussed the frameworks like OWASP, NIST and OSSTMM analyzing these
approaches to vulnerability assessment and penetration testing as an approach to the vulnerabilities. Comparisons
are highlighted between strengths and weakness in devices. However, the papers also give some good tips on how
to deal with these challenges. They also talk about what might happen in the future, like using fancy technology
like Al to find problems even better and making sure we're always checking for issues, not just once in a while.
Overall, these papers show that VAPT is a big deal for keeping our digital world safe and strong.

3. Model Environment

As shown in Figure 2 the sensors are connected properly to the ESP32-CAM board. It is Wi-Fi enabled with CAM.
This hardware is used for the general home security model. At first the

3. Model Environment

3.1 HARDWARE

MQ6 Gos Sensor

Power Supply
SVVCC

{VC( Connection
[33v
Smoke< HV1<
LV1<1015

Fire<HV2 <LV2 <
11014

PIR Sensor AM312 Resistor< 1012

PIR Sensor < 1013

Figure 2. Home Security Model Architecture
Flame Sensor (3.3V VCC) - This sensor operates at 3.3V. It typically has four pins - VCC (power supply), GND
(ground), DO (digital output), and A0 (analog output). VCC should be connected to a 3.3V power source and GND
to ground. The digital or analog outputs can be used to interface with a microcontroller or other logic circuitry.

MQ6 - The connections of the MQ6 gas sensor typically include VCC, GND, an analog output, and possibly a
digital output. VCC connects to a 5V power source, GND to ground, and the analog output can be connected to
an analog input pin on a microcontroller for gas level monitoring.
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PIR Sensor - PIR sensors typically have three pins - VCC, GND, and a digital output. VCC connects to a power
source, GND to ground, and the digital output connects to a digital input pin of a microcontroller for motion
detection.

Smoke Sensor (HV1 & LV1) and Fire Sensor (HV2 & LV2) - These sensors likely have similar power and output
connections as the MQ6. HV1, LV1, HV2, and LV2 probably refer to high voltage and low voltage connections.

Level Shifter TTL 5V to 3.3V - This device is used to convert signal levels from 5V to 3.3V or vice versa, enabling
compatibility between devices with different voltage requirements.

ESP32-CAM - The ESP32-CAM will typically need connections for power (3.3V or 5V and GND), and it may
also require connections for camera control, flash, and communication (e.g., UART, I12C, or SPI).

MB102 Power Supply Breakout Board - This board has connections for input power (DC in) and outputs for both
3.3V and 5V power. It also has ground (GND) connections. This board can be used to power the various
components of the security system. These are general guidelines for connecting the mentioned components.
However, specific connections could vary based on the exact specifications of the components, and it's always
important to consult the datasheets or manuals for each component for precise wiring instructions.

3.2 SOFTWARE
3.2.1 Arduino

The ESP32-CAM is programmed used the Arduino IDE so the Arduino IDE is installed. In order to start the
process with ESP32-CAM the necessary libraries should be installed for involving the telegram bot. The library
needed are Universal Telegram Bot library and ArduinoJson Library. The library are installed from the Sketch >
Include library > Manage Libraries and find the library name. Universal Telegram Bot Library is communicating
with the bot using the users chatID. After installing the libraries the code is compiled and executed as shown in
the Figure 3.

© cam1 | Arduino 18,19 (Windows Store 1.8.57.0)
File Edit Sketch Tools Help

camera_ndexh | camera_pins

Figure 3. HSM Code Executed
As shown in Figure 4 the output of Vulnerability assessment is shown with the details about the model and
vulnerabilities along with the solutions is shown in the console of Arduino IDE.
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Figure 4. HSM Output in Console of Arduino IDE
3.2.2 Wifite2 and Monitor Mode

There is no need to install Wifite on Kali Linux using the command line as when downloading Kali Linux for
Oracle VM Virtual box it gives preinstalled Wifite in it.

Step 1: Open a terminal in Kali Linux.
Step 2: Update the package repository by running the following command:
$ sudo apt update
Step 3: Now run Wifite by typing the following command:
$ sudo wifite
Step 4: Sometimes the Wifite doesn’t work properly or doesn’t start properly then use this command:
$ sudo wifite --kill
Step 5: An error appears asks for the missing files pyrit, hcxdumptool, hextools then use the commands:
$ sudo apt-get install pyrit
$ sudo apt-get install hcxdumptool
$ sudo apt-get install hcxtools
Step 6: Another error saying the networkmanager is not working:
$ sudo service NetworkManager start
Step 7: Once the installation is complete, you can run Wifite by typing the following command:
$ sudo wifite
This command will start Wifite, and you can use its various options and features for Wi-Fi penetration testing.

Now you have successfully installed Wifite on Kali Linux using the command line. You can utilize Wifite's
capabilities to automate Wi-Fi penetration testing tasks and assess the security of wireless networks.

3.2.3 Enabling Monitor Mode for Adapter

Some adapters use commands to enable monitor mode to use the Wi-Fi connection. Some adapters have monitor
enabled in them. For example, in TP-LINK Wi-Fi adapter Version 1 it has inbuilt monitor mode whereas in Version
2 & 3 we need to manually enter commands to enable the monitor mode using the commands:

For Version 1 -

Step 1: Open a terminal in Kali Linux.
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Step 2: Identify the name of your wireless adapter by running the following command:
$ iwconfig

Step 3: Look for the wireless interface name (e.g., wlan0 or wlanl).

Step 4: Disable the interface by running the following command (replace "wlan0" with your interface name):
$ sudo ifconfig wlan0 down

Step 5: Enable monitor mode on the wireless adapter using the following command:
$ sudo iwconfig wlan0 mode monitor
Replace "wlan0" with your wireless interface name.

Step 6: Bring the interface back up by running the following command:
$ sudo ifconfig wlan0 up
Again, replace "wlan0" with your interface name.

Step 7: Verify that monitor mode is enabled by running the following command:
$ iwconfig
Look for the "Mode: Monitor" entry next to your wireless interface.

For Version 2 & 3:

Step 1: Open browser and type download compat-wireless kali linux

Step 2: Now select the link

https://mirror2.openurt.org>sources

Step 3: Download the compat-wireless-2010-06-28.tar.bz2

Step 4: Extract in the downloads folder itself.

Step 5: Open terminal in download folder.

Step 6: Enter the following command to enter into root terminal:

$ sudo su

Step 7: It asks for password and enter the password for root terminal.

Step 8: Enter the following command:

#1s

Step 9: Enter the following command:

# cd compat-wireless-2010-06-28

Step 10: Enter the following command:

#l1s

Step 11: Enter the following command:

# make unload

Step 12: Enter the following command:

# make load

Step 13: Open terminal in downloads folder and enter the following command to check wlan:
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# iwconfig

Step 14: Enter the following command to check the wlan:

# ifconfig

By following these steps, you should be able to enable monitor mode for your wireless adapter in Kali Linux.
Please note that not all wireless adapters support monitor mode, so it's essential to check the compatibility of your
adapter before attempting to enable it. It can be seen in Figure 5.

S

S B OE-

File Actions Edit Vi Help.

3.2.4 Telegram

Figure 5. Wifite Running on Kali Linux

For setting up the telegram bot first the application is installed on smartphone. Next get the ChatID from Botfather
or IDBot as shown in Figure 6. In order to get the report from ESP32-CAM to telegram chat, the chatID is
important. It is similar to API codes. Next create a bot for the home security model using Masterbot called
BotFather. The created new bot generates a bot token for interaction purpose. This bot token is inserted into the

code of ESP32-CAM.

10:59 (2D & -

m IDBot

What can this bot do?

Hi!

I'm your loyal Telegram ID Assistant,
and can supply you with your
Telegram user/group/channel ID.

Use /getid command to get your
Telegram ID

Or alternatively, use /getgroupid to get
the the ID of a group.

You can also forward a message me,
and if the privacy settings of the
sender allow it, | will recover the ID of
the sender for you.

March 27

Istart 1050 Am -

Satya
Istart
I'm eager to help you! Please send a valid
command.

/getid j0.59 am -

Satya
Igetid
Your own ID is: 945979646

Figure 6. IDBot
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4. Methodology

Building a Home Security Model using various gadgets: an ESP32-CAM for capturing images, a PIR Motion
Sensor to detect movement and Smoke and Flame Sensors to identify potential fire hazards. a tool called Wifite
on a virtual computer created with Oracle VM VirtualBox. This tool helps us test the wireless security of the
devices in our Home Security Model. A Vulnerability Assessment Process is made, which is like a safety check to
see if there are any weak points in our security setup. Think of it as checking all the doors and windows in your
house to make sure they are locked and secure. This process helps us find and fix any potential problems, making
our Home Security Model stronger and more reliable.

4.1 ARCHITECTURE DIAGRAM

‘ Pen testing in IoT VAP code is Implementing the
" code in IoT
Device created "
Device
; y
H T

v
‘ Acquires info

v
Along with the
HMS and
Telegram code

about the WiFi
Configurations

Requests for report l

Generate report Telegram bot VAP runs
in telegram using starts running in automatically
Jstart or /report the code when ON

Figure 7. Project Architecture

As shown in the Figure 7 first the user conducts the penetration testing on the IoT device to check if its penetrable
or not. After the pen-test the VAP code along with the HMS and telegram code is implemented. The code is now
compiled and executed. The VAP runs simultaneously to the HMS and Telegram code. So when the HMS model
is connected to the laptop or any power supply it will automatically sends the vulnerability report to the bot and
the user receives it.

4.2 OUTPUT
4.2.1 Penetration test

Before running the Wifite command first the root terminal should be opened like in the Figure 8. For opening the
root terminal, the user needs to enter password. To check the wlan0 is present or not the following command
should be used

$ iwconfig
Semkya-

File Actions Edit View Help

Figure 8. WLANO Verification
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BemPoOE-| 23

root@kali: ~

File Actions Edit View Help

Figure 9. Pen Testing

At every scanning process the network manager should be started. To start the networkmanager this command is
used:

$ sudo service NetworkManager start
$ sudo Wifite

Then the Wifite is started and it starts running and scans for network connections. It is shown in Fig . To check
for more network connections, I even included my own device’s “Satya’s OnePlus” hotspot connection. It can be
seen in Figure 9.

Figure 10. Capturing PMKID

For legal reasons I selected my own device “Satya’s OnePlus”. It’s illegal to crack or do penetration testing on
other network connections. Permission is needed to select other network connections. It starts the attack against
my device for a time limit of 5 minutes. It failed to capture PMKID as my personal hotspot password is strong. It
can be seen in the Figure 10 . It starts the WPA handshake capture to deauthenticate or crack the clients connected
to the network connection. After trying the capture for 5 minutes it couldn’t crack the client device as the client’s
device has strong security measures but the WPA handshake capture deauthenticates the client device from the
network connection. The Wifite cracks only the recently connected clients of the network connection.
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smPoOE-

root@ial -

Actions Edit View Help

Figure 11. Pen-Testing Result

After failing the PMKID capture and WPA Handshake Capture it disconnects the client connected to the home
network and finishes the attacking as shown in the Figure 11.

4.2.2 VAP and reporting

4:54 © CORRY o fs antl ot @) 78%

<« ” Vulnerability Assessment for H:

Vulnerability Assessment Report
Title and Overview:

Home Security Model Vulnerability
Assessment

This report summarizes the vulnerabilities
found in the home security model.

Risk Score: 230/900
Severity Level:

Motion Sensor: Low
Fire Sensor: Low
Gas Sensor: Low

Affected Systems/Components:
Motion Sensor: Not Detected
Fire Sensor: Not Detected

Gas Sensor: Not Detected

Executive Summary:

The assessment identified potential
vulnerabilities in the home security model.
Immediate action is recommended to

mitigate these risks.

Introduction:

The home security model consists of motion,
fire, and gas sensors connected to an ESP32
module. Vulnerability assessment is crucial
to ensure the security of the system.

Figure 12 (A) Vulnerability Report in Telegram without Sensor in HSM
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Figure 12 (B) Vulnerability Report in Telegram without Sensor in HSM

Figure 13 (A) Vulnerability Report in Telegram with Sensor in HSM

455 © COmBY e wil w1 ) 78%

< @D Vulnerability Assessment for H:

LW E1HIDUIE U1E SELULILY VI UIE SySLetil.
Security Threats and Risks:

Unauthorized access to the system could
result in data breaches, privacy violations,
and disruption of critical services,
highlighting the need for robust security
measures.

Findings:

cal vulnerabilities have been identified
in sensor systems, potentially compromising
the system's functionality and reliability.

Recommendations:

Implement robust security measures,
including multi-factor authentication and
regular security audits, to mitigate potential
risks and enhance system security.

Addressing the identified vulnerabilities is
imperative to safeguard the system and its
occupants from potential security threats
and breaches.

455 © & COW 2T ol sl 1 W) 78%

< ” Vulnerability Assessment for H

Vulnerability Assessment Report
Title and Overview:

Home Security Model Vulnerability
Assessment

This report summarizes the vulnerabilities
found in the home security model.

Risk Score: 176/900

Severity Level:

Motion Sensor: Low

Fire Sensor: Low

Gas Sensor: Low

Affected Systems/Components:
Motion Sensor: Detected

Fire Sensor: Detected

Gas Sensor: Detected

Executive Summary:

The assessment identified potential
vulnerabilities in the home security model.
Immediate action is recommended to
mitigate these risks.

Introduction:

The home security model consists of motion,
fire, and gas sensors connected to an ESP32
module. Vulnerability assessment is crucial
to ensure the security of the system.

Can Thvmntn amd Nlalia.
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e m Vulnerability Assessment for H

vulnerabilities in the home security model.
Immediate action is recommended to
mitigate these risks.

Introduction:

The home security model consists of motion,
fire, and gas sensors connected to an ESP32
module. Vulnerability assessment is crucial
to ensure the security of the system.

Security Threats and Risks:

While the system exhibits minor
vulnerabilities, proactive security measures
are necessary to prevent potential
exploitation by malicious actors.

Findings:

Minor security flaws have been detected,
highlighting the need for proactive measures
to enhance system security.

Recommendations:

Adopt preventive measures to address minor
security flaws and enhance overall system
security posture.

Conclusion:

By addressing minor security flaws, the
system can enhance its overall security
posture and reduce exposure to cyber
threats.

Figure 13 (B) Vulnerability Report in Telegram wi (B) or in HSM

The Figure 12 (A) and (B) shows the vulnerability assessment report ge..-....... when the home security model
runs but without sensors whereas Figure 13 (A) and (B) shows the vulnerability assessment report generated when
the home security model runs with sensors. The risk score is generated based on the vulnerabilities found. The
report gives the general introduction, severity level, affected system or components, summary of the report, finds,
suggestions and conclusion. It also shows the security risks and threats. The report is generated and sent to
telegram bot which has been created using telegram inbuilt feature ‘botfather’.

5. Results And Discussion

The project is done within the controlled environment. There are some important factors to be noted when the
project is implemented.

5.1 NETWORK INTERFACE AND RANGE

The adapter used has typically a range of 100 meters ( approximately 328 feet ) in open spaces but may vary when
any obstacles are there such as walls, floors and other structures that interfere or block the Wi-Fi signals reducing
the quality of network.

5.2 TIME TAKEN TO CRACK NETWORK PASSWORD

In the latest version of wifite it uses pixie dust attack, brute force attack and attempts for cracking the handshake.
The time taken to crack the password using the wifite is five minutes and it keeps trying every attack for five
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minutes leading to taking even more time. Each step is done for five minutes. Wifite attempts each step till it is
successful before moving on to the next step. Depending on the complexity of the password in the five minutes it
will keep trying to crack the password. The five minutes is fixed in the wifite’s protocol and it cannot be altered.

5.3 COMPARISON TO RELATED WORK

The inclusion of inbuilt Vulnerability Assessment Process within this project is what differentiates from the
existing systems that use external VAP. Unlike traditional systems which uses separate tools or services for
scanning the vulnerabilities, the inbuilt Vulnerability Assessment Process is an advancement that runs
simultaneously with original code of the model and give solution in the form of report through telegram bot. This
inbuilt Vulnerability Assessment Process enables the users of home security model for continuous monitoring and
detection of vulnerabilities.

6. CONCLUSION

In this project, the development of a home security model and subsequent penetration testing using Wifite provided
invaluable insights into the vulnerabilities and strengths of our system. Building the home security model involved
meticulous planning and implementation of various defence mechanisms. Our goal was to create a robust system
capable of safeguarding residential spaces against potential threats. Leveraging advanced technologies and
comprehensive strategies, we aimed to establish a proactive approach to home security. The penetration testing
phase using Wifite allowed us to simulate real-world attack scenarios, revealing vulnerabilities that could
compromise our system's security. Thus created a vulnerability assessment process for [oT device to detect
vulnerabilities such as sensors, Wi-Fi and passwords. If the process shows no vulnerabilities, it means it is secured
else it can identify, analyse, and do risk assessment. The remedies for mitigating vulnerabilities can be given as a
detailed report for future enhancement for the users. Looking ahead, continual monitoring and staying updated on
emerging security threats will remain crucial. These steps will bolster our efforts to create a more secure
environment for homes. While this project marks a significant milestone in enhancing home security, it's essential
to acknowledge that ensuring comprehensive protection is an ongoing endeavour. Our dedication to continuous
improvement will drive us to adapt and evolve our security model to effectively combat future challenges.
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