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Abstract

Due to the development of technology and its increased usage it is necessary to protect the data from various
Cyber Attacks. Cyber Security plays a vital role to enhance the efficiency of technology by providing security by
protecting the data from the attackers. The focus of this research is on the various issues of cyber security because
of new technologies. It also looks at the newest ways to protect against cyber-attacks and the changes happening
in cyber security. These attacks can cause serious harm to businesses and their customers. The majority of
businesses have adopted digital technology in response to the COVID-19 pandemic. By relying on digital systems,
a company can easily be a predator for cyber-criminals.
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I.Introduction

The way things are turned into digital files has made it possible to store all kinds of information, including private
data. Security is about keeping digital information safe from being stolen or damaged [1]. It's important to make
sure the information is kept private and can still be accessed when needed. But as technology advances,
cybercrimes are also increasing, becoming more numerous and harder to understand. Many factors contribute to
the surge in cyber-crime, including the use of inferior software, obsolete security tools, and flaws in design and
programming. Many individuals are unaware of how to safeguard themselves against the abundance of hacking
tools readily accessible on the internet. And cyber-criminals can make a lot of money from it. To find weaknesses
in a computer system and then attack it, hackers create stronger tools to use. New types of attacks are happening
that are hard to find. The internet is becoming more important in our daily lives.

As online business process like shopping and banking, a lot of data is being collected. This has led to the creation
of better ways to keep our information safe. Cybercrime keeps changing, which makes it hard to deal with and
avoid new threats. Securing the internet is really hard because there are lots of tricky threats out there [2]. It is
essential that we comprehend various techniques and popular subjects in information security in order to keep our
systems safe. The use of innovative techniques can lead to an increase in cyber-attacks on the internet.
Cybercriminals often update their malware.
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Figure 1: Different Types of Security

To use new technical flaws. In certain instances, they seek out novel technological capabilities in order to pinpoint
vulnerabilities in malware. With the help of new internet technology and a large online population, cyber criminals
can easily target and impact numerous individuals [3]. Protecting computer systems has become increasingly
difficult for organizations with the advancement of new cyber techniques and the frequency of attacks. They also
need to find new ways to gather information. It is important for us to make an effort to decrease cybercrime in
order to ensure a safe and secure online future. The future is dedicated to researching reliable internet and effective
systems. In the future, it is increasingly crucial to develop methods for monitoring individuals' identities and
advertisement factors [4]. This study centres on personal data as the main focus in various forms of cybersecurity
issues. Businesses around the world are spending a lot of money to address cybersecurity issues, which are
increasing every year. However, overcoming this challenge can seem complicated as attackers continuously look
for new vulnerabilities in people, organizations and technology.

Il.Literature Review

Yuchong Li et.al illustrate about many private companies and government institutions worldwide are currently
grappling with the challenge of cyber attacks and the potential dangers of wireless communication technology [5].
Today's world depends heavily on electronic technology and protecting this data from cyber attacks is a challenge.
The goal of cyber attacks is to cause financial harm to businesses. In other cases, cyberattacks may have military
or political goals. Some of the harm includes PC viruses, data breaches, Data Distribution Services (DDS), and
other methods of attack. To achieve this goal, different organizations use various solutions to prevent damage
caused by cyber attacks. Cybersecurity tracks real-time information about the latest computer data. Till date, many
different methods have been proposed by researchers around the world to prevent cyber attacks or minimize the
damage they cause. Some methods are in the operational phase and others are in the research phase.

Vidya L. Badadare et.al describe about requirements of cyber security and their digital era [6]. The purpose of
this study is to comprehensively review the standard advances presented in the field of cybersecurity and study
the challenges, weaknesses and strengths of the proposed approaches. Different types of new top-down attacks
will be discussed in detail. Standard security frameworks are discussed along with the history and methods of first
generation cybersecurity. Additionally, emerging trends and recent developments in cybersecurity as well as
security threats and challenges are presented. The comprehensive review study presented to IT and cybersecurity
researchers is expected to be useful. Smartphones have expanded the playing field for hackers to infiltrate and
disrupt the digital realm. In the field of social networks, people are allowed to share thoughts, feelings, and life
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status without any restrictions, which leads to a situation of handshake for hackers. If cybersecurity policies are
properly implemented, they will neutralize cyber threats.

Mohit Jain et.al discuss about paper examines research on cybersecurity, which includes different types of
cybersecurity [7]. The aim of this research is to comprehend the vulnerabilities, dangers, and deficiencies of
electronic systems, encompassing both physical and virtual components, as well as internal networks. Cybercrime
can happen anywhere and at any time, and the effects can be very serious. It is not limited to just one area. Cyber
Security encompasses a blend of innovative technologies, protocols, and strategies. Cyber security aims to keep
applications, networks, computers, and important information safe from attacks. In computing, security includes
keeping the network safe and protecting physical resources. The hacker steals or damages computer programs or
information just to cause trouble or confuse the people they trick. Currently, people think digital protection is
important for any technology to work well.

Esra Altulaihan et.al illustrate about the cyber security threats and their future directions. The aim of this research
is to comprehend the vulnerabilities, dangers, and deficiencies of electronic systems, encompassing both physical
and virtual components, as well as internal networks. Cybercrime can happen anywhere and at any time, and the
effects can be very serious were it is not limited to one area. Cyber Security encompasses a blend of innovative
technologies, protocols, and strategies. Cyber security aims to keep applications, networks, computers, and
important information safe from attacks. In computing, security includes keeping the network safe and protecting
physical resources. In the current situation, the organization's activities are not safe, so some security goals have
been developed to stop harmful actions. The article talks about dangers and ways to stop them, and a look at what
threats may come in the future in online security.

Xiang Liu et.al illustrate about cyber security challenges faced in e-commerce sector. The technology has really
helped businesses to do things in a better way. It changed the old ways of doing business and made them better.
New technologies change the way products and services are made and how much they cost for businesses.
Business is when people trade things with each other. Their business involves selling products or services for a
monetary exchange. E-commerce or e-business refers to the use of electronic technology for conducting business
activities. In online shopping, everything is done using the internet. Three important things in e-commerce are
online shopping, selling things on the internet and bidding in online auctions. Researchers from different fields
are working to make it even more useful and profitable. However, these changes have also caused some problems
for the industry. One big problem for e-commerce is keeping it safe from hackers and other online threats.

111.Methodology

The research methodology used for managing cyber security risk by 10T Security system. The existing system
and proposed system were discussed to manage challenges faced with preventive measures.

Existing Methods

The Internet of Things (10T) technology has given us many new opportunities, but it has also made our connected
systems more at risk for attacks that could cause problems with keeping information private, making sure it's
accurate, and making sure the systems are working when they should. Creating a safe environment for 10T devices
is a big challenge. It needs a methodical approach to find and fix security problems. Thinking about cybersecurity
research is very important [8]. It helps us figure out how to make things safe from online threats. This helps us
deal with new risks that come up. To make 10T safe, experts need to create strict security rules. These rules will
be the basis for making devices, chips, and networks safe. Creating these specifications needs people from
different areas, like cybersecurity experts, network planners, system designers, and domain experts to work
together. The biggest problem in IoT security is making sure the system can protect against both attacks that it
already know about and ones it don't know about yet. So far, the loT research community has found some
important security problems with the way loT systems are built. These worries include problems with staying
connected, communicating, and managing systems. This research paper gives a clear and complete review of the
current issues and security ideas connected to the Internet of Things. It study common security problems with the
way loT devices are set up, like how they connect, communicate, and are managed. It start the basis of 10T security
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by looking at the latest ways that people are attacking it, the dangers, and the newest ways to keep it safe. Also, it
create security targets to measure if a solution meets the needs of specific 10T uses.

Proposed Methodology

This study wants to find out how safe data is when it's sent online. This research used a method called descriptive
qualitative approach, which means it looked at existing literature. This study shows that it's safe to use the internet
and can help avoid dangerous things [9]. This study will warn people to be careful when using the internet. Stealing
someone's identity can lead to data theft, and it is a very serious problem. As a result of data theft, people are
being made to create a new password. The harder it is to prove something's identity, the more valuable it is and
the more likely it is to be stolen. It will also take time to create the documents again.

It need to make sure that our important computer systems are safe from hackers and other threats. This is really
important for the safety and economy of every country. Keeping internet users safe has become very important
when creating new technologies and government rules. Because only using technology cannot stop crime, it's
important for the police to investigate and prosecute cybercrime. Many countries and governments are
implementing stringent regulations on cyber security in order to avoid data breaches.

Effective measures play a crucial role in safeguarding public services as businesses and organizations undergo
digital transformation. According to changes it need to be considered as they are a top priority for countries and
companies undergoing digital transformation. The summary emphasizes the value of implementing
uncomplicated programs and approaches to build reliable cybersecurity governance, without the risk of hacking
or data tampering, as part of digital transformation [10]. According to the study, even as companies adopt more
technology across all industries, including banking, they increase flexibility and sales opportunities, while
reducing costs incurred internally. The retraining time for employees, who may not be familiar with or lack the
necessary skills at this time due to the rapid changes taking place globally.
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Figure 2: Methodology diagram for cyber security system [11]

The employees need to be more involved in these projects if it want them to have an impact on the company's
performance level. Therefore, activities should not only focus on supporting business resilience to the risks
associated with cyber security threats but also improve the level of staff needed for the task is more complex as
businesses automate processes through the adoption of technology. Opportunity to simultaneously reduce costs
incurred internally such as employee retraining time. Furthermore, it was emphasized that implementing Secure
Development Plans can help reduce the potential hazards of embracing new technology.
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1V.Results

Effective measures plays a crucial role in safeguarding public services as businesses and organizations undergo
digital transformation [12]. According to changes it need to be considered as they are a top priority for countries
and companies undergoing digital transformation. The summary emphasizes the value of implementing
uncomplicated programs and approaches to build reliable cybersecurity governance, without the risk of hacking
or data tampering, as part of digital transformation.

Physical Laver Threats

y I I I

[

\

0 I I

Nodecapture ~ Eavesdropping  Side-channel attack  Boot attack [iming attacks

Figure 3: Graphical result of System analysis [8]

According to the study, even as companies adopt more technology across all industries, including banking, they
increase flexibility and sales opportunities, while reducing costs incurred internally. Department, such as
retraining time for employees, who may not be familiar with or lack the necessary skills at this time due to the
rapid changes taking place globally, employees need to be more involved in these projects if we want them to
have an impact on the company's performance level [11]. Therefore, activities should not only focus on supporting
business resilience to the risks associated with cyber security threats but also improve the level of staff needed.
As technology keeps getting better and new online dangers keep appearing, there may still be weak points in even
really good security. So, it's really important for companies going through digital transformation to predict future
technology and plan for cyber security to keep improving their ways of doing things. Taking action to improve
security can reduce the chances of problems in the future when using technology.

This means making sure employees have training and programs to recognize and react to cyber threats. Businesses
using new technology like 10T devices [13], 5G networks, or quantum computing need to do careful risk
assessments before using them. This is very important. Organizations that want to be as safe as possible need to
keep checking how well their cybersecurity plans, preparations, deployments, and monitoring are working.

V.Conclusion And Future Work

At the most basic level, organizations have important cybersecurity activities in place, like planning, preparing,
deploying, and watching for security threats. But they don't have an overall plan for cybersecurity. The processes
are not fully developed and people are working on their own to improve security. It doesn’t have any information
on how well these security methods are working. At the ground level it has planned for our system, organizations
should have a clear plan for keeping their computer systems safe. This plan should outline how they get ready for
potential cyber attacks, how they put in place security measures, and how they keep an eye on their systems for
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any threats. In the surveillance phase, it needs to regularly check for weaknesses in our systems by doing
penetration tests or vulnerability scans.
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