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Abstract: With the advent of 5G networks, Device-to-Device (D2D) gained attention for
improving network efficiency and user experience. However, ensuring the security of Device-to-
Device (D2D) communication in 5" Generation networks remains a critical challenge. This work
presents a comprehensive study on enhancing Device-to-Device (D2D) security in 5" Generation
networks by integrating Python, White Shark, Open5GS, and UERANSIM as tools for system
implementation and evaluation. A comparative analysis with 4G networks is conducted to highlight
the advancements and improvements achieved in 5G. The proposed D2D secure communication
framework leverages authentication and key management schemes, secure communication
protocols, and privacy preservation techniques specifically designed for 5G networks. This work
uses the Hybrid method which is a combination of both AES and Huffman coding, performance
evaluation is conducted using Python programming language, White Shark software, Open5GS,
and UERANSIM for simulating and analysing the performance of the proposed research work.
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1. Introduction

In recent years, the demand for seamless and efficient wireless communication has witnessed
unprecedented growth. Traditional cellular networks, such as 3G and 4G, have been successful in
providing reliable connectivity and enabling various services. However, these networks primarily rely
on base stations for communication between devices, resulting in increased latency and network
congestion.

Device-to-device (D2D) communication emerged as a solution to overcome these limitations[1][2].
D2D communication refers to the direct exchange of data between nearby devices without the need for
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routing through a base station. This proximity-based communication paradigm offers several
advantages, including reduced latency, improved network efficiency, and enhanced spectrum
utilization. Device-to-device (D2D) communication has the potential to bring significant transformation
to various domains, including emergency response, multimedia content sharing, and collaborative
applications. For instance, in public safety scenarios, D2D communication allows direct communication
between emergency responders, leading to quicker response times and improved coordination[3]. In
content-sharing applications, users can exchange files or stream multimedia content without consuming
additional network resources. However, implementing D2D communication presents new challenges,
particularly related to security, interference management, and resource allocation. It is crucial to ensure
the security and privacy of D2D communication to prevent unauthorized access, eavesdropping, and
data breaches. Managing interference becomes essential to avoid disruptions to existing cellular users,
and optimizing resource allocation is necessary to strike a balance between D2D and cellular
communication. This research primarily focuses on enhancing the security aspect of D2D
communication within the context of 5G networks. The fifth generation (5G) of cellular networks offers
significant advancements in data rates, capacity, and connectivity, which can be leveraged to further
enhance D2D communication and enable secure and efficient direct communication between devices.

This research aims to develop robust security mechanisms and protocols tailored for D2D
communication in 5G networks. By addressing security challenges and ensuring the privacy and
integrity of D2D communication, the goal is to promote the widespread adoption and seamless
integration of D2D technology in future wireless networks.

1.1.1 Overview of existing D2D communication techniques in 4G and 5G

In 4G networks, D2D communication mainly served proximity-based services, such as peer-to-peer file
sharing and gaming. The two primary D2D communication techniques employed in 4G were as follows:

LTE Direct: This technique enabled direct communication between LTE devices using a dedicated
discovery protocol. Within a range of 500 meters, the devices could discover each other and
communicate directly without relying on a centralized base station[4][5].

Wi-Fi Direct: This technique allowed devices to connect to each other using Wi-Fi technology without
requiring an access point. Wi-Fi Direct enabled direct peer-to-peer communication between devices.

In 5G networks, D2D communication has found applications in new service types like vehicle-to-
vehicle communication, public safety communication, and industrial 10T applications. The two primary
D2D communication techniques employed in 5G are:

Cellular D2D: This technique utilizes the 5G cellular network to facilitate D2D communication. The
devices communicate directly with each other through the cellular connection, while the network still
plays a role in managing communication and ensuring quality of service[6].

Device-to-Device Discovery and Communication (DDC): This technique enables devices to discover

and communicate with each other using a dedicated D2D discovery protocol. DDC allows for direct
peer-to-peer communication between devices without the need for a centralized network.
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1.1.2 Background and Motivation

Wireless communication has become an essential aspect of our daily lives, connecting people and
devices globally. The increasing demand for data-intensive applications and the widespread use of
mobile devices necessitates efficient and reliable wireless networks. While traditional cellular networks
like 4G have made considerable progress in providing reliable connectivity, they still face challenges
related to network capacity, latency, and energy efficiency[7][8].

To address these challenges and improve wireless network performance, Device-to-Device (D2D)
communication has emerged as a promising solution. D2D communication enables nearby devices to
communicate directly with each other, bypassing the need for intermediate base stations. Leveraging
device proximity offers advantages such as reduced latency, enhanced spectral efficiency, and improved
network capacity[9][11].

However, D2D communication also introduces new security challenges. Direct communication
between devices raises concerns about privacy, authentication, and data integrity. Integrating D2D
communication into 5G networks further complicates matters due to the diverse nature of devices,
various applications, and dynamic network conditions[10]. Ensuring the security of D2D
communication in 5G networks becomes crucial to foster its adoption and realizing its full potential.

The motivation behind this research is to address the security challenges associated with D2D
communication in 5G networks. By enhancing the security aspects of D2D communication, the goal is
to enable secure and reliable direct communication between devices while safeguarding user privacy
and protection against potential threats. The research aims to develop robust security mechanisms,
authentication protocols, encryption techniques, and privacy preservation methods specifically tailored
for D2D communication in 5G networks[12][13].

Furthermore, this work plans to leverage various technologies such as Python, White Shark, Open5GS,
and UERANSIM for system implementation and performance evaluation. These tools provide valuable
capabilities for simulating and analyzing the proposed D2D secure communication framework in 5G
networks, enabling a comprehensive assessment of its effectiveness and performance.

The outcomes of this research are expected to benefit researchers, network operators, and policymakers
involved in designing and deploying secure D2D communication systems in 5G networks. By
addressing security concerns, the aim is to promote wider adoption of D2D communication, unlocking
its potential to enhance network efficiency, enable new applications, and improve the overall user
experience.

2. Overview of 4G and 5G networks

Fourth-generation (4G) networks represent the previous generation of cellular networks, designed to
offer high-speed wireless communication and advanced features compared to their predecessors.
Technologies like Long-Term Evolution (LTE) and WiMAX empowered 4G networks to provide
substantial improvements in data rates, capacity, and latency over 3G networks. The key features of 4G
networks encompass:
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High data rates: 4G networks catered to peak data rates for mobile users, enabling smooth streaming of
high-quality videos and swift file downloads[14].

Low latency: 4G networks significantly reduced latency, allowing real-time interactive applications and
services, such as online gaming, video conferencing, and instant data transfer[15][16]

Increased capacity: Through improved spectral efficiency and advanced network technologies, 4G
networks increased overall network capacity, supporting more simultaneous connections and a higher
number of devices within a coverage area.

Advanced multimedia services: 4G networks facilitated the delivery of high-quality multimedia content,
including HD video streaming, video conferencing, and multimedia messaging services[18].

Enhanced mobility: 4G networks introduced seamless handover and mobility management capabilities.
On the other hand, 5G networks represent the latest generation of cellular networks developed to meet
the growing demands of mobile connectivity and unlock new applications and use cases. 5G networks
promise significant advancements in data rates, capacity, latency, and connectivity compared to 4G
networks. Key features of 5G networks include:

Massive data rates: 5G networks aim to deliver multi-gigabit per second (Gbps) data rates, enabling
ultra-fast download and upload speeds for applications like 4K/8K video streaming, virtual reality (VR),
and augmented reality (AR).

Ultra-low latency: 5G networks target substantially reduced latency in milliseconds, enabling real-time
applications like autonomous vehicles, remote surgeries, and industrial automation.

Enhanced energy efficiency: 5G networks aim to be more energy-efficient compared to previous
generations, optimizing power consumption through techniques like dynamic spectrum allocation and
improved sleep modes for idle devices[17][19].

Edge computing: 5G networks leverage edge computing capabilities, bringing computational resources
closer to the network edge, reducing latency, and enabling real-time processing for latency-sensitive
applications.

Overall, 5G networks provide a foundation for transformative technologies and services, encompassing
autonomous vehicles, smart cities, and advanced industrial applications. The advanced capabilities of
5G networks pave the way for innovative use cases and significantly improve the overall wireless
communication experience.

3. Importance of security in D2D communication

The security of device-to-device (D2D) communication holds immense significance for the following
reasons:

i.User Privacy: D2D communication involves direct communication between nearby devices without
intermediaries, raising concerns about user privacy. Without robust security measures, unauthorized
parties could gain access to sensitive information exchanged between devices, leading to potential
misuse of personal data.

ii. Data Integrity: Ensuring the integrity of data exchanged in D2D communication is crucial to prevent
tampering, unauthorized alteration, or modification of information. Without proper security, malicious
entities might intercept and alter data packets, leading to data corruption or unauthorized access to
critical information.
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iii. Authentication and Authorization: D2D communication requires mechanisms for device
authentication and authorization to verify the identity and legitimacy of participating devices.
Establishing trust between devices is essential to prevent unauthorized devices from accessing the
network or impersonating legitimate devices, thereby avoiding various security breaches and
unauthorized network access.

iv. Secure Content Sharing: D2D communication enables users to share content directly between their
devices. To ensure the secure sharing of sensitive content, robust security measures are necessary to
prevent unauthorized access, unauthorized distribution, or content leakage.

v. Network Resilience: D2D communication can significantly enhance network resilience by enabling
direct communication between devices during network outages or in areas with limited coverage.
However, ensuring the security of such direct communication is crucial to prevent unauthorized access
and mitigate potential security threats that could exploit these alternative communication channels.

vi. Mitigation of Interference and Jamming Attacks: D2D communication operates in the same
frequency bands as cellular communication, making it susceptible to interference and jamming attacks.
Implementing security mechanisms in D2D communication can help mitigate such attacks, ensuring
uninterrupted and secure communication between devices[20][21].

vii. Trustworthiness of Applications and Services: D2D communication facilitates the development of
various applications and services that rely on direct device interactions. Ensuring the security of these
applications and services is essential to establish trust among users and encourage their adoption. Secure
D2D communication enhances the trustworthiness of the overall system, enabling the development of
innovative and secure applications.

In summary, the importance of security in D2D communication lies in safeguarding user privacy,
protecting data integrity, establishing trust among devices, and ensuring the secure exchange of
information. By addressing security concerns, D2D communication can be leveraged to its full
potential, enabling a wide range of applications and services while maintaining the confidentiality,
integrity, and availability of user data.

4. Security challenges and threats in D2D communication:

Device-to-Device (D2D) communication offers the potential to enhance network efficiency and enable
new services, but it also presents various security challenges and threats. Some of the common security
challenges and threats in D2D communication include[22]:

Authentication and Authorization: D2D communication requires devices to authenticate and authorize
each other before initiating communication. However, D2D communication is vulnerable to spoofing
attacks, where an attacker masquerades as a legitimate device to gain unauthorized network access.

Confidentiality and Privacy: D2D communication may expose sensitive information to unauthorized

parties, compromising the confidentiality and privacy of the communication. For instance, attackers can
eavesdrop on D2D communication and intercept sensitive data like passwords or financial information.
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Malware and Viruses: D2D communication is susceptible to malware and virus attacks, which can
infect devices and compromise network security. The rapid spread of malware and viruses in D2D
networks makes containment challenging.

Denial of Service (DoS) Attacks: D2D communication can be vulnerable to DoS attacks, where an
attacker floods the network with excessive traffic or disrupts communication between devices. Such
attacks degrade network performance and render it unusable.

Interference and Jamming: D2D communication rely on wireless technologies like Wi-Fi or Bluetooth,
which can be prone to interference and jamming attacks. Attackers can disrupt communication by
jamming wireless signals or introducing interference.

To overcome these security challenges and threats, several security mechanisms and protocols have
been developed, including secure key exchange, encryption, and intrusion detection systems.
Nonetheless, securing D2D communication remains an ongoing challenge, with researchers
continuously working on innovative security solutions to ensure the safety and security of D2D
communication.

5. Review of existing security solutions and protocols for D2D communication in 4G and 5G

Device-to-Device (D2D) communication poses various security challenges and threats, necessitating
the development of security solutions and protocols to ensure secure communication. In this response,
an overview of existing security solutions and protocols for D2D communication in both 4G and 5G
networks will be provided.

LTE Direct Security: In 4G networks, LTE Direct employs secure key exchange and encryption
protocols to establish a secure D2D communication channel. Devices authenticate each other using
digital certificates, and AES-256 encryption ensures encrypted communication. Intrusion detection and
prevention systems are used to detect and prevent malicious activities.

Wi-Fi Direct Security: Wi-Fi Direct in 4G networks utilizes standard Wi-Fi security protocols like Wi-
Fi Protected Access Il (WPA2) for secure D2D communication. WPA2 employs AES encryption and
a pre-shared key for authentication[23].

Cellular D2D Security: In 5G networks, cellular D2D communication adopts the same security
protocols as the cellular network, including authentication, encryption, and authorization. Digital
certificates are used for device authentication, and AES encryption secures communication.

5G D2D Security: 5G D2D communication incorporates a dedicated security mechanism called the
D2D Security Protocol (D2DSP), providing end-to-end security. D2DSP includes mutual
authentication, secure key exchange, and encryption to ensure confidentiality and integrity.

Group Communication Security: Group communication in D2D networks is vulnerable to attacks like
eavesdropping and message modification. Secure group communication protocols such as Group Key
Management Protocol (GKMP) and Group Secure Association Key Management Protocol (GSA-KMP)
have been developed to ensure secure group communication.
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Securing D2D communication remains challenging, and existing security solutions and protocols
continuously evolve to address these challenges. The choice of specific security mechanisms for D2D
communication depends on application requirements and the underlying network architecture.

6. System Architecture and Model

System Architecture and Model refer to the design and structure of a system or model used in a specific
context or domain. In the context of enhancing D2D security in 5G networks, the system architecture
and model involve components, modules, and interactions to achieve secure D2D communication.

A general outline of the system architecture and model for enhancing D2D security in 5G networks
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Figure 1. System Architecture and Model

Client(Mobile)

User Equipment (UE): Represents the devices engaged in D2D communication, such as smartphones,
tablets, or 10T devices. UEs act as both senders and receivers in the D2D communication process.

D2D Communication Interface: Provides a direct communication channel between UEs, enabling
secure data exchange and facilitating proximity-based communication.

Authentication and Key Management Module: Handles UE authentication and manages the distribution
and updating of cryptographic keys used for secure communication. It ensures that only authorized
devices can participate in D2D communication.

Security Protocol Module: Implements security protocols and algorithms for securing D2D
communication. This module includes encryption and decryption mechanisms, integrity checks, and
secure channel establishment protocols to protect data confidentiality and integrity during transmission.

Privacy Preservation Module: Incorporates techniques for preserving user privacy during D2D
communication. This module may use privacy-enhancing technologies like pseudonymization,
anonymization, or differential privacy mechanisms to protect user identities and sensitive information.

Interference Management Module: Addresses interference issues that may arise due to D2D
communication. It includes interference mitigation techniques, resource allocation strategies, and power
control mechanisms to ensure D2D communication does not degrade the cellular network's
performance.
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Monitoring and Intrusion Detection Module: Monitors D2D communication for suspicious or malicious
activities. It includes intrusion detection systems, anomaly detection algorithms, and traffic analysis
techniques to identify and mitigate potential security threats.

Network Management and Control: Provides overall management and control of the D2D
communication system. It includes functionalities like network configuration, policy enforcement, and
access control mechanisms to ensure secure system operation.

It is essential to recognize that the specific architecture and model may vary depending on the research
context, security requirements, and technologies employed. The outlined architecture serves as a
fundamental framework, and additional components or modules can be integrated based on specific
research or system design needs.

7. Authentication and key management schemes for D2D communication in 5G

AES (Advanced Encryption Standard) and Huffman coding are two commonly used techniques for
securing and compressing data, respectively. AES is a symmetric encryption algorithm that is widely
used for securing data in transit or at rest, while Huffman coding is a lossless data compression
technique used to reduce the size of data.

When used together, AES and Huffman coding can enhance the security and efficiency of data
transmission. The data is first compressed using Huffman coding to reduce its size and then encrypted
using AES before transmission. At the receiving end, the encrypted data is first decrypted using AES
and then decompressed using Huffman coding to obtain the original data.

The combination of AES and Huffman coding provides several benefits, including:

Enhanced Security: AES provides strong encryption of data, ensuring that the data is protected from
unauthorized access. Huffman coding, on the other hand, reduces the size of the data, making it difficult
for attackers to intercept and decipher the data.

Improved Efficiency: Huffman coding reduces the size of the data, which reduces the time and
bandwidth required for data transmission. This makes data transmission faster and more
efficient.Reduced Storage Requirements: Compressed data requires less storage space, which can be
beneficial in situations where storage space is limited.

However, it is important to note that the effectiveness of these techniques depends on the specific use
case and the implementation details. Careful consideration should be given to the trade-offs between
security, efficiency, and storage requirements when using these techniques.

AES (Advanced Encryption Standard) is a widely used encryption algorithm for securing data in transit
or at rest. Huffman coding, on the other hand, is a lossless data compression technique that is used to
reduce the size of the data. Both AES and Huffman coding can be used together to enhance the security
and efficiency of data transmission.

When using AES and Huffman coding together, the data is first compressed using Huffman coding to
reduce its size. The compressed data is then encrypted using AES before transmission. At the receiving
end, the data is first decrypted using AES and then decompressed using Huffman coding to obtain the
original data[4][5].

The combination of AES and Huffman coding provides several benefits, including:
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Improved Security: AES provides strong encryption of data, ensuring that the data is protected
from unauthorized access. Huffman coding, on the other hand, reduces the size of the data, making it
difficult for attackers to intercept and decipher the data.

Increased Efficiency: Huffman coding reduces the size of the data, which reduces the time and
bandwidth required for data transmission. This makes data transmission faster and more efficient.
Reduced Storage Requirements: Compressed data requires less storage space, which can be beneficial
in situations where storage space is limited.

Overall, the use of AES and Huffman coding together can enhance the security and efficiency of data
transmission. However, it is important to note that the effectiveness of these techniques depends on the
specific use case and the implementation details. Careful consideration should be given to the trade-
offs between security, efficiency, and storage requirements when using these techniques.

8.Comparative analysis in 5G networks while transferring data in the Hybrid method

The hybrid method combines AES encryption with Huffman coding, adding an additional layer of
security by compressing the encrypted data. However, the security level primarily depends on the
strength of AES encryption. The hybrid method achieves data compression by applying Huffman
coding to the encrypted data. This results in a compressed data stream that is smaller in size compared
to the original data. While the hybrid method introduces additional steps for Huffman coding, the overall
efficiency can be improved due to the reduced data size for transmission and storage. The hybrid method
is advantageous when both data security and efficient data transmission are critical. It can be applied in
secure communications over constrained networks or storage of encrypted data with reduced space
requirements. The hybrid method combines both encryption and data compression but introduces
additional complexity in the encryption and decryption processes.

Table 1. Results of Hybrid method for encryption and decryption

Serial | File | Encrypt | Decrypt | Encrypt | Decrypt
no. Size time time time time
AFS Hybrid method

1. | 2ZKB | 3.032 4185 1.032 2.185

5SKB | 5.134 8.167 3.134 5.167
10KE | 9.185 11.145 | 5.185 8.156
20KB | 12.185 17.824 | 10.235 12.824
I6KB | 15675 | 21344 | 12.675 17.348
S0KB | 30.675 34456 | 20,132 | 26.456

o[ | e |

Table 1. Comparison table of AES and Hybrid Method
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Figure 3. Screenshot of Decrypted data along with Huffman Codes
8. Contributions of the proposed D2D secure communication system for 5G

The proposed D2D secure communication system for 5G networks offers several contributions to
enhance the security of D2D communication. Here are the key contributions:

Enhanced Security Measures: The system incorporates advanced security measures, including
authentication, encryption, privacy preservation, and intrusion detection. By integrating these measures
into the 5G network architecture, the system enhances the overall security of D2D communication,
protecting against unauthorized access, data breaches, and other security threats.

Integration of Technologies: The system integrates various technologies, such as Python, White Shark,
Open5GS, and UERANSIM. This integration enables the system to leverage the capabilities of these
technologies for enhanced security. For example, Python provides a flexible programming language for
implementing security algorithms, while White Shark offers simulation capabilities for analyzing and
testing the system's security measures.

Compatibility with 5G Networks: The proposed system is designed to be compatible with existing 5G
networks. By aligning with 5G standards and protocols, the system can seamlessly integrate into the 5G
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network architecture, ensuring interoperability with different network components and devices. This
compatibility enables the system to be readily deployed and integrated into existing 5G infrastructure.

Scalability and Performance: The system is designed to handle the scalability requirements of 5G
networks. With the integration of technologies like Open5GS and UERANSIM, the system can
efficiently allocate resources, optimize performance, and manage the increasing network traffic
associated with 5G deployments. This scalability ensures that the security measures can be effectively
applied in large-scale and high-density network environments.

Flexibility and Customization: The modular design of the proposed system allows for flexibility and
customization. It can be tailored to the specific security requirements of different applications and use
cases in the 5G ecosystem. This flexibility enables the system to adapt to evolving security challenges
and accommodate diverse security needs, promoting the adoption of the system in various industry
sectors.

Future Potential: The proposed system lays the foundation for further research and development in the
field of D2D security in 5G networks. By integrating technologies and addressing the security
challenges specific to D2D communication, the system contributes to advancing the state-of-the-art in
secure communication frameworks for 5G networks. It opens possibilities for future enhancements,
optimizations, and the exploration of emerging security technologies in the context of 5G D2D
communication.

Overall, the proposed D2D secure communication system makes significant contributions by enhancing
the security of D2D communication in 5G networks. Through its advanced security measures,
integration of technologies, compatibility with 5G networks, scalability, and customization capabilities,
the system provides a robust and adaptable solution for ensuring secure communication between
devices in the dynamic 5G ecosystem. Figure 4 shows the encrypted version of the packet on the right
terminal. We can see that IPsec encrypted the payload of the UDP packet and the new payload (data) is
encrypted and unreadable.

UE terminal | for
packet transmission

Figure 4 Transmission of a packet from the UE - Encrypted packet

Wireshark is a network protocol analyzer that captures packets from a network connection, such as your
computer to the internet. It is widely used and considered the most popular packet sniffer available.
Being free and open-source, Wireshark is utilized for network troubleshooting, analysis, software, and
communications protocol development, and education as shown in Figure 7.
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Figure 7 Wireshark network protocol analyzer
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