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Abstract: In this research, we investigate how to include a Trust Management System (TMS) into fog 

computing—a decentralized computing architecture that expands cloud computing's capabilities to the edge of 

a network. We conduct an inquiry into the application and evaluation of a new multi-criteria trust mechanism 

designed specifically for fog computing settings. This approach, which combines "soft trust" with "hard trust," 

is essential to assessing and controlling the dependability and credibility of entities in the fog computing 

environment. We discover that the implementation of trust models in this setting improves the reliability and 

usefulness of Electroencephalography (EEG) applications in various domains, including neurology and 

clinical medicine. Additionally, these models aid in the creation of implementations that are safe, intuitive, 

and compliant with ethical standards. 
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INTRODUCTION 

"Soft trust" and "hard trust" are two distinct methods or degrees of evaluating and managing the trust 

connections betweenentities in the fog computing environment. 

Figure 1. Flow of Research Work 

 

HARD TRUST: 

Hard trust, often referred to as quantitative trust, entails giving trust relationships a numerical or 

quantitative value based on particular measurements, criteria, or observations. These measurements may take 

into account past behavior, security settings, dependability, and other factors. The trust values are frequently 

expressed as numerical scores, which can be used to decision-making, task prioritization, or resource access. 
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Hard trust in fog computing refers to the formalization of a system where trust levels are determined by 

algorithms, data analysis, and predetermined criteria[23]. This strategy is more methodical and enables precise 

decision-making based on measurements that can be measured. 

 

SOFT TRUST: 

The assessment of trust relationships using subjective or qualitative criteria is the topic of soft trust, 

sometimes referred to as qualitative trust. Soft trust is based on ideas likereputation, context, recommendations, 

and personal judgments rather than awarding numerical rankings. The nature of interactions[33], relationships, 

and the degree of familiarity between entities are all taken into account by this method, which may make it 

difficult to quantify some of these characteristics. 

In fog computing, determining whether an entity can be trusted may involve weighing context, 

considering suggestions from reliable peers, and relying on personal experiences and insights. This method, 

which takes into account the "feel" of trust rather than depending exclusively on quantifiable facts, is more 

intuitive and human-centered. 

Hard and soft trust each have their benefits and drawbacks. For applications requiring consistent and 

unbiased decision-making, hard trust offers a more methodical and quantitative technique of evaluating trust. On 

the other hand, soft trust can be more flexible to complicated and changing circumstances since it captures the 

subjective nuances of trust relationships. 

In reality, both strategies may be used, with hard trust mechanisms serving as a base for impartial trust 

evaluation and soft trust mechanisms allowing for the inclusion of contextual knowledge and human judgment 

in the trust management process[26]. The precise requirements and characteristics of the fog computing 

environment and its applications determine whether to use hard or soft trust. 

 

IMPLEMENTATION AND RESULTS 

 

Trust Management System (TMS) 

In fog computing, a Trust Management System (TMS) is a mechanism that evaluates and controls the 

dependability and trustworthiness of entities in the environment. These entities may include users, devices, 

applications, and services. To maintain the security, privacy, and proper operation of the system, trust 

management is essential since fog computing uses decentralized and dispersed computing resources 

The operation of a trust management system in the context of fog computing is as follows: 

 Trust Establishment: Establishing the initial trust level of entities joining the fog computing 

environment is the responsibility of the TMS. This could entail checking the devices' validity, 

validating their security settings, and evaluating their previous behavior. 

 Trust Metrics: Trust measures are frequently used to measure trust. These indicators might take 

into account things like prior behavior, reputation, security posture, and policycompliance. For each 

entity, the TMS calculates trust scores by gathering and analyzing data.  

 Trust Updating: Trust is dynamic; it changes over time in response to how different entities 

behave and interact with one another. Based on in-the-moment observations and input from other 

entities, the TMS continuously updates trust scores. 

 Trust Aggregation: In fog computing, several entities communicate with one another. The TMS 

compiles trust data from many sources to create a comprehensive picture of an entity's 

trustworthiness. This can entail integrating first-hand observations, peer feedback, and historical 

data. 

 Trust-based Decision Making: Applications and services for fog computing can use trust scores to 

make better informed decisions. A device with a high trust score, for instance, might have its data 

processing activities prioritized, whereas a device with a low trust score would have its operations 

limited. 
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Figure 2 Trust Management System Evaluation Parameters  

 

 Dynamic Trust Management: Fog environments are dynamic, as devices often join and leave the 

network. By continuously evaluating and modifying trust levels as the environment changes, the 

TMS adjusts to these changes. 

 Risk Assessment: TMS can aid in risk assessment by taking into account the legitimacy of entities 

before granting access to vital resources or exchanging sensitive information with them. It lessens 

the risk of security lapses or data leakage. 

 Anomaly Detection: The detection of anomalies or departures from expected behavior can be aided 

by trustmanagement systems. A security breach may be indicated by abrupt changes in behavior or 

activity, and the TMS can prompt the proper responses. 

 Feedback Mechanism: Entities can report their interactions and experiences with other entities 

using a feedback system that is frequently included in TMS. This criticism aids in the evaluation of 

trust. 

 Collaborative Trust: TMS promotes inter-entity cooperation. Both direct encounters and referrals 

from reliable peers can have an impact on trust levels. 

Fog computing requires careful design, reliable algorithms, and integration with other security methods 

in order to implement a Trust Management System.  

 

PROPOSED WORK 

The research suggests a brand-new multi-criteria trust mechanism for fog computing environments that 

can help nodes in the network regulate the security settings needed to build confidence. 

By dynamically combining trust information from the nodes and the suggestions from nearby nodes to 

compute the final trust value, the event-based and distributed trust management system can evaluate a fog node's 

level of trust by taking into account the QoS (Quality of Services), Quality of security (QoSec), and social trust 

indicators. This trust can then be transferred to the cloud so that other nodes can request it in real-time. 
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QoS (Quality of Services) Result: 

 
 

Figure 3 Quality of Service Candidancy 

 

Additionally, a dynamic weight assignment technique will be used in conjunction with a multi-criteria 

decision-making system to update the offloaded state continually. 

 

Quality of security (QoSec) Result: 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4 Quality of Security Candidancy 

 

These entities may include users, devices, applications, and services. To maintain the security, privacy, 

and proper operation of the system, trust management is essential since fog computing 

 

METHOD USED FOR IMPLEMENTATION 

FUZZY MULTIPLE CRITERIA DECISION MAKING (MCDM) METHODS 

Numerous industries, such as engineering, finance, environmental management, and healthcare, where 

decision-makers must take into account a number of factors and deal with uncertainty and imprecision, can 

benefit from the use of fuzzy MCDM methods[47]. When dealing with complicated and uncertain real-world 

challenges, these strategies can assist in helping to make more informed and resilient decisions by providing a 

systematic framework for decision analysis 
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In order to handle imprecise or uncertain information in the decision-making process, fuzzy multiple 

criteria decision making (MCDM) approaches are a group of decision-making strategies that use fuzzy logic. 

When choice criteria and options require subjective judgments, ambiguity, or vagueness, these strategies are 

very helpful. Fuzzy MCDM techniques assist decision-makers in making decisions that are more solid and 

reflective of complexity in the real world. 

Here are some essential ideas and well-liked fuzzy MCDM techniques: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure5 Fuzzy Multi criteria Decision Making Methods 

 

 Fuzzy Sets: The fuzzy set theory, on which fuzzy MCDM is based, enables the representation of 

hazy or inaccurate information. Each element in a fuzzy set has a degree of membership, which 

ranges from 0 to 1, indicating how much it is a part of the set. 

 Fuzzy Numbers: Uncertain numerical values are represented by fuzzy numbers in decision criteria 

and alternative options. These numbers have a membership function that indicates the extent of 

their set membership. 

 Aggregation Methods: The aggregation methods employed by fuzzy MCDM systems to combine 

and evaluate fuzzy information include the weighted average, weighted sum, and fuzzy integrals. 

 Fuzzy Analytic Hierarchy Process (Fuzzy AHP): By including fuzzy information in pairwise 

comparisons and hierarchical structures, the fuzzy analytical hierarchy process (AHP) expands the 

conventional analytical hierarchy process (AHP). It aids in managing ambiguity and imprecision in 

the selection of criteria. 

 Fuzzy TOPSIS (Technique for Order of Preference by Similarity to Ideal Solution): Fuzzy 

TOPSIS is a technique used to rank alternatives based on their proximity to the ideal solution and 

the anti-ideal solution. It considers both the best and worst-case scenarios for each criterion. 

 Fuzzy ELECTRE (Elimination and Choice Expressing Reality): The ranking of options 

according to how closely they resemble the ideal and anti-ideal solutions is done using fuzzy 

TOPSIS. For each criterion, it takes into account the ideal and the unfavorable possibilities. 

 Fuzzy VIKOR (VIsekriterijumsko Kompromisno Rangiranje): A multi-criteria decision-

making technique called fuzzy VIKOR seeks a compromise between competing criteria. Maximum 

group utility and least amount of personal regret are taken into account. 

 Fuzzy Decision Trees: Fuzzy logic is used into fuzzy decision trees to handle erroneous input and 

uncertain results, extending the capabilities of classical decision tree analysis. 

 Fuzzy Logic Expert Systems: These systems incorporate expert information into a fuzzy rule-

based system and employ fuzzy logic to represent and address complicated decision-making issues. 
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PROMETHEE METHOD 

The PROMETHEE family of outranking techniques, which consists of PROMETHEE I for partial 

ranking of the alternatives and PROMETHEE II for full ranking of the alternatives. 

Its benefit is that it is simple to use. It is not necessary to assume that the standards are reasonable.Its drawbacks 

are that it does not offer a clear way to apply weights and that although it calls for the assignment of values, it 

does not offer a clear way to do so. So, PROMETHEE Method will used to evaluate parameters in our trust 

model. 

 

APPLICATION OF PROPOSED TRUST MODEL 

Electroencephalography, or EEG for short, is a medical test that tracks and records electrical activity in 

the brain. In order to recognize and capture the electrical signals generated by the brain's neurons, electrodes are 

applied to the scalp. The EEG machine[58] that these electrodes are commonly attached to amplifies and 

displays the electrical activity of the brain as a series of waveforms on a computer screen or piece of paper. 

In the fields of clinical medicine and neuroscience, EEG is a useful tool. It is frequently employed for a number 

of things: 

 

 Diagnosing Epilepsy: The neurological condition known as epilepsy, which is marked by recurring 

seizures, is frequently diagnosed and monitored using EEG. Epilepsy can be detected by certain 

patterns of aberrant electrical activity in the brain. 

 Assessing Brain Function: In a variety of neurological problems, including head injuries, brain 

tumors, and degenerative diseases like Alzheimer's disease, EEG can be used to evaluate brain 

function. The nature and location of these diseases can be determined by changes in brain activity 

patterns. 

 Sleep Studies: EEG is a crucial part of polysomnography, a test that tracks and examines sleep 

patterns. It aids in the diagnosis of sleep disorders include REM sleep behavior disorder, sleep 

apnea, and narcolepsy. 

 Research: EEG is frequently used in neuroscience research to examine how the brain functions 

when performing various cognitive activities, experiencing emotions, and perceiving 

 the world around us. It aids in the better understanding of brain disorders and function by 

researchers. 

 Biofeedback and Neurofeedback: EEG can be utilized for biofeedback and neurofeedback 

training in therapeutic situations. Patients with disorders like anxiety, ADHD, and chronic pain can 

learn to manage certain components of their brain activity to reduce the symptoms they experience 

 

 
Figure 6 EEG data scanning Process [13] 
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 Monitoring Brain Function During Surgery: In some circumstances, real-time EEG monitoring 

of the patient's brain activity is done during brain surgery. This aids doctors in avoiding injuring 

crucial brain regions. 

 

 
Figure 7 EEG Result 

 

The many types of brainwaves shown in EEG recordings, such as delta, theta, alpha, beta, and gamma 

waves, which are all connected to distinct mental states and cognitive activities, are frequently visible. EEG is a 

useful tool for both clinical diagnosis and scientific study pertaining to the brain and nervous system because it 

is a non-invasive and generally safe process 

 

WORK FLOWOFPROPOSED TRUST MANAGEMENT SYSTEM 

FOR PROCESSING EEG DATA 

 

1: Define Criteria 

- Define evaluation criteria for trust in fog computing (e.g., reliability, latency, security, availability, 

resource utilization, etc.). 

 

2. Provide Technical Parameters: 

- Define and gather technical parameters related to the identified criteria. 

- For instance, under reliability, parameters could include failure rate, mean time between failures, etc. 

 

3. Provide Preference on Criteria: 

- Conduct surveys or gather expert opinions to understand user preferences for the defined criteria. 

- For instance, users might prioritize security over latency. 

 

4. Assign Weight to Each Criteria: 

- Assign weights to each criterion based on the collected user preferences. 

- Normalize weights to ensure they sum up to 1. 

 

5. Apply Hierarchical PROMETHEE Method for Each Weight Vector: 

5.1 Pairwise Comparison: 

- Construct a pairwise comparison matrix for criteria. 

- For each pair of criteria, determine their relative importance by assigning values (e.g., 1-9 scale). 
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5.2 Calculate Weight Vectors: 

- Normalize the pairwise comparison matrix to obtain weight vectors for each criterion. 

 

5.3 Aggregate Weight Vectors: 

- Combine the weight vectors using the assigned weights based on user preferences to create an overall 

weight vector. 

 

5.4 Ranking & Decision: 

- Generate a ranking of the criteria based on the overall weight vector. 

- Make decisions based on the ranking for trust management in fog computing. 

 

CONCLUSION 

In order to improve the reliability and trustworthiness of entities within the fog computing 

environment, we have presented a thorough analysis of the integration of a Trust Management System (TMS) 

inside the domain of fog computing in this research. Through the application of an innovative multi-criteria trust 

mechanism that integrates "hard trust" and "soft trust," we have illustrated the efficacy of this methodology in 

assessing and managing the dependability and credibility of entities operating in the fog computing context. 

The importance of trust models in the context of fog computing is highlighted by our research, particularly with 

regard to how they affect the applications of electroencephalography (EEG) in a variety of disciplines, including 

clinical medicine and neuroscience. Fog computing's incorporation of trust management systems not only 

advances the creation of safe anduser-friendly implementations but also ensures ethical and dependable use of 

EEG data 
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