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Abstract. Now a day’s huge amount of data is generated via various media like mobile phone, books, internet,
satellite data etc. To handle this kind of big data is very difficult task for any organization. To work with cloud
computing for handling big data is one of the good solutions. These both technologies big data and cloud
computing work together and can give number of benefits to users like providing amenity available on demand,
availability over the internet, comfortable management, comfortable analysis of large volume of data, cost
savings etc. still we find that many companies are not using these technologies then question may arise in our
mind what is the main reason behind it? There are many challenges or disadvantages with these two
technologies like the various demanding situations to big records are price, statistics pleasant, fast alternate,
professional guy electricity requirement, infrastructure need, shifting facts onto big information platform, want
for synchronization across statistics assets and maximum essential is protection of information.. All of these
challenges will not be easily solved numerous research projects are being carried out to solve these problems.
In this paper we provide information about various works done in the field of security of big data on cloud
computing in the form of literature survey and ultimately we provide three different algorithms which secure
simple text or csv file data.

***Throughout this paper we have used term base paper algorithm meaning that we are using reference paper
[10] algorithm of Mohammad Anwar Hossain and et al.

Keywords: big data, cloud computing, security.

1 Big Data & Cloud Computing

“Big data as its name suggest it is a huge amount of data that cannot be processed and managed by
traditional database management tool. These data is also may be structured data, semi-structured data or
unstructured data” [13] “Various v’s are: volume, variability, velocity, veracity, variety, value, validity etc.” [14]
“In Cloud Computing, the word Cloud means The Internet, so Cloud Computing means a type of computing in
which services are delivered through the Internet.” [11] “Cloud computing provides mainly software as a service
(SaaS), infrastructure as a service (laaS), and platform as a service (PaaS)” [12]. The benefits we gain if we
combine these two technologies are: “Better Performance, Better Efficiency, Cost Reduction, More Flexibility,
More Scalability, Less Management & Reduced Overhead” [18] The challenges with these two technologies are:
“Access Control, Honey pot nodes, security” [15] “Distributed Data, Internode Communication, Administrative
Rights for Nodes” [16] “Data Storage, Variety of Data, Data Transfer” [17]

2 Literature Survey

In literature survey part we have refer more than 50 papers here we have put 10 best out of that more
than 50 papers. E. K. Subramanian, et. al [1], find problem of existing encryption methods access patterns can
leak sensitive information and propose system uses an Elliptic curve with Diffie Hellman algorithm for encryption
and decryption of data to improve data security in cloud. Uma Narayanan, et. al [2], find problem of big data
processing, analytics and storage is secured using cryptography algorithms, which are not appropriate for big data
protection over cloud and uses sh3 hashing algorithm for improving privacy and data security in E-healthcare
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application. N.Keerthana, et. al [3], find problem of Cloud provider stores the shared data in the large data centers
outside the trust domain of the data owner, which may trigger the problem of data confidentiality and propose
solution using Secret sharing group key management protocol (SSGK) & RSA which Improved privacy and
security of sharing data on cloud and saves 12% storage spaces. S. Ramasamy, et. al [4], find big data security
problem in cloud and conventional security systems are used encryption and decryption for providing security
and propose Cluster based multilayer user authentication which provide security of data in distributed cloud
computing environments. P Geetha Niharika, et. al [5], find problem of Cloud providers store the shared data
outside the trust jurisdiction of the data owner in large data centers, which may trigger the issue of data
congeniality and propose secret key management group sharing protocol with time constraint which provide more
safety to the data. Uma Narayanan, et. al [6], find problem that Hadoop is still developing. There is much
powerlessness found in Hadoop, which can scrutinize the security of the sensitive data that undertakings have
entrusted on it and propose a solution using salsa20 and ranger key management service which ensures
confidentiality, authentication and access control on the hadoop server. Hossein Abroshan [7], find problem that
complex cryptographic algorithm is not helpful in cloud environment as computing speed is essential in cloud
environment and propose a solution using improve blowfish algorithm and elliptic curve based algorithm which
improves throughput, execution time and memory consumption. Nikhil Dwivedi, et. al [8], Finding lack of
security due to use of single algorithm like AES, 3DES, RSA etc. and propose a solution using combine AES and
RSA algorithm which provide more security to data. Jayachander Surbiryala [9], find problem of security
measures provided by the service providers might not be enough to secure the data in the cloud and propose
method to divide big data file into small file so hackers even hack the file cannot get full data and use index
technique using keyword to join all file and get full data. Mohammad Anwar Hossain, et. al [10], find the problem
that need of algorithm which is less time consuming and can encrypt more data at a time and propose solution
using own 192 bit symmetric key algorithm.

Here we found that none of the research paper method is working for file encryption and most of the
research paper is working on 128 bits key size. Mohammad Anwar Hossain, et. al [10], working on 192 bits of
data but it can encrypt only 24 bytes of input text (192 bits). Here we modified base algorithm using bit
permutation instead of mix column operation, so algorithm can work more efficiently. And we give name as base
paper algorithm modification — 1. Our base paper algorithm modification - 1 is also able to encrypt csv files. Then
we modified algorithm with different matrixes generation and changes accordingly which is shown here as base
paper algorithm modification - 2. Then we modified algorithm to work with 128 bits of data which is shown here
as base paper algorithm modification - 3.

3 Base Paper Algorithm Modification - 1
Following figure-1 shows steps of base paper algorithm modification - 1 for encryption process.
1. Input plain text of any size and key text of size 24 bytes.
2. Generate 4*6 Matrixes.
3. Convert message characters into ASCII equivalent.
4. Apply round function
A. Perform shift row operation.
[Here Row1 — 3 bit left circular shift, Row2 — 2 bit left circular shift,
Row3 — 1 bit left circular shift, Row4 — 0 bit left circular shift]
B. Perform Permutation — 1.
[Interchange Column C1 by C2 and C2 by C1, Interchange Column C3 by C4 and C4 by C3,
Interchange Column C5 by C6 and C6 by C5, Interchange Row R1 by R3 and R3 by R1,
Interchange Row R2 by R4 and R4 by R2]
C. Reverse the whole block of matrix
D. Perform Permutation — 2.
[Interchange Column C5 by C6 and C6 by C5, Interchange Row R1 by R4 and R4 by R1,
XOR between Column C1 and C3, XOR between Column C2 and C4]
E. Convert into Hexadecimal Values
F. Apply S-Box
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J.

Convert into decimal values

Perform Bit Permutation

Calculate Key.

[Generate 4*6 block matrix for key text of 24 bytes, convert key characters into ASCII]
Perform XOR between resultant of Bit permutation and calculated key matrix.

5. Arrange matrix values as plain text.
6. Using base 32/64/128 bits encoder convert plain text into corresponding encoding characters.

Figure-1: Steps of base paper algorithm modification - 1 for encryption process

Firstly this encryption algorithm takes 24 bytes of input text after then it arranges it in 4*6 matrix form.
In next step it converts it into ASCII values. In next step it will perform row shifting operations. In next step
algorithm performs permutation-1 where row and column interchanging is carried out. In next step of algorithm
it reverses the whole block of matrix. In next step of algorithm it will perform permutation-2 where row and
column interchanging and XOR operation is performed. In next step of algorithm it converts values into
Hexadecimal values. In next step of algorithm it applies S-box replacement. In next step of algorithm it converts
it into decimal values. In next step of algorithm it performs bit permutation operation. In next step of algorithm it
arranges key text into 4*6 matrixes and then converts it into ASCII values. In next step of algorithm it performs
XOR between result of bit permutation operation and 4*6 matrixes of ASCII values of key text. In next step of
algorithm it arranges matrixes values as plain text. In final step of algorithm it use base 32/64/128 bits encoder to
convert plain text to encoding characters.

Following figure-2 shows steps of base paper algorithm modification - 1 for decryption process.
1. Receive cipher text for encryption process.
2. Decode cipher text using base 32/64/128 bits decoder.
3. Generate 4*6 block matrix for decoded value.
4. Calculate Key.
[Generate 4*6 block matrix for key text of 24 bytes, convert key characters into ASCII]
5. Apply round function

mmoow»

Perform XOR between matrix of decoded value and calculated key matrix.
Perform bit permutation operation.

Convert into Hexadecimal Values

Apply reverse S-Box

Convert into decimal values

Perform Permutation — 4

[X = XOR between Column C1 and C3, Y = XOR hetween Column C2 and C4,
Replace C1 by X and C2 by Y, Interchange the Row R1 by R4 and R4 by R1,
Interchange the Column C5 by C6 and C6 by C5]

Reverse the whole block of matrix.

Perform Permutation — 3

[Interchange Row R2 by R4 and R4 by R2, Interchange Row R1 by R3 and R3 by R1, Interchange
Column C5 by C6 and C6 by C5, Interchange Column C3 by C4 and C4 by C3,
Interchange Column C1 by C2 and C2 by C1]

Perform Inverse shift rows.

6. Convertinto ASCII.
7. Arrange ASCII into plaintext

Figure-2: Steps of base paper algorithm modification - 1 for decryption process

Firstly this decryption algorithm receives cipher text from encryption process. In next step of algorithm
it use base 32/64/128 bits decoder to decode the cipher text. In next step of algorithm it arranges decoded text in
4*6 matrix form. In next step of algorithm it arranges key text into 4*6 matrixes and then converts it into ASCII
values. In next step of algorithm it performs XOR between 4*6 matrix of decoded values and 4*6 matrixes of
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ASCII values of key text. In next step of algorithm it performs bit permutation operation. . In next step of algorithm
it converts values into Hexadecimal values. In next step of algorithm it applies S-box replacement. In next step of
algorithm it converts it into decimal values. In next step of algorithm it will perform permutation-4 where row
and column interchanging and XOR operation is performed. In next step of algorithm it reverses the whole block
of matrix. . In next step algorithm performs permutation-3 where row and column interchanging is carried out. In
next step it will perform inverse row shifting operations. In next step it converts it into ASCII values. In next step
of algorithm arrange ASCII to plain text.

4 Base Paper Algorithm Modification - 2
Following figure-3 shows steps of base paper algorithm modification - 2 for encryption process. Here we modified
the algorithm to work with 6*4 matrixes rather than 4*6 matrixes.
1. Input plain text of any size and key text of size 24 bytes.
2. Generate 6*4 Matrixes.
3. Convert message characters into ASCII equivalent.
4. Apply round function
A. Perform shift row operation.
[Here Rowl — 5 bit left circular shift, Row2 — 4 bit left circular shift,
Row3 — 3 bit left circular shift, Row4 — 2 bit left circular shift,
Rows5 — 1 bit left circular shift, Row6 — 0 bit left circular shift]
B. Perform Permutation — 1.
[Interchange Column C1 by C2 and C2 by C1, Interchange Column C3 by C4 and C4 by C3,
Interchange Row R1 by R3 and R3 by R1, Interchange Row R2 by R4 and R4 by R2, Interchange
Row R5 by R6 and R6 by R5]
C. Reverse the whole block of matrix
Perform Permutation — 2.
[Interchange Row R5 by R6 and R6 by R5, Interchange Row R1 by R4 and R4 by R1,
XOR between Column C1 and C3, XOR between Column C2 and C4]
Convert into Hexadecimal Values
Apply S-Box
Convert into decimal values
Perform Bit Permutation
Calculate Key.
[Generate 6*4 block matrix for key text of 24 bytes, convert key characters into ASCII]
J. Perform XOR between resultant of Bit permutation and calculated key matrix.
5. Arrange matrix values as plain text.
6. Using base32/64/128 encoder convert plain text into corresponding encoding characters.
Figure-3: Steps of base paper algorithm modification - 2 for encryption process

o
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Firstly this encryption algorithm takes 24 bytes of input text after then it arranges it in 6*4 matrix form.
In next step it converts it into ASCII values. In next step it will perform row shifting operations. In next step
algorithm performs permutation-1 where row and column interchanging is carried out. In next step of algorithm
it reverses the whole block of matrix. In next step of algorithm it will perform permutation-2 where row and
column interchanging and XOR operation is performed. In next step of algorithm it converts values into
Hexadecimal values. In next step of algorithm it applies S-box replacement. In next step of algorithm it converts
it into decimal values. In next step of algorithm it performs bit permutation operation. In next step of algorithm it
arranges key text into 6*4 matrixes and then converts it into ASCII values. In next step of algorithm it performs
XOR between result of bit permutation operation and 6*4 matrixes of ASCII values of key text. In next step of
algorithm it arranges matrixes values as plain text. In final step of algorithm it use base 32/64/128 bits encoder to
convert plain text to encoding characters.

Following figure-4 shows steps of base paper algorithm modification - 2 for decryption process.
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Receive cipher text for encryption process.
Decode cipher text using base32/64/128 decoder.
Generate 6*4 block matrix for decoded value.
Calculate Key.
[Generate 6*4 block matrix for key text of 24 bytes, convert key characters into ASCII]
5. Apply round function
Perform XOR between matrix of decoded value and calculated key matrix.
Perform bit permutation operation.
Convert into Hexadecimal Values
Apply reverse S-Box
Convert into decimal values
Perform Permutation — 4
[X = XOR between Column C1 and C3, Y = XOR between Column C2 and C4,
Replace C1 by X and C2 by Y, Interchange the Row R5 by R6 and R6 by R5,
Interchange the Row R1 by R4 and R4 by R1]
G. Reverse the whole block of matrix.
H. Perform Permutation — 3
[Interchange Row R5 by R6 and R6 by R5, Interchange Row R2 by R4 and R4 by R2,
Interchange Row R1 by R3 and R3 by R1, Interchange Column C3 by C4 and C4 by C3,
Interchange Column C1 by C2 and C2 by C1]
I.  Perform Inverse shift rows.
6. Convertinto ASCII.
7. Arrange ASCII into plaintext
Figure-4: Steps of base paper algorithm modification - 2 for decryption process

Mo
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Firstly this decryption algorithm receives cipher text from encryption process. In next step of algorithm
it use base 32/64/128 bits decoder to decode the cipher text. In next step of algorithm it arranges decoded text in
6*4 matrix form. In next step of algorithm it arranges key text into 6*4 matrixes and then converts it into ASCI|I
values. In next step of algorithm it performs XOR between 6*4 matrix of decoded values and 6*4 matrixes of
ASCII values of key text. In next step of algorithm it performs bit permutation operation. . In next step of algorithm
it converts values into Hexadecimal values. In next step of algorithm it applies S-box replacement. In next step of
algorithm it converts it into decimal values. In next step of algorithm it will perform permutation-4 where row
and column interchanging and XOR operation is performed. In next step of algorithm it reverses the whole block
of matrix. . In next step algorithm performs permutation-3 where row and column interchanging is carried out. In
next step it will perform inverse row shifting operations. In next step it converts it into ASCII values. In next step
of algorithm arrange ASCII to plain text.

5 Base Paper Algorithm Modification - 3
Following figure-5 shows steps of base paper algorithm modification - 3 for encryption process. Here we modified
the algorithm to work with 128 bits of data.
1. Input plain text of any size and key text of size 16 bytes.
2. Generate 4*4 Matrixes.
3. Convert message characters into ASCII equivalent.
4. Apply round function
A. Perform shift row operation.
[Here Rowl — 3 bit left circular shift, Row2 — 2 bit left circular shift,
Row3 — 1 bit left circular shift, Row4 — 0 bit left circular shift]
B. Perform Permutation — 1.
[Interchange Column C1 by C2 and C2 by C1, Interchange Column C3 by C4 and C4 by C3,
Interchange Row R1 by R3 and R3 by R1, Interchange Row R2 by R4 and R4 by R2]
C. Reverse the whole block of matrix
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D. Perform Permutation — 2.

[Interchange Column C1 by C4 and C4 by C1, Interchange Row R1 by R4 and R4 by R1,

XOR between Column C1 and C3, XOR between Column C2 and C4]

Convert into Hexadecimal Values

Apply S-Box

Convert into decimal values

Perform Bit Permutation

Calculate Key.

[Generate 4*4 block matrix for key text of 16 bytes, convert key characters into ASCII]

J. Perform XOR between resultant of Bit permutation and calculated key matrix.

5. Arrange matrix values as plain text.

6. Using base32/64/128 encoder convert plain text into corresponding encoding characters.
Figure-5: Steps of base paper algorithm modification - 3 for encryption process

T T omm

Firstly this encryption algorithm takes 16 bytes of input text after then it arranges it in 4*4 matrix form.
In next step it converts it into ASCII values. In next step it will perform row shifting operations. In next step
algorithm performs permutation-1 where row and column interchanging is carried out. In next step of algorithm
it reverses the whole block of matrix. In next step of algorithm it will perform permutation-2 where row and
column interchanging and XOR operation is performed. In next step of algorithm it converts values into
Hexadecimal values. In next step of algorithm it applies S-box replacement. In next step of algorithm it converts
it into decimal values. In next step of algorithm it performs bit permutation operation. In next step of algorithm it
arranges key text into 4*4 matrixes and then converts it into ASCII values. In next step of algorithm it performs
XOR between result of bit permutation operation and 4*4 matrixes of ASCII values of key text. In next step of
algorithm it arranges matrixes values as plain text. In final step of algorithm it use base 32/64/128 bits encoder to
convert plain text to encoding characters.
Following figure-6 shows steps of base paper algorithm modification - 3 for decryption process.
1. Receive cipher text for encryption process.
2. Decode cipher text using base32/64/128 decoder.
3. Generate 4*4 block matrix for decoded value.
4. Calculate Key.
[Generate 4*4 block matrix for key text of 16 bytes, convert key characters into ASCII]
5. Apply round function
A. Perform XOR between matrix of decoded value and calculated key matrix.
Perform bit permutation operation.
Convert into Hexadecimal Values
Apply reverse S-Box
Convert into decimal values
Perform Permutation — 4
[X = XOR between Column C1 and C3, Y = XOR between Column C2 and C4,
Replace C1 by X and C2 by Y, Interchange the Row R1 by R4 and R4 by R1,
Interchange the Column C1 by C4 and C4 by C1]
G. Reverse the whole block of matrix.
H. Perform Permutation — 3
[Interchange Row R2 by R4 and R4 by R2, Interchange Row R1 by R3 and R3 by R1,
Interchange Column C3 by C4 and C4 by C3, Interchange Column C1 by C2 and C2 by C1]
I.  Perform Inverse shift rows.
6. Convertinto ASCII.
7. Arrange ASCII into plaintext
Figure-6: Steps of base paper algorithm modification - 3 for decryption process
Firstly this decryption algorithm receives cipher text from encryption process. In next step of algorithm
it use base 32/64/128 bits decoder to decode the cipher text. In next step of algorithm it arranges decoded text in

mmooOw
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4*4 matrix form. In next step of algorithm it arranges key text into 4*4 matrixes and then converts it into ASCII
values. In next step of algorithm it performs XOR between 4*4 matrix of decoded values and 4*4 matrixes of
ASCII values of key text. In next step of algorithm it performs bit permutation operation. . In next step of algorithm
it converts values into Hexadecimal values. In next step of algorithm it applies S-box replacement. In next step of
algorithm it converts it into decimal values. In next step of algorithm it will perform permutation-4 where row
and column interchanging and XOR operation is performed. In next step of algorithm it reverses the whole block
of matrix. . In next step algorithm performs permutation-3 where row and column interchanging is carried out. In
next step it will perform inverse row shifting operations. In next step it converts it into ASCII values. In next step
of algorithm arrange ASCII to plain text.

6 System requirement for implementation of modified algorithms (1 & 2 & 3)
The proposed algorithms are implemented in python language. To implement it successfully we required
following.
Operating System = Windows 7 or higher version
Processor = 13 or higher version
RAM =4 GB or more
Language = Python
Python Modules
numpy = 1.21.6
pandas = 0.25.3
python-dateutil = 2.8.2
pytz = 2022.7.1
six =1.16.0

7 Results and Discussion for Base Paper Algorithm Modification - 1
First we implement base paper algorithm and got result as shown in below figure — 7.
simple_text

Figure-8: Result of base paper with time.
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Figure-9: Result for another input to base paper with time.

Then we modified input type to csv file and use same algorithm we got result as shown in below figure

-10 & 11.

Base Paper Algorithm
File 5ize Encryption Decryption
(Time In Minutes) [ [Time In Minutes)
154 KB 0.5 0.7
466 KB 0.7 0.7
1.7 MB 2.32 2.62
5.6 MB 12.58 15.25
23.7 MB 43.5 53

Figure-10: Result for csv file with different sizes for base paper.

Figure-11: Result for csv file with different sizes for base paper.
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Below figure — 12 shows base paper algorithm modification - 1 output for simple text with three different encoder
and decoder.

AnwanMawasEann nam3/n
AnwarNewazFeroz fromdac.

AnwarNewazFeroz fromdac.

AnwanNawa7Eann nam3Ap
WarNewazFeroz fromd4c,

NG

Figure-12: Result for simple text with different base of 32/64/128 bits for base paper algorithm modification - 1
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Below figure — 13 & 14 shows base paper algorithm modification - 1 output for different sizes csv files
with three different encoder and decoder.

Base Paper Algorithm Modification -1
File Size Base 32 Bits Base 64 Bits Base 128 Bits
Encryption | Decryption | Encryption | Decryption | Encryption | Decryption
154 KB 0.5 0.5 0.4 0.5 0.5 0.5
466 KB 0.5 0.6 0.5 0.6 0.6 0.6
1.7 MB 1.91 2.27 1.86 2.08 2.12 2.4
.6 MBE 12 15.19 11.58 14.31 13.13 15.35
23.7 MB 38.75 45.69 37.13 43.38 43.37 51.79

Figure-13: Result for various file sizes and different base of 32/64/128 bits for algorithm modification - 1

&0

50

40

30

20

10

Encryption

Decryption

Base 32 Bits

Encryption

Decryption

Base 64 Bits

EEEE

Base Paper Algorithm Modification - 1

Encryption

Base 128 B

Decryption

its

m 154 KB
W 466 KB

1.7 MB
Em56MB

mi3.7MB

Figure-14: Result for various file sizes and different base of 32/64/128 bits for algorithm modification - 1

From above results it’s clearly seen that time requirement of base paper modification algorithm - 1 base
64 bits encryption/decryption is less than base 32 bits and base 128 bits.
Below figure — 15 & 16 shows comparison between base paper algorithm output and base paper algorithm
modification - 1 output for different sizes csv files with three different encoders and decoders.

. Base Paper Algorithm Modification - 1
.. .. | Base Paper Algorithm - - -
File Size Base 32 Bits Base 64 Bits Base 128 Bits
Encryption|Decryption | Encryption|Decryption | Encryption | Decryption | Encryption | Decryption
154 KB 0.5 0.7 0.5 0.5 0.4 0.5 0.5 0.5
466 KB 0.7 0.7 0.5 0.6 0.5 0.6 0.6 0.6
1.7 MB 2.32 2.62 191 2.27 1.86 2.08 2.12 24
5.6 MB 12.58 15.25 12 15.19 11.58 14.31 13.13 15.35
23.7MB 43.5 33 38.75 45.69 37.13 43.38 43.37 51.79

Figure-15: Comparison with base paper and different base 32/64/128 bits of algorithm modification - 1 for
various file sizes
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a0

50

40
30 m154 KB
]
20 466 KB
1.7 MB
10 Es56ME
0 =237 MB

Encryption | Decryption | Encryption | Decryption | Encryption | Decryption | Encryption | Decryption

Base 32 Bits Base 64 Bits Base 128 Bits

Base Paper Algorithm Base Paper Algorithm Maodification - 1

Figure-16: Comparison with base paper and different base 32/64/128 bits of algorithm modification - 1 for
various file sizes
From above results it’s clearly seen that time requirement of base paper algorithm modification - 1 base
64 bits encryption/decryption is less among all.

8 Results and Discussion for Base Paper Algorithm Modification - 2
First we implemented base paper algorithm modification - 2 for simple text and we got result as shown
in figure 17.

Figure-17: Result for simple text with different base of 32/64/128 bits for algorithm modification — 2
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Below figure — 18 & 19 shows encryption & decryption time requirement for base paper algorithm
modification - 2 outputs for different sizes csv files with three different encoder and decoder.

Base Paper Algorithm Modification - 2
File Size Base 32 Bits Base 64 Bits Base 128 Bits
Encryption | Decryption | Encryption | Decryption | Encryption | Decryption
154 KB 0.43 0.54 0.42 0.53 0.43 0.60
466 KB 0.51 0.64 0.5 0.63 0.57 0.71
1.7 MB 2 2.57 1.587 2.34 2.19 2.74
L.6 MB 11.84 14.98 11.33 14.94 12.95 16.45
23.7 MB 38.35 49.584 37.69 47.93 44,33 59.48

Figure-18: Result for various file sizes and different base of 32/64/128 bits for algorithm modification-2

70
60
50
40
30 W 154 KB
20 H46E KB
10 1.7 MB
0 E56MB
Encryption Decryption Encryption Decryption Encryption Decryption
m237MB
Base 32 Bits Baze 64 Bits Base 128 Bits

Base Paper Algorithm Modification - 2

Figure-19: Result for various file sizes and different base of 32/64/128 bits for algorithm modification-2

From above results it’s clearly seen that time requirement of base paper algorithm modification - 2 base
64 bits encryption/decryption is less than base 32 bits and base 128 bits.

Below figure — 20 & 21 shows comparison between base paper algorithm output and base paper algorithm
modification - 2 outputs for different sizes csv files with three different encoders and decoders.

. Base Paper Algorithm Modification - 2
I Base Paper Algorithm - - -
File Size Base 32 Bits Base 64 Bits Base 128 Bits
Encryption | Decryption | Encryption | Decryption | Encryption | Decryption | Encryption | Decryption
154 KB 0.5 0.7 0.43 0.54 0.42 0.53 0.48 0.66
466 KB 0.7 0.7 0.51 0.64 0.5 0.63 0.57 0.71
1.7 MB 2.32 2.62 2 2.57 1.87 2.34 2,19 2.74
5.6 MB 12.58 15.25 11.84 14,93 11.33 14.94 12,95 16.45
23.7 MB 435 53 38.35 49.54 37.69 47.93 44,33 59.48

Figure-20: Comparison with base paper and different base 32/64/128 bits of algorithm modification - 2 for
various file sizes

2838



Tuijin Jishu/Journal of Propulsion Technology
ISSN: 1001-4055
Vol. 44 No. 5 (2023)

70
&0
50
40
|
30 154 KB
20 B 466 KB
10 1.7 MB
0 E56MB
Encryption|Decryption| Encryption | Decryption |Encryption [Decryption |Encryption |Decryption =237 MB
Base 32 Bits Base 64 Bits Base 128 Bits
Base Paper Algorithm Base Paper Algorithm Modification - 2

Figure-21: Comparison with base paper and different base 32/64/128 bits of algorithm modification - 2 for
various file sizes

From above results it’s clearly seen that time requirement of base paper algorithm modification - 2 base
64 bits encryption/decryption is less among all.

9 Results and Discussion for Base Paper Algorithm Modification - 3
First we implemented base paper algorithm modification - 3 for simple text and we got result as shown
in below figure 22.

Figure-22: Result for simple text with different base of 32/64/128 bits for algorithm modification — 3
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Below figure — 23 & 24 shows encryption & decryption time requirement for our algorithm modification
- 3 outputs for different sizes csv files with three different encoders and decoders.

Base Paper Algorithm Modification - 3
File Size Base 32 Bits Base 64 Bits Base 128 Bits
Encryption | Decryption |Encryption | Decryption | Encryption | Decryption
154 KB 0.33 0.44 0.32 0.4 0.35 0.43
466 KB 0.4 0.5 0.37 0.46 0.42 0.53
1.7 MB 1.43 1.81 1.35 1.69 1.69 1.34
.6 MB 9.17 11.62 8.61 10.99 9.95 12.42
23.7 MB 29.36 39.65 27.98 37.71 31.35 39.43

Figure-23: Result for various file sizes and different base of 32/64/128 bits for algorithm modification-3

m 154 KB
B 466 KB

1.7MB
Em56MB

Encryption Decryption Encryption Decryption Encryption Decryption m237MB

Base 32 Bits Base 64 Bits Base 128 Bits

Base Paper Algorithm Modification - 3

Figure-24: Result for various file sizes and different base of 32/64/128 bits for algorithm modification-3

From above results it’s clearly seen that time requirement of algorithm modification - 3 base 64 bits
encryption/decryption is less than base 32 bits and base 128 bits.

Below figure — 25 & 26 shows comparison between base paper algorithm output and base paper algorithm
modification - 3 outputs for different sizes csv files with three different encoders and decoders.

o Base Paper Algorithm : Base Paper Algorithm nf'lﬂdification -3 :
File Size Base 32 Bits Base b4 Bits Base 128 Bits
Encryption| Decryption | Encryption |Decryption| Encryption |Decryption| Encryption |Decryption
154 KB 0.5 0.7 0.33 0.44 0.32 0.4 0.35 0.43
466 KB 0.7 0.7 0.4 0.5 0.37 0.46 0.42 0.53
1.7 MB 2.32 2.62 1.43 1.81 1.35 1.69 1.69 1.54
5.0 MB 12.58 15.25 9.17 11.62 8.61 10.99 9.95 12.42
23.7 MB 43.5 33 29.36 39.65 27.98 37.71 31.35 39.43

Figure-25: Comparison with base paper and different base 32/64/128 bits of algorithm modification - 3 for
various file sizes
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Figure-26: Comparison with base paper and different base 32/64/128 bits of algorithm modification - 3 for
various file sizes

From above results it’s clearly seen that time requirement of base paper algorithm modification - 3 base
64 bits encryption/decryption is less among all.

10 Results and Discussion

From base paper algorithms modification 1 & 2 & 3 after implementation it is clear that better result can
be obtained when we use base 64 bits encryption/decryption.

If we compare algorithm modification - 1(24 bytes input with 4*6 matrixes) and algorithm modification
- 2(24 bytes of input with 6*4 matrixes) then algorithm modification - 1 with base 64 gives better result in terms
of time efficiency. Following figure — 27 and 28 shows the same.

Base Paper Algorithm
F i .g Base Paper Algorithm Modification - 2
L Meodification-1
File Size
Base 64 Bits Base 32 Bits Base 64 Bits Base 128 Bits

Encryption | Decryption | Encryption | Decryption | Encryption | Decryption | Encryption | Decryption
154 KB 0.4 0.5 0.43 0.54 0.42 0.53 0.48 0.66
466 KB 0.5 0.6 0.51 0.64 0.5 0.63 0.57 0.71
1.7 MB 1.86 2.08 2 2.57 1.87 2.34 2.19 2.74
5.6 MB 11.58 14.31 11.84 14.98 11.33 14.94 12,95 16.45
23.7 MB 37.13 43.38 38.35 49.54 37.69 47.93 44,33 59.48

Figure-27: Comparison with algorithm modification — 1 and algorithm modification — 2
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0 1.7MB

Encryption |Decryption| Encryption | Decryption | Encryption |Decryption | Encryption |Decryption E56MB

m23.7MB
Base 64 Bits Base 32 Bits Base 64 Bits Base 128 Bits

Base Paper Algorithm Base Paper Algorithm Modification - 2
Maodification-1

Figure-28: Comparison with algorithm modification — 1 and algorithm modification — 2
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If we compare the time efficiency of existing and all modified algorithm then algorithm modification - 3
gives better output i.e. when we use 4*4 matrixes (16 bytes). Following figure — 29 and 30 shows the same.

Base Paper Algorithm | Base Paper Algorithm | Base Paper Algorithm
File Size Base Paper Algorithm Modification - 1 Modification - 2 Modification - 3
Base 64 Bits Base 64 Bits Base 64 Bits Base 64 Bits
Encryption | Decryption | Encryption | Decryption | Encryption | Decryption | Encryption | Decryption
154 KB 0.5 0.7 0.4 0.5 0.42 0.53 0.32 0.4
466 KB 0.7 0.7 0.5 0.6 0.5 0.63 0.37 0.46
1.7 MB 2.32 2.62 1.86 2.08 1.87 2.34 1.35 1.69
5.6 MB 12.58 15.25 11.58 14.31 11.332 14.94 8.61 10.99
23.7 MB 43.5 53 37.13 43.38 37.69 47.93 27.98 3z
Figure-29: Comparison with algorithm modification — 1, algorithm modification — 2 and algorithm modification
-3
&0
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B 466 KB
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Em56MB
Encryption | Decryption | Encryption | Decryption | Encryption | Decryption | Encryption | Decryption
237 MB
Base 64 Bits Base 64 Bits Base 64 Bits Base 64 Bits
Base Paper Algorithm | Base Paper Algorithm | Base Paper Algorithm | Base Paper Algorithm
Modification - 1 Modification - 2 Modification - 3

Figure-29: Comparison with algorithm modification — 1, algorithm modification — 2 and algorithm modification
-3

All output we gain for proposed algorithms — 1, 2 & 3 is using system with windows 7, i3 processor with
RAM of 4 GB. Better output may obtain in terms of time if we go with higher version of window operating system
or higher version of processor or increased RAM size.

11 Conclusion

In today's time, big data and cloud computing are not only necessary but also highly sought after.
Numerous studies have already been conducted in order to safeguard significant data on cloud computing, and
ongoing research continues. Despite advancements in cloud computing, individuals and institutions are eagerly
anticipating a solution that can guarantee the protection of their large-scale data, allowing them to finally rest
assured about its security. In this paper, we address the problem by reviewing different works that aim to ensure
security for big data and also presenting different modification to base paper algorithm. These all methods works
well for text data csv file.
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