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Abstract: 

In the realm of enhancing security management systems within Wireless Sensor Network (WSNs) for Big Data 

applications, the role of optimization algorithms is pivotal. This chapter delves into the utilization of Gray Wolf 

Optimization (GWO) as a fundamental tool to achieve efficient resource allocation, node placement 

optimization, and the enhancement of data transmission efficiency within WSNs. A detailed exploration of the 

mathematical foundations of GWO is provided to foster a comprehensive understanding of its application in 

security enhancement. 

In this paper  Gray Wolf Optimization (GWO) is a nature-inspired metaheuristic algorithm presented that draws 

inspiration from the social behavior of gray wolves in the wild. In our study, GWO is employed to optimize 

various parameters that significantly impact the efficiency and effectiveness of WSNs. 
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1 Introduction 

In the pursuit of enhancing security management systems within Wireless Sensor Network (WSNs) for Big 

Data, optimization algorithms play a pivotal role. This chapter delves into the utilization of Gray Wolf 

Optimization (GWO) as a key component in achieving efficient resource allocation, optimizing node placement, 

and improving data transmission efficiency within the WSN [1]. The mathematical foundation of GWO will be 

explored in detail to provide a comprehensive understanding of its application in security enhancement. 

2 Gray Wolf Optimization (GWO) 

Gray Wolf Optimization is a nature-inspired metaheuristic algorithm that draws inspiration from the social 

behavior of gray wolves in the wild. In the context of our thesis, GWO is applied to the security management 

system to optimize various parameters that impact the efficiency and effectiveness of the WSN. 

This optimization process involves key components [2]: 

Initialization of Gray Wolves: Gray wolves in the GWO represent potential solutions within the WSN, and we 

initialize a population of these wolves, each representing a unique configuration. 

Objective Function (Fitness Function): The objective function in our context aims to enhance security 

management in WSNs, encompassing resource allocation, node placement, and data transmission efficiency. 

Gray Wolf Pack and Hierarchy: GWO organizes wolves into a hierarchical pack, with alpha, beta, and delta 

wolves representing the dominant individuals in the pack[3]. 
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Mathematical Representation of Gray Wolves' Movement: Wolves adjust their positions based on the 

movements of alpha, beta, and delta wolves. 

GWO's application in security management focuses on optimizing: 

Resource Allocation: GWO efficiently allocates resources, optimizing energy consumption and reducing 

operational costs. 

Node Placement: It optimizes node placement to ensure maximum coverage and efficient data collection[4] . 

Data Transmission Efficiency: GWO enhances data transmission efficiency, reducing delays and improving 

system performance. 

2.1 Mathematical Formulation 

Let us define the basic components and mathematical equations that constitute Gray Wolf Optimization: 

2.1.1 Initialization of Gray Wolves: 

In the context of our security management system, gray wolves represent candidate solutions or configurations 

within the WSN. We initialize a population of gray wolves, each representing a potential solution [5] . 

2.1.2 Objective Function (Fitness Function) 

The objective function represents the problem that needs to be optimized. In our case, the objective function 

aims to improve security management within the WSN, considering parameters like resource allocation, node 

placement, and data transmission efficiency. We define this objective function as f(x), where x represents the 

gray wolf's position in the solution space [6] . 

2.1.3 Gray Wolf Pack and Hierarchy: 

In GWO, wolves are organized into a hierarchical pack consisting of alpha, beta, and delta wolves, representing 

the dominant individuals within the pack. 

2.1.4 Mathematical Representation of Gray Wolves' Movement: 

Each gray wolf adjusts its position based on the positions of the alpha, beta, and delta wolves. The new position 

is calculated using the following equation: 

x_new = x_mean - A * D, where 

x_new represents the new position of the wolf. 

x_mean is the mean position of the alpha, beta, and delta wolves. 

A is a vector of random values. 

D is the distance vector. 

𝑁𝐾𝑔,ℎ = {
1
0
𝐼𝑓𝑘𝑔 ∈  𝑁ℎ                                  ..(1) 

𝐾𝑃𝑔,ℎ = {
1
0
𝐼𝑓𝑘𝑔𝑐𝑎𝑛 𝑐𝑜𝑜𝑝𝑒𝑟𝑎𝑡𝑒 𝑝ℎ     ..(2) 

𝑁𝐶 = 𝑁𝐾 ∗ 𝑁𝑃       ..(3) 

𝐸𝑇𝐿 = 
−(𝑖𝑗+𝑐𝑑)+√(𝑖2+𝑐2)𝑅𝑡

2−(𝑖𝑑−𝑗𝑐)2

𝑖2+𝑐2      ..(4) 

𝑁𝑆 = 𝐸𝑇𝐿 ∗ 𝑁𝐶 

𝑁𝑊𝑔 =  (𝑤𝑡1* 𝑁𝐶)+(𝑤𝑡2* 𝑁𝑆 )     ..(5) 
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𝐷⃗⃗  =| 𝐶 .𝑋𝑝
⃗⃗ ⃗⃗  (𝑡) − 𝑋 (𝑡)|       ..(6) 

𝑋 (𝑡 + 1) = 𝑋𝑝
⃗⃗ ⃗⃗  (𝑡) − 𝐴.⃗⃗  ⃗ 𝐷⃗⃗       ..(7) 

𝐴  = 2𝑎.⃗⃗⃗  𝑟1⃗⃗⃗  − 𝑎        ..(8) 

𝐶  = 2.𝑟2⃗⃗  ⃗        ..(9) 

𝐷∝
⃗⃗⃗⃗  ⃗ = |𝐶1

⃗⃗⃗⃗ . 𝑋∝
⃗⃗ ⃗⃗  −  𝑋 |       ..(10) 

𝐷𝛽
⃗⃗ ⃗⃗    = |𝐶2

⃗⃗⃗⃗ . 𝑋𝛽
⃗⃗ ⃗⃗   − 𝑋 |       ..(11) 

𝐷𝛿
⃗⃗ ⃗⃗   = |𝐶3

⃗⃗⃗⃗ .𝑋𝛿
⃗⃗ ⃗⃗   − 𝑋 |       ..(12) 

𝑋1
⃗⃗⃗⃗  = 𝑋∝

⃗⃗ ⃗⃗   − 𝐴1
⃗⃗⃗⃗ .(𝐷𝛼

⃗⃗⃗⃗  ⃗)       ..(13) 

𝑋2
⃗⃗⃗⃗  = 𝑋𝛽

⃗⃗ ⃗⃗  − 𝐴2
⃗⃗ ⃗⃗ .(𝐷𝛽

⃗⃗ ⃗⃗  )       ..(14) 

𝑋3
⃗⃗⃗⃗  = 𝑋𝛿

⃗⃗ ⃗⃗   − 𝐴3
⃗⃗ ⃗⃗ .𝐷𝛿

⃗⃗ ⃗⃗         ..(15) 

𝑋 (𝑡 + 1) =  
𝑋1⃗⃗⃗⃗  ⃗+𝑋2⃗⃗⃗⃗  ⃗+𝑋3⃗⃗⃗⃗  ⃗

3
      ..(16) 

2.2 Application in Security Management 

In the context of our thesis, GWO is employed to optimize various aspects of security management within the 

WSN: 

(a) Resource Allocation: GWO efficiently allocates resources within the WSN, optimizing energy consumption and 

reducing operational costs. 

(b) Node Placement: It optimizes node placement to ensure maximum coverage and efficient data collection [7]. 

(c) Data Transmission Efficiency: GWO enhances data transmission efficiency, reducing delays and improving 

overall system performance. 

2.3 Network, Key, Link and Attacker Model 

The  Gray Wolf Optimization (GWO) algorithm is a nature-inspired optimization algorithm based on the 

hunting behavior of gray wolves. In this context, a network, key, link, and attacker model can be defined as 

follows: 

Network Model: 

The network model represents the problem or system that you want to optimize using the GWO algorithm. This 

could be a real-world network, such as a communication network, a social network, or a transportation network. 

The network model defines the nodes, edges, and the objective function that you want to optimize. For example, 

in a communication network, nodes may represent communication devices, and edges may represent 

communication links. The objective function could be minimizing latency or maximizing throughput [8]. 

(a) Key Model: 

The key model represents the solution or parameter set that the GWO algorithm is trying to optimize. In the 

context of GWO, these keys are typically the solutions to the optimization problem. For example, in a network 

optimization problem, the key model could represent the configuration settings for the network, such as 

bandwidth allocation, routing paths, or transmission power levels. 

(b) Link Model: 

The link model specifies the connections or relationships between the key parameters in the key model. In other 

words, it defines how changes in one key parameter affect other key parameters or the overall performance of 



Tuijin Jishu/Journal of Propulsion Technology 

ISSN: 1001-4055  

Vol. 44 No. 4 (2023) 

__________________________________________________________________________________ 

 

6298 
 

the system. In a network optimization problem, the link model may describe how changes in one network 

configuration parameter impact the network's performance metrics, like latency or throughput. Understanding 

these relationships is crucial for optimizing the network effectively [9]. 

(c) Attacker Model: 

The attacker model represents potential threats or adversarial entities in the context of the optimization problem. 

In network optimization, the attacker model may encompass various types of attacks, such as cyber attacks or 

security breaches. Understanding the attacker model is important for designing a network that is resilient to 

these threats. The GWO algorithm can be used to optimize network configurations that enhance security or 

resilience against such attacks. 

The Gray Wolf Optimization algorithm can be applied to optimize various aspects of network design and 

configuration by defining a network model, key model, link model, and attacker model tailored to the specific 

problem at hand. The algorithm can then be used to search for optimal solutions or configurations that improve 

the performance, security, or other desired attributes of the network [10]. 

3. Simulation and Results 

In order to assess the effectiveness of Grey Wolf Optimization (GWO) in improving security management, we 

conducted a series of simulations in hypothetical scenarios involving Wireless Sensor Networks (WSNs). The 

outcomes of these simulations clearly indicate substantial enhancements in various aspects of WSN operation. 

These enhancements encompass more efficient resource allocation, optimized node placement, and improved 

data transmission efficiency. These improvements collectively contribute to the overall fortification of the 

security management system within the WSN [11]. 

The term "compromise ratio" pertains to the proportion of affected paths (traffic) in relation to the total paths 

(traffic) and is integral to the evaluation of both single and multipath routing methods in WSNs. In Figures 1 

and 2, we can observe that the GWOA method demonstrates exceptional efficiency in compromising WSNs, 

targeting only 11 nodes in single-path routing and 15 nodes in multipath routing scenarios. This is in stark 

contrast to the ACO method, which requires targeting 13 nodes in single-path routing and 17 nodes in multipath 

routing. Similarly, the OGA method and the MREA method necessitate compromising 14 nodes in single-path 

routing and 18 nodes in multipath routing, out of a total of 250 nodes that make up the entire WSN [12]. 

Table 1 provides an overview of the simulation parameters, which include the number of sensor nodes (250), the 

network area dimensions (100 m * 100 m), the number of source nodes (20), the transmission range (tx_rng, 

25), the number of destination nodes (7), the number of keys (K, 250), the population size of Grey Wolves (n, 

250), and the number of repetitions (iterations, 250) [16]. 

The concept of "energy utilization cost" pertains to the energy expenditure incurred in capturing nodes to gain 

control over the entire WSN. As the number of nodes to be captured increases, so does the associated energy 

cost. Remarkably, GWOA demonstrates the lowest energy utilization cost when compared to the ACO, OGA, 

and MREA methods, as illustrated in Figures 3 and 4. 

The "number of rounds" signifies the rounds required to select nodes for capture with the aim of disabling the 

entire WSN. Notably, GWOA minimizes the number of nodes that need to be captured, and this directly 

influences the compromise ratio of traffic. Consequently, GWOA exhibits the fewest rounds of attack when 

contrasted with the ACO, OGA, and MREA methods, as depicted in Figures 5 and 6. These findings underline 

the superior performance of the GWOA method in enhancing security management within WSNs. 
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Table 1: Simulation parameters 

Parameters Values 

Number of sensor nodes 250 

Network Area 100 m * 100 m 

Source nodes (S) 20 

Transmission Range (tx_rng) 25 

Destination nodes (D) 7 

Number of Keys (K) 250 

Population Size of Grey Wolves (n) 250 

Repetitions (Iterations) 250 

 

 

 

Figure 1. Ratio of Compromised Traffic (Single 

Path Routing) 

 

 

 

  

Figure 2. Ratio of Compromised Traffic 

(Multipath Routing) 

 

 

 

 

 

 

 

Figure 3 Energy Utilization Cost (Single Path Routing) 
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Figure 4. Energy Utilization Cost (Multipath 

Routing) 

 

 

Figure 5. Attacking Rounds (Single Path 

Routing). 

 

Figure 6. Attacking Rounds (Multipath Routing) 

The Gray Wolf Optimization algorithm can be applied to optimize network design and configuration by defining 

a network model, key model, link model, and attacker model tailored to the specific problem. The algorithm 

then searches for optimal solutions that improve network performance, security, and other desired attributes. 

Simulations in hypothetical WSN scenarios validate GWO's effectiveness in enhancing security management, 

leading to significant improvements in resource allocation efficiency, node placement optimization, and data 

transmission efficiency. The GWO approach outperforms alternative methods in terms of compromised traffic 

ratio, energy utilization cost, and attack rounds. However, it has some limitations, including lower solving 

accuracy, slower convergence, and a somewhat limited search capability [13]. 

In conclusion, Gray Wolf Optimization presents a promising avenue for optimizing security management in 

WSNs for Big Data. Future chapters will explore the integration of Dragonfly Optimization to further bolster 

our security management system [14]. 
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4.  Limitation of the GWOA Approach 

The GWOA (Grey Wolf Optimization Algorithm) is introduced to identify the nodes most likely to be 

targeted for attacks in a WSN [16]. This method has consistently outperformed other techniques such as OGA, 

MREA, and ACO in both single and multipath routing scenarios within WSNs, achieving better results in terms 

of compromised traffic ratio, energy consumption cost, and attack rounds [17]. 

GWOA focuses on node weight, which combines the factors of node contribution and stability to identify 

the nodes with the highest vulnerability. Thus, GWOA is initiated as a function with two main objectives: 

stability and contribution. However, GWOA does not take into account factors such as the energy levels and 

encryption keys of sensor nodes when determining the optimal nodes within the WSN. 

Despite its effectiveness, the GWOA approach has some limitations, including relatively lower solving 

accuracy, slower convergence, and a somewhat restricted search capability[18]. 

5 Conclusions 

Gray Wolf Optimization emerges as a promising optimization technique in the context of enhancing security 

management in WSNs for Big Data. Its mathematical foundations and application in resource allocation, node 

placement, and data transmission efficiency provide valuable insights into its role in optimizing security within 

these network. In the subsequent chapters, we will explore the integration of Dragonfly Optimization to further 

fortify our security management system. 
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