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Abstract: Objectives: Develop a machine learning system with online classification ability for detecting fake 

reviews of hotels using a web-based application. Methods: The analysis was done on 11,912 samples of hotel 

reviews. Preprocessing of the data set and extraction of the features were done using the TF-IDF method, after 

which seven machine learning algorithms including Decision Tree, K-Nearest Neighbor (KNN), Gaussian Naive 

Bayes, Multinomial Naive Bayes, Logistic Regression, Stochastic Gradient Descent, and Support Vector Machine 

(SVM) were trained using various kernels. The most efficient model was implemented using API on a demo hotel 

website to provide real-time prediction. Findings: An SVM model using Radial Basis Function (RBF) kernel 

yielded the highest prediction accuracy of 88% among the evaluated  classifiers such as Decision Tree (63%), 

KNN (73%), Gaussian Naive Bayes (74%), Multinomial Naive Bayes (79%), Logistic Regression (81%) and SGD 

(83%). It can be inferred from the results that the RBF kernel is very effective in handling non-linearity present 

in the data set. Contrary to offline models, the proposed system provides real-time detection of fake hotel reviews 

using API. Novelty: This research has presented a unified framework that involves multi-model comparison, SVM 

kernel optimization, and real-time API-based deployment, enabling the practical implementation of machine 

learning algorithms for fake reviews detection applicable in online applications. 

Keywords: Fake Reviews, Machine Learning, Support Vector Machine, Text Classification, Real-Time 

Detection. 

 

1. Introduction 

Online reviews have emerged as a dominant driver in decision-making processes in recent times, not only in areas 

like e-commerce but also in hospitality and many others. Consumers rely heavily on these ratings to decide 

whether to buy something or not. Nevertheless, the sudden increase in the number of user-generated content has 

also witnessed an increase in the number of deceptive or fraudulent reviews [1,2,3]. Fake reviews are intentionally 

generated to deceive the consumer and benefit certain business establishments at the expense of others. There has 

been a pressing need for detecting such reviews effectively. 

The latest advances in the detection of fake reviews have used multiple approaches in the process. Linguistic 

features analysis, behavioral pattern extraction, machine learning, and neural network-based solutions, including 

transformers, have been applied to tackle this problem [4,5,6]. Recent studies have further highlighted the 

challenge posed by AI-generated reviews. Additionally, advanced multimodal frameworks that integrate textual 

and visual features have been proposed to enhance detection accuracy[7,8]. Promising results have been achieved 

in this regard, especially in terms of classification precision and detection rate [9]. Sentiment analysis models and 

feature engineering have played an instrumental role in detecting deception patterns in the text, whereas deep 

learning has helped improve detection on larger scale datasets [1,10,11]. 
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However, certain constraints continue to exist despite all these improvements. Existing literature concentrates 

more on the offline analysis of models based on benchmark data without any application in actual time situations. 

Additionally, many approaches emphasize either complex models or feature extraction techniques without 

addressing deployment challenges[12]. There is also limited work that performs a unified comparison of multiple 

traditional machine learning algorithms within the same framework, especially with detailed analysis of Support 

Vector Machine (SVM) kernel behavior for text classification tasks [8,13,14]. As a result, a gap exists between 

high-performing models and their practical implementation in real-world environments. 

From Table 1, it is evident that existing studies primarily focus on model accuracy and feature engineering, while 

lacking real-time deployment, system integration, and user interaction. The present research addresses these gaps 

through a unified, deployable framework. 

Table 1. Comparison between selected recent studies to demonstrate the research gaps that exist 

Metric  [5] (2020)  [1](2022)  [14](2023)  [2](2024)  [12](2025)  Present Research 

Multi-Algorithm 

Comparison  

Yes Yes Yes  Partial Partial  Yes  

Traditional ML Models  Yes  Yes  Yes  Yes  No Yes  

Deep Learning Models  No  No  No  Yes Yes  No  

Feature Engineering  Partial  Partial  Partial  No Yes  Yes  

SVM Kernel Analysis  No  No  No  No  No  Yes  

Real-Time Deployment  No  No  No  Partial No  Yes  

API Integration  No  No  No  No  No  Yes  

Web-Based System  No  No  No  No  No  Yes  

Interpretability  Low  Moderate  Low Moderate  Moderate  Moderate 

Practical Usability  Low  Moderate  Moderate  Moderate Low High  

 

In order to deal with these problems, the proposed approach in this research work involves a framework for 

detecting fake reviews using machine learning. In this context, a set of reviews, consisting of 11,912 hotel reviews 

is used and different kinds of classifiers, such as Decision Tree, KNN, Naïve Bayes, Logistic Regression, 

Stochastic Gradient Descent, and SVM, are compared [15,16,17]. Particularly, special attention is paid to the 

selection of the best kernels for SVM to achieve better results. The best model among the studied models is then 

deployed via an API for use in real time. This research aims to fill the performance-gap between models and their 

usability in practice through the creation of a framework that will not only be accurate but also able to give 

instantaneous and understandable output to the end user. Unlike many existing studies that primarily focus on 

either model performance or deployment aspects separately, this paper will cover both aspects, thus making it 

relevant to real-life applications. 

2. Methodology 

The proposed methodology follows a structured pipeline [6], as shown in Fig. 1, covering data collection, 

preprocessing, feature extraction, model training, and evaluation. 
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Figure 1. Proposed Methodology 

2.1 Dataset Description 

The dataset used in this study consists of 11,912 hotel reviews from publicly available datasets extracted through 

Kaggle. The dataset consists of both genuine and fabricated reviews based on the labels provided in the original 

datasets, without performing any additional manual annotation. Reviews were combined and standardized into a 

unified dataset after removing redundant entries. In order to ensure a balanced data, equal numbers of authentic 

reviews and false reviews totaling 5,956 were selected. Each data point includes the review content together with 

context related to hotel user reviews [16]. 

The reviews in the dataset differ considerably in terms of textual length and writing patterns. On average, the 

number of words in one review equals 60 while varying from 1 word up to 784 words. Data preprocessing was 

carried out before the start of model training to eliminate duplications in the data [14]. Duplicate reviews were 

removed prior to the train-test split in order to avoid possible data leakage between training and testing sets.  

Thus, the dataset provided by Kaggle sources is diverse enough in terms of length, style, and patterns of reviews 

so that machine learning models could be trained to detect fake reviews. Nevertheless, since the dataset comes 

from publicly available online resources, there might be some peculiarities in its texts affecting the model training 

process. 

2.2 Data Preprocessing 

Pre-processing was done to prepare and normalize the textual data before modeling [18]. In the process of pre-

processing, the text reviews were converted to lower case, punctuation and special characters removed, numerical 

patterns normalized, stop words removed with NLTK package, text was tokenized, and stemming was done 

through Snowball Stemmer method [6,14]. Regular-expression based pre-processing was also done for 

normalization of texts and removal of unwanted symbols.  

After the pre-processing step, the dataset was divided using an 80:20 train-test split with random_state = 5.  Pre-

processing and feature extraction were done only on the training dataset and then applied to the test dataset to 

avoid any information leak. 

2.3 Feature Extraction 

The feature extraction was achieved using TF-IDF vectorization technique, which assists in converting the textual 

data to vectors of features. The configuration of the TF-IDF vectorizer was performed using unigram features 

with the help of parameters ngram_range (1,1), min_df = 1, max_df = 1.0, and L2 normalization. The tokenization 

of data was done through the default tokenizer with parameter token_pattern “(?u)\b\w\w+\b”. The stop words 

removal and normalization of text data were also performed as part of preprocessing before vectorization.The 

vectorizer was fitted only on the training data and subsequently applied to the testing data in order to avoid 

information leakage [5,6].  
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2.4 Model Configuration and Training 

A total of seven classification models have been used for the purpose of training in this study. These include 

Decision Tree , K-Nearest Neighbor, Gaussian Naive Bayes, Multinomial Naive Bayes, Logistic Regression, 

Stochastic Gradient Descent, and Support Vector Machine [17,19]. 

TF-IDF vector representation was obtained using unigram representation with the use of ngram_range = (1,1), 

min_df = 1, max_df = 1.0 and L2 normalization. These vectors were utilized as features in all the classification 

models[2,5,20]. 

Default configuration of the SVM classifier included the use of Scikit-learn package along with the default setting 

of the RBF kernel with C = 1.0, gamma = ‘scale’ and class_weight = None. In addition to the above kernel setting, 

linear, polynomial, and sigmoid kernels were also considered for comparison purposes. Max_depth = 4 has been 

considered as the maximum depth for the Decision Tree model. Neighbors values such as k = 3, 5 and 7 have 

been considered for KNN models. The remaining classifiers have been configured using default configurations 
[9,14]. 

2.5 Evaluation Metrics 

Evaluation metrics were used to assess the performance of the proposed classification models in this paper. Such 

evaluation metrics may include accuracy, precision, recall, and F1-score. These metrics provide useful insights 

into the classification process of genuine and fake reviews. Confusion matrix may also be used for classification 

evaluation purposes[20,21]. 

2.6 System Implementation  

For better functionality, the best performing model was implemented in a real-time web application via an API-

oriented structure. This application was designed based on the use of the Django framework for backend, and 

React.js,  HTML and CSS for the front end. 

The implemented application enables customers to enter hotel reviews from the web portal, and then the entered 

text is sent to the customized Predict API as JSON objects. The API performs preprocessing, TF-IDF 

vectorization, and classification using the trained machine learning model before returning the prediction result 

along with the associated probability score. The classified output is then formatted and displayed on the website 

in real time. 

In addition to single-review analysis, the system also includes a simulated e-commerce review portal where 

submitted reviews are stored through a database integration workflow. The implementation workflow of the 

proposed system is illustrated in Fig. 2. The reported inference latency includes preprocessing, feature extraction, 

model prediction, and API response generation under local deployment conditions. 

2.7 Algorithms Implemented  

Seven ML models have been chosen to solve the problem of classifying reviews into authentic and fake categories. 

These seven algorithms include Decision Tree(DT), K-nearest Neighbor (KNN), Gaussian Naïve Bayes (GNB), 

Multinomial Naïve Bayes (MNB), Logistic Regression (LR), Stochastic Gradient Descent (SGD), and Support 

Vector Machine (SVM) [17,19]. 

Decision Tree is a non-parametric learning model which learns decision rules from data for classification. It has 

the ability to learn non-linear relationships between the features and the target label[21]. KNN classifies samples 

based on similarity with neighbouring data points, while Gaussian and Multinomial Naïve Bayes are probabilistic 

classifiers based on Bayesian theory. Logistic regression and SGD are linear classification methods that are 

efficient and have been widely employed in applications of text classification. Support Vector Machine uses a 

strategy that maximizes the margin between classes through the identification of the best separating hyperplane 
[17]. 

Various SVM kernel types such as linear, polynomial, sigmoid, and radial basis function have been analyzed to 

determine the effect on classification accuracy. Default parameters of Scikit-learn were considered for almost all 

classifiers except for KNN and Decision tree where KNN was tested with multiple neighbors while the max depth 

for Decision Tree was fixed to 4.  
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2.8 SVM Kernels Implemented 

A. Linear Kernel 

The linear kernel is used when the data is linearly separable and it is efficient for high-dimensional text data. It 

computes the dot product between feature vectors, enabling direct separation in the original feature space. 

𝐾(𝑋1, 𝑋2)  =   𝑋1 . 𝑋2 

B. Polynomial Kernel 

The polynomial kernel captures interactions between features and is useful for non-linear classification. 

𝐾(𝑋1, 𝑋2)  =  (𝑎 +  𝑋1𝑇 𝑋2)𝑏,  where c is a constant and d is the degree of the polynomial. 

C. Sigmoid Kernel 

The sigmoid kernel behaves similarly to activation functions used in neural networks. 

𝑘(𝑥, 𝑦)  =  𝑡𝑎𝑛ℎ(𝛼xTy + 𝑐),  where α controls the slope and c is a constant. 

D. RBF (Gaussian) Kernel 

The RBF kernel is widely used for non-linear problems and measures similarity between data points. It maps data 

into a higher-dimensional space, allowing better separation of complex patterns. 

𝐾 (𝑋1, 𝑋2)  = 𝑒𝑥𝑝(−
||𝑋1 − 𝑋2|| 2

2𝜎 2
)   

2.9 System Working 

The workings of the proposed system is demonstrated using Fig. 2 below. First, a customer will make a review 

using the web platform interface for the e-commerce site. The text entered will be formatted as a JSON object and 

then transmitted to the prediction API. At this point, the necessary processing will be done, and the machine 

learning model is applied for the classification of the review based on the features learned. A JSON response will 

be received, which will have the labeled information along with the associated confidence value. This will then 

be processed at the web back end, where decisions will be made based on it. The labeled review will now be saved 

in the database for future references. Therefore, each review submitted by customers will be examined and 

classified.  

 

Figure 2. Work Flow of Proposed System in Real Time 

The whole process will take place within a second due to the real-time nature of the system, thus providing an 

easy integration of the classification and the web platform. 
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3. Results and Discussion 

3.1 Comparison of Algorithms 

Table 2. Comparison of 7 Machine Learning Models 

No. Model Accuracy Precision Recall F1 Score 

1 SVC 0.88 0.9170 0.8634 0.8894 

2 K-NN 0.73 0.79 0.63 0.70 

3 DT 0.63 0.58 0.91 0.71 

4 LR 0.81 0.79 0.84 0.82 

5 MNB 0.79 0.74 0.89 0.81 

6 GNB 0.74 0.77 0.68 0.72 

7 SGD 0.83 0.80 0.87 0.83 

Comparison between seven implemented algorithms in the machine learning process is outlined in Table 2 above. 

It is also important to state that from among the models under study, the best model in terms of its accuracy score 

equal to 0.88 was obtained from the Support Vector Classifier (SVC). This model demonstrated balanced scores 

for both precision and recall resulting in a high F1-score in comparison with other models. The mentioned 

performance level can be attributed to the fact that SVM models can be effectively applied for high-dimensional 

text processing. 

On the contrary, The Stochastic Gradient Descent (SGD) and Logistic Regression models also showed 

competitive performance, achieving accuracies of 0.83 and 0.81 respectively. In contrast, the accuracy score for 

other models varied between 0.63 and 0.79 thus making it clear that models such as the K-Nearest Neighbor, 

Multinomial Naive Bayes, Gaussian Naive Bayes, and Decision Tree are showing comparatively less 

effectiveness for the given textual dataset. 

Summarizing the results received, it is necessary to emphasize that the SVC algorithm showed the highest 

performance. 

3.2 Comparison of SVM Kernels 

The results regarding different SVM kernels are summarized in Table 3 below. The RBF kernel yielded the best 

accuracy score at 0.88 along with impressive precision, recall, and highest F1 score, thus indicating better 

performance than other kernels tested. The reason behind the efficiency of the RBF kernel is explained by its 

ability to deal with non-linear relations that may occur in text data. 

The results from the Polynomial and Linear kernel were similar because they both had the same level of accuracy 

of 0.82, making them both efficient classifiers for dealing with simple tasks. Conversely, the Sigmoid kernel was 

inefficient because it yielded the lowest accuracy at 0.79.  

Based on the results, it can be said that selection of the right kernel could greatly influence the performance of an 

SVM classifier. 

Table 3. Comparison of 4 SVM Kernels 

No. Kernel Implemented Accuracy Precision Recall F1 Score 

1. Gaussian Kernel (rbf) 0.88 0.9170 0.8634 0.8894 

2. Polynomial Kernel 0.82 0.79 0.86 0.82 

3. Linear Kernel 0.82 0.797 0.86 0.82 

4. Sigmoid Kernel 0.79 0.77 0.83 0.80 
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The outcomes produced as a result of applying this research were cross-checked by comparing the results to 

existing literature related to identification of fake reviews. As per Wang et al., [1] existing literature regarding this 

subject matter has yielded accurate results in the range of 0.80 to 0.85. However, the SVM model using the RBF 

kernel yielded a higher accuracy rate of 0.88, indicating its competency within such a context. However, any form 

of comparison between this research and previous literature requires careful analysis owing to the different data 

sets used for experimentation. 

From the above experiment, it is obvious that SVM has proven to work well in dealing with text classification 

challenges. Apart from the excellent performance in terms of text classification, it also makes provisions for 

practicality by real-time predictions through API-based deployment architecture . 

3.3 Comparison with a Transformer-Based Baseline 

DistilBERT is another transformer-based model that has been trained using the same dataset for a benchmark 

comparison [13]. The reason behind the choice of DistilBERT was due to its performance efficiency. As can be 

seen from Table 4 below, the DistilBERT model obtained 0.8788 accuracy and 0.8769 F1-score. The performance 

level of DistilBERT is quite similar to the TF-IDF/SVM model; however, transformer-based models need more 

computing power than their counterparts. 

Table 4. Baseline Distribution Using DistilBERT 

No. Model Accuracy F1-score 

1. DistilBERT 0.8788 0.8769 

3.4 Cross Validation and Robustness 

To check for robustness and minimize sensitivity to a particular train-test split, five-fold cross validation was 

carried out on the whole data set to maintain consistency of the classes within each fold. As can be seen from 

Table 5, the SVM classifier with the RBF kernel showed the following results: 0.8889 ± 0.0043 for the mean 

accuracy metric and 0.8932 ± 0.0043 for the mean F1-score metric. The small standard deviations show stability 

and consistency of the obtained results. 

Table 5. Cross-Validation performance of SVC(RBF) 

No. Metric Mean Std. Dev 

1. Accuracy 0.8889 0.0043 

2. F1-score 0.8932 0.0043 

3.5 Confusion Matrix and Precision Recall Curve 

The precision-recall curve and confusion matrix together reflect a model that is confident most of the time but 

still leaves room for small errors—something quite normal with real-world data[22] . Fig. 3 represents the confusion 

matrix of the SVC model. The matrix clearly shows that the model performs well while classifying between real 

and fake hotel reviews and it correctly identifies a large proportion of both classes. Even with some 

misclassifications, the confusion matrix shows that the model performs well and is capable of accurate 

classification. 

 
Figure 3. Confusion Matrix 
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Along with the confusion matrix, Fig. 4 shows a Precision–Recall Curve. It illustrates that the SVC model is 

effective. The curve shows larger values of precision for a wide range of recall values, and it declines only when 

recall values reach maximum. This curve thus reflects the model’s ability to find significant occurrences while 

keeping false positives relatively low. The shape of the curve validates the reliability of SVC model, especially 

for implementations where high precision is required, such as classifying suspicious or potentially harmful user-

generated content. 

 

Figure 4. Precision-Recall Curve 

Key Contributing Terms Identified by Linear SVM 

Deceptive-indicative terms: not, mile, michigan, dirty, ave, poor, rude, horrible, stayed, and avenue. 

Genuine-indicative terms: luxury, excellent, clerk, staying, millennium, modern, soon, questions, vacation, and 

bit. Overall, Deceptive reviews primarily contain complaint-oriented language, whereas genuine reviews 

emphasize contextual and accommodation-related terms. 

A. Runtime Performance: 

In order to measure the suitability of the proposed approach for real-time applications, the inference latency was 

measured. The experiment was performed using a CPU-based setup, reporting the average inference latency of 

11.90 ms with a standard deviation of 4.20 ms, over 100 runs. The proposed approach is found to be 

computationally efficient, enabling the implementation of the proposed review classification system in a near-

real-time environment. 

Apart from offline inference measurements, the model was incorporated into a real-time prediction pipeline, 

wherein the measured response times were found to match those mentioned for the inference latency. 

B. Error Analysis: 

An error analysis was carried out to identify the misclassified reviews. On the test data, the model generated 232 

false positives, i.e., actual reviews classified as deceptive, and 123 false negatives, which are deceptive reviews 

classified as actual. False positives were found to be actual reviews that strongly expressed dissatisfaction, 

whereas false negatives were found to be deceptive reviews that were written in an impersonal factual way, 

simulating actual reviews. 

4. Conclusion 

In this study, the possibility of constructing a machine learning classifier system with real-time prediction 

capabilities able to detect false hotel reviews was explored. The best result in terms of accuracy was observed for 

the Support Vector Classifier with RBF kernel, reaching the score of 0.88, while achieving consistently high 

scores during cross-validation. 

One of the contributions made in this study is that it encompasses the following aspects: multiple models' 

comparison, exploration of SVM kernels and real-time deployment via the use of API-based approach. Differing 

from many research papers that mostly concentrate on comparing models on a static dataset, this paper also 

demonstrates practical applicability by providing a possibility to predict outcomes in real time. Moreover, the 
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performance level of the proposed model reaches that of DistilBERT transformer model while using less 

computational resources. 

Nevertheless, there are also some limitations in the study presented. Namely, the dataset is related only to hotel 

reviews, thus affecting generalization abilities in other types of reviews. Even though the baseline is provided 

using the DistilBERT transformer model, the focus of the paper was on classical ML methods due to their lower 

computational complexity and ease of deployment. 

Potential future works may consist of extending the proposed framework by means of implementing more 

sophisticated transformer-based models such as BERT, and adding more context-based factors, like behaviors of 

reviewers, temporal characteristics, and meta information to combat highly intelligent spams. Moreover, the 

proposed framework can be applied to other fields, such as product reviews, restaurant reviews, and services 

review systems. 
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