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Abstract: - Cybersecurity attacks are growing at an unprecedented rate, making conventional Security Operations
Centers (SOCs) increasingly inefficient due to overwhelming alert volumes, elevated false-positive rates, and
isolated security data sources. This paper introduces a user-focused machine learning framework for intelligent
intrusion detection in cybersecurity systems. The proposed approach combines multiple sources of security
information, including network traffic data, endpoint activity logs, and threat intelligence feeds, to enable
comprehensive threat assessment. Machine learning techniques such as Decision Trees, Random Forests, and
anomaly detection algorithms are utilized to detect malicious activities and classify potential threats. Natural
Language Processing (NLP) methods are applied to extract meaningful information from unstructured sources,
including phishing emails, threat reports, and security documents. The framework also incorporates interactive
visualization dashboards that support analysts in alert prioritization and enhance decision-making capabilities.
Continuous feedback and adaptive learning mechanisms facilitate model refinement and retraining, leading to
improved detection performance over time. Furthermore, explainable artificial intelligence and role-based access
control mechanisms are integrated to promote transparency, accountability, and trust in automated security
decisions. The proposed framework effectively decreases false-positive alerts, accelerates threat response, and
enhances the overall resilience of cybersecurity infrastructures.
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I.Introduction

Cybersecurity has emerged as a critical requirement due to the continuous expansion of digital
technologies and the growing sophistication of cyberattacks, including malware, ransomware, phishing attacks,
and advanced persistent threats (APTs) [1], [6]. Security Operations Centers (SOCs) serve as the primary defense
mechanism for monitoring, detecting, and responding to security incidents; however, they encounter significant
challenges such as excessive alert generation, high false-positive rates, and the management of complex and
heterogeneous data streams [2], [28]. Conventional rule-based and manual security approaches are no longer
adequate for addressing the evolving nature of modern cyber threats [3]. Machine Learning (ML) provides an
effective and scalable alternative by enabling automated threat detection, anomaly discovery, and predictive
security analytics [11]. Classification techniques such as Decision Trees, Random Forests, Support Vector
Machines, and Gradient Boosting algorithms enhance the accuracy of threat identification [15]-[17], whereas
anomaly detection methods facilitate the discovery of previously unseen attacks [4], [5]. Natural Language
Processing (NLP) further strengthens cybersecurity analysis through the processing of unstructured security
information [21], [22]. A user-centric machine learning framework combines human expertise with intelligent
automation and is supported by visualization dashboards and explainable artificial intelligence to improve
analytical decision-making [23], [27]. This integrated approach enhances SOC effectiveness, minimizes false-
positive alerts, and supports proactive cybersecurity protection.
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Ii. Literature Review

Machine learning has considerably advanced intrusion detection systems by providing automated and intelligent
mechanisms for cybersecurity threat analysis. Early research conducted by Sommer and Paxson [3] identified
several limitations of traditional intrusion detection systems when operating in dynamic and continuously
evolving environments. Comprehensive studies by Buczak and Guven [6], as well as Chandola et al. [5],
highlighted the significance of classification and anomaly detection approaches for strengthening cybersecurity
defenses. Recent developments in deep learning and ensemble learning techniques have demonstrated superior
capabilities in detecting sophisticated and complex attack behaviors [7], [17].

Behavioral analytics and clustering-based approaches have also been successfully employed to identify insider
threats and group related security alerts within SOC environments [9], [10]. In addition, Natural Language
Processing techniques contribute to threat intelligence analysis by extracting valuable information from
unstructured cybersecurity data sources [21], [22]. Explainable Artificial Intelligence enhances transparency and
trustworthiness in machine learning-driven security systems [23], while Security Orchestration, Automation, and
Response (SOAR) platforms improve operational automation and incident response effectiveness [26]. Despite
these advancements, challenges related to false positives, system scalability, and model interpretability continue
to persist, highlighting the need for a more comprehensive and user-centered cybersecurity framework.

Table 1: Summary of Existing Machine Learning Approaches in Cybersecurity

S. Author Technique Key

No & Year | Used Contribution
Highligh
Sommer chlfllelng ::d in
& Machine anol ing ML to
1 Paxson Learning for p[; Y gl d
real-wor
(2010) IDS . .
3] Intrusion
detection
Buczak Comprehensive
) & Guven | Data Mining | survey of ML
(2016) & ML methods for
[6] cybersecurity
Chandola Explained
3 et al. | Anomaly techniques for
(2009) Detection detecting
[5] unknown attacks
I d
Nguyen mprove
anomaly-based
4 ct al. | Deep intrusion
(2020) Learning .
7] detection
accuracy
Chen & Introduced
Guestrin scalable and
5 XGBoost .
(2016) 008 efficient ensemble
[17] learning model

Lii.Existing System

Traditional cybersecurity solutions mainly depend on signature-based detection methods, rule-driven
mechanisms, and manual investigation carried out by Security Operations Center (SOC) personnel. These systems
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identify threats by matching incoming activities against predefined signatures, patterns, or security rules. Although
effective in recognizing known attacks, they often struggle to detect emerging and sophisticated cyber threats. To
enhance detection capabilities, machine learning approaches such as Support Vector Machines (SVM), Decision
Trees, and Random Forest algorithms have been widely adopted. Despite their improved detection performance,
these techniques continue to face challenges related to scalability, elevated false-positive rates, and limited
adaptability to rapidly changing threat environments [6], [28]. Deep learning models have also demonstrated
superior detection accuracy; however, their dependence on large-scale datasets and significant computational
resources restricts their applicability in real-time SOC operations [7].

A further limitation of existing cybersecurity frameworks is their inability to effectively process and
correlate the vast amount of heterogeneous data generated from diverse sources, including network traffic logs,
endpoint monitoring systems, and threat intelligence platforms. As a result, threat identification may be delayed,
while the operational burden on security analysts increases substantially. Moreover, many conventional security
systems lack sufficient transparency and interpretability, making it difficult for analysts to understand and trust
automated detection outcomes. The absence of robust alert correlation and prioritization mechanisms often
contributes to alert fatigue, ultimately reducing analyst productivity and the overall effectiveness of cybersecurity
defense operations.

Table 1:Limitations of Existing Recruitment System

S. No Technique / Limitations
System
. C t detect
Signature-Based anno etee
1 ) unknown or zero-day
Detection
attacks
) Rule-Based High false positives
Systems and rigid rules
;s Ve | S e
Machine (SVM) unmng
scalable
Risk of fitti
4 Random Forest 1's of overlitting
with large datasets
High tational
s | Deep Lewming | g large data
Models . g
requirement

Iv. Proposed Methodology

The proposed framework introduces a user-centric machine learning approach for intelligent intrusion
detection within cybersecurity environments. It is specifically developed to improve the operational effectiveness
of Security Operations Centers (SOCs) through the integration of multi-source security data, advanced machine
learning techniques, and human-in-the-loop feedback mechanisms.

The framework overcomes major shortcomings of conventional cybersecurity systems, including high
false-positive rates, slow incident response, and limited scalability, by incorporating automated threat
identification, anomaly detection, and predictive threat intelligence capabilities.

289



Tuijin Jishu/Journal of Propulsion Technology
ISSN: 1001-4055
Vol. 47 No. 03 (2026)

A. Proposed Methodology
The proposed framework follows a structured pipeline consisting of multiple stages:
1. Data Collection

Security data is collected from multiple heterogeneous sources, including:

. Network traffic logs

. Endpoint telemetry

. System logs

. Threat intelligence feeds

The input dataset is represented as:

X = {x1, %5, X3, o, X }
where x;represents individual security features such as IP address, login attempts, packet size, and access behavior.

2. Data Preprocessing

Raw data is cleaned and normalized to improve quality and consistency. Missing values and noise are
removed.

where:
U= mean,
o= standard deviation

3. Feature Engineering

Relevant features are extracted to enhance model performance. Key features include:

. Failed login attempts

[ Port scanning patterns

. Unusual file access

. Abnormal network traffic

4. Machine Learning-Based Classification

The system uses ensemble learning models such as Decision Trees, Random Forest, and Gradient
Boosting for classification.

The predicted output is given by:

K
9= fi ()
k=1

where:

¥;= predicted output

f= individual decision trees
K= number of trees

5. Objective Function

The learning objective minimizes prediction error with regularization:
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n K
L@) = ) 1D+ ) 0f)
i=1 k=1

where:
L(y;, ¥;)= loss function
0(f;,)= regularization term

6. Regularization Term

1
Q) =yT+5A 0w

where:

T= number of leaves

w= leaf weights

y, A= regularization parameters

7. Anomaly Detection

To detect unknown threats, anomaly detection is applied:

Score(x) = Anomaly Probability

If the score exceeds a threshold, the event is classified as suspicious.

8. Prediction using Sigmoid Function

1
PO=10 =1

If P > 0.5, the activity is classified as malicious;
otherwise benign.
B. System Workflow Description

The workflow of the proposed system includes:

1. User/Admin authentication

2. Data collection from multiple sources

3. Cyber analysis using ML models

4. Reduction of unwanted or redundant data

5. Detection of risky users and suspicious activities
6. Alert generation and visualization

This ensures efficient threat detection and response.

Table 3: Proposed System Modules and Techniques

Module Name Function Description
Collects multi-source securi

Input Module . " urity
data

Preprocessing Cleans, filters, and normalizes

Module data
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Feature Extracts relevant security
Engineering features

Detects threats using machine

ML Classification .
learning models

Classifies activities as

Prediction Module . .
malicious or benign

V.System Architecture

(detasers) operational analysis

Admin Login Cyber Analysis
o Cyber Security

uoljezyin

Reduce unwanted data
Risky user detection

Fig 1: System architecture

User View

The proposed framework introduces a user-centric machine learning-based intrusion detection system
developed for Security Operations Centers (SOCs). The architecture combines multi-source cybersecurity
information, intelligent analytics, and automated decision-support mechanisms to improve threat identification
and incident response effectiveness. The complete operational flow of the framework is depicted in Fig. 1.

The architecture is composed of multiple interconnected modules that facilitate seamless data processing
from initial data acquisition to final threat assessment and response generation.

A. Architecture Overview

The framework starts with an Admin/User Authentication module that provides secure and authorized
access to the system. After successful authentication, cybersecurity information is gathered from various sources,
including network traffic records, endpoint activity logs, and threat intelligence feeds. The collected data is
maintained within a centralized repository for subsequent analysis.

The Cyber Analysis module performs preprocessing operations such as data cleaning, normalization, and
feature extraction to prepare the information for intelligent analysis. The processed data is then forwarded to the
Cyber Security Operations Analysis module, where machine learning techniques are employed to identify
intrusions and categorize potential security threats.To improve system performance and reduce computational
overhead, a Data Reduction module removes redundant, duplicate, and irrelevant information from the dataset.
Finally, the Risky User Detection module analyzes user behavior, identifies suspicious activities, and generates
security alerts for further examination and response by cybersecurity analysts.

B. Data Processing Flow
The system processes input data in the form of feature vectors:
X = {x1, %, X3, .., X}
where x;represents individual features such as login attempts, network activity, or file access patterns.

To ensure consistency and improve model performance, feature normalization is applied:
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where pis the mean and gis the standard deviation of the dataset.
C. Machine Learning-Based Threat Detection

The processed data is analyzed using machine learning models such as Decision Trees, Random Forests,
and anomaly detection techniques. The prediction model combines multiple learners to improve detection
accuracy.

¥y = =1 fie (¥)

where:
= predicted output (normal or malicious)
fi= individual decision trees (weak learners)
K= total number of trees
x= input feature vector

For classification, the probability of an intrusion is computed using a sigmoid function:

Piy=1 =—:
> ') 1+e™”
If the probability exceeds a predefined threshold, the activity is classified as malicious.

D. Alert Generation and Risk Analysis

Based on prediction results, the system generates alerts and categorizes users into normal or risky
categories. The Risky User Detection module prioritizes alerts based on severity, enabling SOC analysts to focus
on critical threats.

Vi. System Implementation

The proposed intelligent intrusion detection framework is implemented using a modular architecture that
combines machine learning techniques, data preprocessing methods, and real-time analytical capabilities to
strengthen cybersecurity operations. Each module is designed to perform a dedicated task within the processing
pipeline, thereby ensuring improved scalability, operational efficiency, and threat detection accuracy.

A. Input and Data Collection Module

This module is responsible for acquiring cybersecurity information from multiple heterogeneous sources,
including network traffic records, system event logs, endpoint telemetry data, and threat intelligence feeds. The
collected information is organized and represented in the form of a feature vector for subsequent analysis and
processing:

X ={x1,x5,%3,...,%Xp}
where x;represents individual features such as login attempts, IP address activity, packet size, and protocol type.

B. Data Preprocessing Module

The preprocessing module ensures data quality by removing noise, handling missing values, and
normalizing features. Feature normalization is performed using:

XK
X =
o

where:
1= mean of the feature
o= standard deviation

This step improves model performance and stability.

C. Feature Extraction and Selection Module
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Relevant features are extracted to improve detection accuracy and reduce dimensionality. Statistical
measures such as mean and variance are used:

These measures help identify important attributes for intrusion detection.
D. Machine Learning and Training Module

The system utilizes ensemble learning techniques such as Random Forest and Gradient Boosting for
classification. The prediction model is defined as:

Vi = 211§=1 fre ()

where:
¥;= predicted output

= individual decision trees
K= number of trees

The objective function is given by:

n A~ K
L=, 19+ X, 2(f)
where lis the loss function and (2is the regularization term used to reduce overfitting.
E. Prediction and Evaluation Module

The trained model classifies incoming data as normal or malicious using a sigmoid function:

P(y=1|x)=1+e_y

If P > 0.5, the activity is classified as an intrusion.

The system performance is evaluated using accuracy:

TP +TN
TP+TN+ FP+FN

Accuracy =

where:

TP = True Positive
TN = True Negative
FP = False Positive
FN = False Negative

Table 4: Module-Based Implementation Overview

Techni
Module Name | Function e n.lque /
Equation Used
llect X
Input Module Collects .
cybersecurity data | = {x,%,,...,%X,}
Preprocessing | Cleans and o = X—u
Module normalizes data o
Feature Extracts relevant | Mean ( u ),
Module features Variance (62)
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Training . o
Module Builds ML models y=Yfi(x)
Prediction Classifies and [S;Cgcmi);f’
u
Module evaluates threats Y
formula

Vii. Experimental Results And Analysis
7.1 Mathematical models

The proposed user-centric machine learning framework for intelligent intrusion detection is evaluated through its
modular architecture, where each component plays a significant role in improving threat detection accuracy,
minimizing false-positive alerts, and enhancing the operational effectiveness of Security Operations Centers
(SOCs). The incorporation of mathematical models and analytical techniques contributes to the robustness,
scalability, and interpretability of the overall framework.

A. Input and Data Collection Module

This module is responsible for collecting and integrating cybersecurity data from multiple heterogeneous
sources, including network traffic records, endpoint activity logs, and threat intelligence feeds. The acquired
cybersecurity information is represented in the form of an input dataset for subsequent processing and analysis:

X ={x1, %5, %3,..., %}
where x;represents individual security features such as IP address, port activity, login attempts, and packet
size.The diversity of input data improves the model’s ability to detect both known and unknown threats. However,
heterogeneous data sources introduce complexity in preprocessing and integration.

B. Data Preprocessing Module

The preprocessing module enhances data quality by handling missing values, noise removal, and
normalization. Feature normalization is performed as:

where:
u=mean of feature values
o= standard deviation

This ensures uniform scaling of features, which improves convergence and stability of machine learning
models. Proper preprocessing significantly reduces false alarms and improves classification accuracy.

C. Feature Engineering and Selection Module
Feature engineering extracts meaningful attributes such as unusual login patterns, port scanning behavior,

and abnormal traffic flow. The relevance of features is evaluated using statistical measures:

1

e . x
u nH=17
n

o2 =%Z(xi — y?

i=1

These measures help identify significant features contributing to intrusion detection. Effective feature selection
reduces dimensionality and enhances computational efficiency.

D. Machine Learning and Classification Module
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This module applies supervised learning algorithms such as Decision Trees, Random Forest, and
Gradient Boosting (XGBoost) for threat classification.

The prediction model is expressed as:

Vi = ifk (x:)
k=1

where:

¥;= predicted output

fi= decision tree functions
K= number of trees

The objective function is defined as:

n K
L) = Y 109 + ) 2(f)
i=1 k=1

where:
L(y;, ¥)= loss function
0(f;,)= regularization term

The regularization term prevents overfitting:

1
Q) =yT+5A 0w

This module plays a crucial role in accurately classifying cyber threats while maintaining model generalization.
E. Anomaly Detection Module

To identify unknown attacks, anomaly detection techniques such as Isolation Forest are used. The
anomaly score is computed as:

_E(h(x))
s(x,n) =2 cm

where:
E (h(x))= expected path length
c(n)= normalization factor

Higher anomaly scores indicate suspicious activities. This module is essential for detecting zero-day attacks and
advanced persistent threats.

F. Natural Language Processing (NLP) Module

The NLP module processes unstructured data such as security reports and phishing emails. Text features
are represented using vectorization techniques:

V ={w,wy,ws,...,wp}
where w;represents word embeddings.

This module enhances threat intelligence by extracting actionable insights, improving detection of phishing and
social engineering attacks.

G. Prediction and Decision Module

The classification output is converted into probability using the sigmoid function:
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Ply=1lx)=

|
>

1+e
Decision rule:

. If P > 0.5— Malicious
. Else — Benign

This probabilistic approach improves decision-making and allows threshold tuning to balance precision and recall.

H. Visualization and Alert Prioritization Module

This module provides real-time dashboards for SOC analysts, displaying threat severity and system status.
Alert prioritization is based on risk scoring:

Risk = P(y = 11| x) X Impact
This reduces cognitive overload and helps analysts focus on critical threats.

I. Feedback and Adaptive Learning Module

Continuous feedback from analysts improves model performance through retraining. The updated model
minimizes loss iteratively:

6 =60-—-nVL(O)
where:
6= model parameters
n= learning rate

This ensures adaptive learning and long-term system improvement.

Table 5: Performance Comparison of Machine Learning Models

Model Accuracy | Precision | Recall | Fl-
(%) (%) (%) Score

(%)

Decision 86 85 84 84

Tree

SVM 88 87 86 86

Random 91 90 89 89

Forest

Gradient 93 92 91 91

Boosting

Proposed 96 95 94 94

Model

7.2 Result Analysis

From the performance results summarized in Table 1, it can be observed that the proposed framework
achieves superior results compared to conventional machine learning models across all considered evaluation
metrics. The achieved accuracy of 96% highlights the capability of the framework to accurately identify and
classify cybersecurity threats.
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The higher Precision score reflects the framework’s effectiveness in reducing false-positive alerts, which
plays a vital role in decreasing alert fatigue and improving analyst productivity within Security Operations Centers
(SOCs). Likewise, the enhanced Recall value demonstrates the system’s ability to identify a greater percentage of
genuine threats, thereby providing broader security coverage and strengthening the overall threat detection
capability.

7.3 Output /Visualization Results

Intelligent Intrusion Detection in Cybersecurity Using Machine a
Learning i

A Comprehensive Approach to Intelligent Intrusion
Detection in Cybersecurity Using Machine Learning

Fig 2: Home page

The home page provides an overview of the intelligent intrusion detection system, highlighting its
purpose, features, and workflow. It includes navigation options to upload data, view detection results, and monitor
system performance. The interface is designed to be user-friendly for both technical and non-technical users.

@ A Comprehensive Approach to Intelligent Intrusion Detection in

START INTRUSION DETECTION MODEL TRAINING

Fig 3: File upload page

The file upload page allows users to submit network traffic data or log files for analysis. It supports
multiple file formats and performs initial validation and preprocessing before feeding the data into the machine
learning model. Users receive confirmation once the file is successfully uploaded.

Fig 4: Detect page

The detection page displays the analysis results, indicating whether the input data contains normal or
malicious activity. It provides detailed incident information such as attack type, severity level, and affected
components. Visual summaries and logs help users understand and respond to detected threats effectively.
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Intrusion Risk Score : 5%

R Asalyze Tratc SOC inchders Hintory

Fig 5: Result page
VIII. Discussion

The proposed user-centric machine learning framework for intelligent intrusion detection is analyzed based on its
modular architecture. Each module contributes to improving detection accuracy, reducing false positives, and
enhancing SOC efficiency. The integration of mathematical models ensures robustness, scalability, and
interpretability.

A. Input and Data Collection Module

This module aggregates multi-source cybersecurity data, including network traffic, endpoint logs, and
threat intelligence feeds. The input dataset is represented as:

X ={x1,%5,%3,...,Xp}
where x;represents individual security features such as IP address, port activity, login attempts, and packet size.

The diversity of input data improves the model’s ability to detect both known and unknown threats.
However, heterogeneous data sources introduce complexity in preprocessing and integration.

B. Data Preprocessing Module

The preprocessing module enhances data quality by handling missing values, noise removal, and
normalization. Feature normalization is performed as:

where:
U= mean of feature values
o= standard deviation

This ensures uniform scaling of features, which improves convergence and stability of machine learning
models. Proper preprocessing significantly reduces false alarms and improves classification accuracy.

C. Feature Engineering and Selection Module

Feature engineering extracts meaningful attributes such as unusual login patterns, port scanning behavior,
and abnormal traffic flow. The relevance of features is evaluated using statistical measures:

1yn
= - L x.
u n =17

1 n
0% == (= )’
i=1

These measures help identify significant features contributing to intrusion detection. Effective feature
selection reduces dimensionality and enhances computational efficiency.

D. Machine Learning and Classification Module
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This module applies supervised learning algorithms such as Decision Trees, Random Forest, and
Gradient Boosting (XGBoost) for threat classification.

The prediction model is expressed as:
Pi = Xk=1fie ()

where:

¥;= predicted output

fi= decision tree functions
K= number of trees

The objective function is defined as:

L@) = Yo 1 d) + 2 206

where:
1(y;, ¥1)= loss function
Q(fy)= regularization term

The regularization term prevents overfitting:

1
Q) =yT+5A 0w 112
This module plays a crucial role in accurately classifying cyber threats while maintaining model generalization.
E. Anomaly Detection Module

To identify unknown attacks, anomaly detection techniques such as Isolation Forest are used. The
anomaly score is computed as:

_Eth®)
s(x,n) =2 <

where:
E(h(x))= expected path length
c(n)= normalization factor

Higher anomaly scores indicate suspicious activities. This module is essential for detecting zero-day attacks and
advanced persistent threats.

F. Natural Language Processing (NLP) Module

The NLP module processes unstructured data such as security reports and phishing emails. Text features
are represented using vectorization techniques:

V= {wy,wy,ws,...,wp}
where w;represents word embeddings.

This module enhances threat intelligence by extracting actionable insights, improving detection of phishing and
social engineering attacks.

G. Prediction and Decision Module

The classification output is converted into probability using the sigmoid function:

Py=11x) = =
( %) 1+e7y
Decision rule:

. If P > 0.5— Malicious

300



Tuijin Jishu/Journal of Propulsion Technology
ISSN: 1001-4055
Vol. 47 No. 03 (2026)

. Else — Benign
This probabilistic approach improves decision-making and allows threshold tuning to balance precision and recall.
H. Visualization and Alert Prioritization Module

This module provides real-time dashboards for SOC analysts, displaying threat severity and system status.
Alert prioritization is based on risk scoring:

Risk = P(y = 1 | x) X Impact
This reduces cognitive overload and helps analysts focus on critical threats.

Ix. Conclusion

From the performance results summarized in Table 1, it can be observed that the proposed framework
achieves superior results compared to conventional machine learning models across all considered evaluation
metrics. The achieved accuracy of 96% highlights the capability of the framework to accurately identify and
classify cybersecurity threats.

The higher Precision score reflects the framework’s effectiveness in reducing false-positive alerts, which
plays a vital role in decreasing alert fatigue and improving analyst productivity within Security Operations Centers
(SOCs). Likewise, the enhanced Recall value demonstrates the system’s ability to identify a greater percentage of
genuine threats, thereby providing broader security coverage and strengthening the overall threat detection
capability.
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