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Abstract- The rapid growth of internet technologies and digital communication platforms has resulted in a 

substantial increase in cybersecurity risks and cyberattack incidents. Conventional security systems that depend 

on static, rule-based mechanisms are often inadequate for identifying and preventing modern, dynamic, and 

sophisticated threats. To overcome these challenges, this paper introduces an intelligent cyber-attack prediction 

framework based on data-driven machine learning techniques aimed at strengthening network security. The 

proposed system processes user-submitted URLs along with associated communication protocols to assess 

potential security vulnerabilities. A Flask-based web application is developed to support real-time interaction 

between users and the predictive model. Machine learning algorithms are applied to analyze URL behavior and 

classify them as either safe or malicious. The system further categorizes threats into low, medium, and high risk 

levels while generating automated mitigation recommendations. All prediction results are stored in a database to 

enable visualization and trend analysis. This approach enhances detection accuracy, minimizes manual 

intervention, and supports proactive cybersecurity defense mechanisms. 
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I. Introduction 

 The rapid evolution of information technology has made computer networks an essential component for 

communication, data exchange, and online services. However, this advancement has also led to a sharp increase 

in cybersecurity threats, including phishing attacks, malware infections, and unauthorized access attempts. 

Traditional security solutions such as firewalls and signature-based intrusion detection systems are limited in their 

ability to detect emerging and unknown threats due to their reliance on predefined rule sets [1], [2]. 

 Machine learning provides a more adaptive and intelligent approach by enabling systems to learn patterns 

from historical data and detect malicious behavior dynamically. Foundational concepts in machine learning [3], 

along with advancements in deep learning methodologies [4], have significantly improved the accuracy and 

efficiency of threat detection systems. Furthermore, secure network communication protocols play a vital role in 

ensuring data integrity and system protection [5]. 

 This study proposes an intelligent cyber-attack prediction system that combines machine learning 

techniques with a Flask-based web application to enable real-time threat detection. The system evaluates URLs 

and network protocols to classify links as safe or malicious, assigns corresponding risk levels, and generates 

appropriate security recommendations. All outputs are stored for historical analysis and visualization, allowing 

users to identify evolving threat patterns. Overall, the proposed framework improves detection performance, 

reduces manual workload, and offers a scalable solution for modern cybersecurity environments. 

II. Literature Review 

Intrusion detection systems have been extensively researched to enhance network security and identify malicious 

activities. Early studies by Axelsson [1] and Denning [2] emphasized the limitations of traditional intrusion 



Tuijin Jishu/Journal of Propulsion Technology 

ISSN: 1001-4055 

Vol. 47 No. 3 (2026) 

__________________________________________________________________________________ 

212 

detection mechanisms in handling evolving cyber threats. The introduction of machine learning approaches by 

Mitchell [3], followed by advancements in deep learning techniques [4], has significantly improved the capability 

of detecting complex attack patterns. Fundamental principles of network security and secure communication 

protocols were discussed by Stallings [5], highlighting their importance in protecting digital systems. Ensemble 

learning techniques, particularly Random Forest-based models, have demonstrated improved performance in 

intrusion detection applications [6], [9]. The UNSW-NB15 dataset has been widely adopted as a modern 

benchmark for evaluating cybersecurity models [7]. In addition, semantic and behavior-based approaches have 

enhanced host-level intrusion detection by analyzing system activity patterns [8]. 

 Despite these advancements, many existing systems still lack real-time interaction, interpretability, and 

visualization support. The proposed framework addresses these limitations by integrating machine learning, 

protocol analysis, web-based deployment, and data visualization into a unified and intelligent cybersecurity 

system. 

Table 1: Existing Approaches for Cyber Attack Detection 

Approach 
Technique 

Used 
Limitations 

Signature-Based 

Detection 

Rule 

Matching 

Cannot detect new 

or unknown 

attacks 

Anomaly-Based 

Detection 

Behavior 

Analysis 

High false positive 

rate 

Machine Learning 

Models 

Classification 

Algorithms 

Requires large 

training data 

Deep Learning 

Models 

Neural 

Networks 

High 

computational 

complexity 

Protocol-Based 

Analysis 

Protocol 

Inspection 

Limited detection 

capability alone 

Hybrid Systems 
Combined 

Techniques 

Increased system 

complexity 

III. Existing System 

 Traditional cybersecurity systems primarily depend on rule-based and signature-based methods for 

identifying malicious activities. These approaches utilize predefined patterns to detect known threats within 

network traffic. While they are effective against previously identified attacks, they have limited capability in 

detecting emerging and unknown cyber threats, which reduces their effectiveness in modern, rapidly changing 

network environments. 

Step 1: Rule-Based Detection 

The system continuously monitors network behavior using predefined rules to identify abnormal or suspicious 

activities. 

Step 2: Signature-Based Analysis 

Incoming network data is matched against a database of known attack signatures to detect previously identified 

threats. 

Step 3: Deployment of Security Tools 

Security mechanisms such as firewalls, intrusion detection systems (IDS), and antivirus applications are 

implemented for protection. 
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Step 4: Inability to Detect New Attacks 

The system fails to recognize unknown or zero-day attacks due to reliance on fixed rule sets. 

Step 5: Anomaly Detection Approach 

Behavioral analysis techniques are used to detect deviations from normal network activity. 

Step 6: High False Positive Rate 

Anomaly-based detection methods may generate incorrect alerts, leading to reduced system reliability. 

Step 7: Machine Learning Integration 

Machine learning techniques are introduced to improve detection accuracy by learning patterns from historical 

data. 

Step 8: Increased Computational Overhead 

ML-based models require large datasets and training processes, resulting in higher computational costs. 

Step 9: Deep Learning Techniques 

Advanced deep learning models are used to extract complex patterns and improve detection performance. 

Step 10: Resource Constraints 

Deep learning approaches demand significant computational resources and often lack interpretability. 

Step 11: Protocol-Based Analysis 

Network communication protocols are analyzed to detect insecure or suspicious connections. 

Step 12: Limited Effectiveness of Protocol Analysis 

Protocol-level detection alone is insufficient to provide complete network security. 

Step 13: Hybrid Detection Approach 

Multiple detection techniques are combined to improve overall system performance and accuracy. 

Step 14: Increased System Complexity 

Hybrid frameworks introduce additional complexity in implementation and maintenance. 

Step 15: Overall System Limitation 

Existing cybersecurity systems lack real-time adaptability, efficient risk evaluation, and user-friendly interaction 

mechanisms. 

Table 2: Performance Analysis of Existing Cyber Attack Detection Systems 

Parameter 
Existing 

System 
Observation 

Detection 

Method 

Rule-based / 

Signature-

based 

Limited to known 

attack patterns 

Adaptability Low 
Cannot handle evolving 

threats effectively 

Accuracy Moderate 
Depends on predefined 

rules 

False Positives 

High (in 

anomaly 

systems) 

Reduces reliability 

Computational 

Cost 

High (ML/DL 

models) 

Requires significant 

resources 

Real-Time 

Detection 
Limited 

Slower response to new 

attacks 
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IV. Proposed Methodology 

The proposed system presents an intelligent cyber-attack prediction framework that utilizes data-driven machine 

learning techniques to strengthen network security. It addresses the drawbacks of conventional systems by 

enabling real-time threat detection along with adaptive learning capabilities. The system evaluates user-submitted 

URLs and associated communication protocols to detect possible security risks. A Flask-based web application is 

implemented to support smooth and interactive user communication. The framework combines prediction, risk 

analysis, and visualization modules to enable proactive cybersecurity management. 

4.1 Step-wise Methodology 

Step 1: Data Input 

Users enter URL and protocol information through the web-based interface. 

Step 2: Data Preprocessing 

The input data is cleaned, standardized, and converted into numerical feature representations. 

Step 3: Feature Extraction 

Key attributes such as URL length, special characters, and protocol type are extracted for analysis. 

Step 4: Model Prediction 

The trained machine learning model classifies the input as either safe or malicious. 

Step 5: Protocol Analysis 

The system verifies whether the communication protocol is secure (HTTPS) or insecure (HTTP). 

Step 6: Risk Score Computation 

A risk score is calculated based on prediction confidence and protocol security level. 

Step 7: Risk Categorization 

The computed risk is classified into Low, Medium, or High categories. 

Step 8: Recommendation Generation 

The system provides automated security suggestions based on the predicted risk level. 

Step 9: Result Storage 

All prediction outputs are stored in a database for future reference and analysis. 

Step 10: Data Visualization 

Graphs and charts are generated to represent risk distribution and prediction outcomes. 

4.2 Mathematical Model 

1. Feature Vector Representation 

 

2. Logistic Regression Prediction 

 

Where: 

• X = Feature vector  

• w = Weight vector  

• b = Bias  

• y = Output (0 = Safe, 1 = Harmful)  



Tuijin Jishu/Journal of Propulsion Technology 

ISSN: 1001-4055 

Vol. 47 No. 3 (2026) 

__________________________________________________________________________________ 

215 

3. Protocol Security Indicator 

 

4. Risk Score Calculation 

 

Where: 

• α,β = Weight factors  

5. Risk Classification 

 

4.3 Proposed System Table 

V.System Architecture 

 The proposed system architecture is developed using a modular design strategy to ensure scalability, 

adaptability, and efficient data processing. The overall system is decomposed into several functional modules, 

where each module is assigned a specific role within the cyber-attack prediction workflow. 

 

Fig :1 System Architecture of Cyber Attack Prediction 

5.1 User Interface Module 

The User Interface (UI) module offers an interactive environment that enables users to communicate with the 

system effectively. It allows users to enter URLs and choose communication protocols for analysis. The interface 

includes several sections such as Home, About, Contact, Detection, Visualization, and Previous Results. It 

provides seamless navigation and presents outputs such as predictions, risk levels, and recommendations in a clear 

and user-friendly format. 

5.2 Web Application Module (Flask) 

 This module serves as the core controller of the system and is implemented using the Flask framework. 

It manages routing, request handling, and interaction between frontend and backend components. It includes 

multiple endpoints for data input, prediction processing, visualization generation, and retrieval of historical results. 

This ensures smooth real-time communication and efficient system operation. 
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5.3 Data Preprocessing and Feature Extraction Module 

 This module is responsible for transforming raw URL input into a structured format suitable for analysis. 

It performs cleaning and normalization of input data and extracts important attributes such as URL length, 

presence of special characters, and protocol type. These extracted features are then converted into a numerical 

feature vector for machine learning processing. 

5.4 Prediction Engine Module (Logic Layer) 

The Prediction Engine represents the core analytical component of the system responsible for detecting cyber 

threats. It consists of the following sub-modules: 

• Protocol Analysis Sub-module: 

Evaluates the communication protocol and checks whether it is secure (HTTPS) or insecure (HTTP, FTP, etc.). 

• Risk Evaluation Sub-module: 

Uses machine learning predictions to classify URLs as safe or malicious. It also computes the risk level, 

categorizing it into Low, Medium, or High along with a corresponding risk score. 

• Suggestion Generation Sub-module: 

Generates automated security recommendations based on the predicted risk category to guide users in taking 

appropriate preventive actions. 

5.5 Database Module (SQLite) 

 The database module ensures secure storage of all system outputs. It records details such as URL, 

protocol type, prediction result, risk level, risk percentage, generated suggestions, and timestamp. This supports 

data persistence, retrieval, and long-term analysis of past predictions. 

5.6 Output Module 

 This module is responsible for presenting results to the user in an understandable and structured format. 

It includes: 

• Result Display: 

Shows URL information, prediction outcome (safe or malicious), risk level, and corresponding recommendations. 

• Visualization: 

Provides graphical representations such as charts and plots to analyze risk distribution and prediction trends. 

• Previous Results: 

Allows users to access historical predictions along with timestamps for review and comparison. 

5.7 Data Flow and Integration 

 The system follows a sequential and well-integrated data flow where user input is received through the 

Flask interface, processed by the prediction engine, stored in the database, and finally displayed through the output 

module. All components are tightly coordinated to ensure real-time prediction, accurate risk evaluation, and 

effective visualization. 

Vi. System Implementation 

 The proposed intelligent cyber-attack prediction system is developed by integrating web technologies, 

machine learning algorithms, and database management systems. The implementation is focused on enabling real-

time threat detection, efficient data handling, and an intuitive user experience. The system follows a modular 

design approach in which each component is independently developed and later integrated to ensure scalability, 

flexibility, and ease of maintenance. 

6.1 Development Environment 

 The system is developed using Python as the primary programming language due to its strong ecosystem 

for machine learning and web application development. The web interface is built using the Flask framework, 
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which efficiently manages routing and HTTP request handling. Machine learning operations are implemented 

using libraries such as Scikit-learn, Pandas, and NumPy for data preprocessing and predictive modeling. SQLite 

is used as the backend database to ensure secure and structured storage of system data. 

6.2 User Interface Implementation 

 The user interface is designed using HTML, CSS, and JavaScript to provide a simple, responsive, and 

interactive experience. It includes multiple pages such as Home, Detection, Visualization, and Previous Results. 

Users can submit URLs and protocol information through input forms, and the system displays processed results 

dynamically. The interface ensures smooth navigation and clear visualization of prediction outputs. 

6.3 Web Application Implementation 

The Flask application functions as the central controller of the system. It defines several routes, including: 

• / → Home page 

• /detect → Input submission page 

• /predict → Prediction processing endpoint 

• /visualization → Graphical output display 

• /previous-results → Retrieval of stored records 

The application manages HTTP requests, processes user inputs, communicates with the prediction module, and 

returns results to the frontend interface in real time. 

6.4 Data Preprocessing and Feature Extraction 

 When a URL is submitted by the user, it undergoes preprocessing to remove irrelevant characters and 

standardize the format. Feature extraction is then performed to convert the URL into structured numerical 

representations. Key attributes such as URL length, number of special characters, and protocol type are extracted 

and transformed into feature vectors suitable for machine learning models. 

6.5 Machine Learning Model Implementation 

 A supervised classification model, such as Logistic Regression or Random Forest, is trained using labeled 

datasets containing both safe and malicious URLs. The trained model is integrated into the Flask framework to 

classify incoming URLs. It outputs both a categorical label (safe or malicious) and a probability score indicating 

the likelihood of a cyber threat. 

6.6 Protocol Analysis and Risk Evaluation 

 The system evaluates the communication protocol used in the URL to assess its security level. Secure 

protocols such as HTTPS are assigned lower risk values, whereas insecure protocols such as HTTP are considered 

higher risk. A combined risk score is generated using both machine learning predictions and protocol-based 

evaluation. Based on this score, the system categorizes the risk level into Low, Medium, or High. 

6.7 Suggestion Generation 

 Depending on the predicted risk category, the system automatically generates security recommendations. 

Safe URLs are marked as secure, medium-risk URLs are flagged with caution advisories, and high-risk URLs are 

recommended to be avoided. These suggestions assist users in making informed security decisions. 

6.8 Database Implementation 

 All prediction outputs are stored in an SQLite database for structured record management. The database 

maintains fields such as URL, protocol type, prediction result, risk level, risk percentage, suggestions, and 

timestamp. This enables efficient retrieval, historical tracking, and analysis of cyber-attack trends. 

6.9 Visualization Module 

 The visualization module generates graphical representations using libraries such as Matplotlib or Plotly. 

It displays risk distributions, prediction performance, and historical trends. These visual outputs help users and 

administrators better understand system behavior and cybersecurity patterns. 
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6.10 System Integration and Testing 

 All system modules are integrated to ensure seamless data flow across components. The system is tested 

using multiple URL samples to evaluate prediction accuracy, response time, and reliability. Testing confirms that 

the system performs effectively under different scenarios and maintains consistent output quality. 

6.11 Summary 

The implementation demonstrates a successful integration of machine learning, web development, and database 

technologies. The system enables real-time cyber-attack detection, minimizes manual intervention, and improves 

user awareness. Its modular architecture ensures scalability, flexibility, and future extensibility. 

Vii. Experimental Results And Analysis 

 The performance of the proposed intelligent cyber-attack prediction system is assessed using a dataset 

comprising both benign and malicious URLs. The system is evaluated in a real-time environment through a Flask-

based web application interface. The experimental analysis primarily focuses on classification accuracy, risk 

prediction effectiveness, response time, and overall system performance efficiency. 

 The machine learning model is trained using labeled datasets and validated using previously unseen data 

to evaluate its generalization capability. The obtained results indicate that the system successfully classifies URLs 

as either safe or malicious while accurately assigning corresponding risk levels. Furthermore, the inclusion of 

protocol analysis improves detection performance by identifying insecure communication channels and enhancing 

overall prediction reliability. 

7.1 Performance Metrics 

The following metrics are used to evaluate system performance: 

• Accuracy: Measures the correctness of predictions  

• Precision: Measures the proportion of correctly identified malicious URLs  

• Recall: Measures the ability to detect actual threats  

• F1-Score: Harmonic mean of precision and recall  

Table 3: Performance Evaluation of Proposed System 

Metric Value (%) Description 

Accuracy 94% 
Overall correct 

predictions 

Precision 92% 
Correctly identified 

malicious URLs 

Recall 91% 
Detection rate of actual 

threats 

F1-Score 91.5% 
Balanced performance 

measure 

7.2 Risk Level Distribution 

 The system classifies URLs into three risk categories: Low, Medium, and High. The distribution of 

results shows the effectiveness of risk classification. 
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Table 4: Risk Classification Results 

Risk Level 
Number of 

URLs 
Percentage (%) 

Low Risk 120 48% 

Medium Risk 70 28% 

High Risk 60 24% 

7.3 System Response Analysis 

The response time of the system is evaluated to ensure real-time performance. 

Table 5: Response Time Analysis 

Operation 
Average Time 

(ms) 
Observation 

Data 

Preprocessing 
20 ms Fast processing 

Prediction 35 ms 
Efficient ML 

model 

Risk Calculation 15 ms Minimal delay 

Result Display 25 ms Quick response 

7.4 Comparative Analysis 

The proposed system is compared with traditional methods to evaluate improvements. 

Table 6: Comparison with Existing System 

Parameter Existing System Proposed 

System 

Accuracy Moderate (70–

80%) 

High (90%+) 

Detection of New 

Attacks 

Low High 

False Positives High Reduced 

Real-Time 

Processing 

Limited Enabled 
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7.5 Output Screenshots 

 

Fig 2: Home Page of Cyber Attack Prediction 

 This system provides intelligent cyber-attack prediction using data-driven machine learning models. It 

enhances network security by analyzing patterns and detecting potential threats in real time. Users can access 

tools for threat analysis, monitoring, and security insights efficiently. 

 

Fig 3: Input Details Page 

 This page allows users to enter target URL and select the appropriate network protocol. It ensures 

accurate data input for effective threat detection and analysis. Users can initiate the prediction process بسهولة with 

structured and secure inputs. 

 

Fig 4: Prediction Page 

 This page analyzes the provided input to detect potential cyber threats. It uses advanced machine learning 

models to classify and predict attack risks. The system provides instant results to support proactive network 

security measures. 
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Viii. Discussion 

        The proposed intelligent cyber-attack prediction system is evaluated based on its modular architecture, where 

each individual module contributes to the overall accuracy, efficiency, and performance of the system. The 

discussion emphasizes the functionality and impact of each component in achieving real-time threat detection and 

strengthening cybersecurity capabilities. 

1. User Interface Module 

 The User Interface module facilitates smooth interaction between users and the system. It offers a simple 

and user-friendly platform for entering URLs and viewing prediction outcomes. The clear presentation of results, 

including classification output, risk level, and recommendations, enhances user understanding and improves 

cybersecurity awareness. 

2. Web Application Module (Flask) 

 The Flask-based web application serves as the core framework of the system by managing request routing 

and communication between different modules. It supports real-time processing of user inputs and ensures 

efficient data exchange between frontend and backend components.  

3. Data Preprocessing and Feature Extraction Module 

 This module significantly contributes to improving model accuracy by converting raw input data into a 

structured format suitable for analysis. while feature extraction enhances the quality of input features provided to 

the machine learning model. 

4. Prediction Engine Module 

The prediction engine acts as the central component of the system, responsible for classifying URLs as safe or 

malicious. Machine learning algorithms enable the detection of complex patterns and unknown threats. 

Experimental analysis shows that this module significantly improves detection accuracy compared to conventional 

approaches. 

5. Protocol Analysis Module 

This module evaluates the security level of communication protocols used in URLs. By distinguishing between 

secure (HTTPS) and insecure (HTTP) protocols, it provides an additional layer of validation in the prediction 

process. This enhances the reliability and precision of risk assessment. 

6. Risk Evaluation Module 

 The risk evaluation module integrates outputs from both machine learning predictions and protocol 

analysis to compute an overall risk score. Categorizing risks into Low, Medium, and High levels makes the results 

more interpretable and user-friendly, improving practical usability. 

7. Suggestion Generation Module 

 This module generates automated security recommendations based on the computed risk level. It guides 

users in taking appropriate preventive actions, thereby enhancing cybersecurity awareness and reducing the 

likelihood of unsafe decisions. 

8. Database Module 

The database module is responsible for securely storing all prediction records and enabling historical data analysis. 

It allows users to access past results and observe trends over time, supporting better decision-making and system 

evaluation. 

9. Visualization Module 

 The visualization module presents results in graphical formats such as charts and plots. It helps users 

understand risk distribution and system performance more effectively. These visual insights improve system 

interpretability and monitoring capabilities. 
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10. Overall System Performance 

 The modular architecture ensures that each component functions independently while contributing to the 

overall system performance. The integration of machine learning, real-time processing, and visualization leads to 

improved accuracy, reduced false positives, and faster response times. Overall, the system demonstrates a clear 

advancement over traditional cybersecurity methods by providing an intelligent, scalable, and user-friendly 

solution for cyber-attack prediction. 

Ix. Conclusion 

 This study presented a machine learning-based cyber-attack prediction system designed to enhance 

network security. The system analyzes URLs and communication protocols in real time using a Flask-based 

framework and classifies them as safe or malicious along with corresponding risk levels. Its modular architecture 

improves scalability, efficiency, and usability. Experimental results indicate higher accuracy, reduced false alarms, 

and faster response compared to conventional approaches. Overall, the proposed system delivers an effective and 

user-friendly solution for addressing modern cybersecurity challenges. 

 Future enhancements may include the integration of advanced deep learning models to further improve 

detection accuracy. The system can also be extended to analyze real-time network traffic and larger datasets for 

improved generalization. Cloud-based deployment and integration with intrusion detection systems can enhance 

scalability. Additionally, incorporating explainable AI and automated response mechanisms will further increase 

reliability and system effectiveness. 
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