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Abstract- With billions of users worldwide, social media platforms have become essential channels for
communication and information sharing. However, the rapid expansion of these platforms has also led to a
significant increase in fake accounts used for malicious activities such as phishing, spam campaigns, fraudulent
advertising, and the spread of misinformation. Traditional detection approaches based on rule-based filtering and
manual moderation are insufficient to handle large-scale data and are ineffective against sophisticated fraudulent
behaviors. To address these limitations, this study proposes an artificial intelligence-driven fake account detection
system that integrates machine learning techniques with behavioral feature analysis. The system evaluates user
profile attributes such as follower count, account age, posting frequency, and username characteristics to classify
accounts as genuine or fake. Multiple machine learning models, including Random Forest, Support Vector
Machine, and Neural Networks, are trained and evaluated for performance comparison. A Flask-based web
interface enables real-time prediction and visualization of results. Feature scaling, encoding, and automated model
selection further enhance detection accuracy and system efficiency. Experimental results demonstrate improved
classification performance compared to conventional approaches, supporting scalable deployment in real-world
environments. The proposed framework provides an intelligent, automated, and transparent solution for
strengthening security in online social networks.

Keywords: Random Forest, Neural Networks, Machine Learning, Artificial Intelligence, Fake Account
Detection, and Cybersecurity.

I.Introduction

Social media platforms such as Facebook, Instagram, and X (formerly Twitter) have transformed global
communication by enabling instant information sharing and online collaboration. The exponential growth of users
has also increased vulnerability to malicious activities conducted through automated bots and fake accounts [10],
[23]. These fake profiles are commonly used for spreading misinformation, conducting scams, manipulating
public opinion, and disrupting online communities [16]—[18]. The rising sophistication of coordinated bot
networks highlights the need for advanced detection systems capable of operating at scale [11], [22].

Traditional moderation techniques based on manual review and rule-based filtering are no longer
sufficient due to the massive volume of user-generated content. Static and keyword-based systems lack contextual
understanding and fail to adapt to evolving attack strategies, resulting in reduced detection accuracy and poor
scalability [14], [24]. Consequently, modern cybersecurity systems increasingly rely on Artificial Intelligence (AI)
and Machine Learning (ML) techniques to automate detection processes.

Machine learning algorithms analyze behavioral patterns and identify relationships between user
attributes and fraudulent activity, enabling adaptive and data-driven classification of social media accounts [1],
[4]1, [5]. Key indicators such as follower-following ratio, posting frequency, account age, and profile metadata
play a crucial role in identifying suspicious behavior [9], [13]. In addition, anomaly detection techniques enhance
system performance by identifying deviations from normal user behavior patterns [6], [20]. Recent advancements
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in deep learning and natural language processing further improve detection of coordinated spam activities and
misinformation campaigns across social platforms [2], [8].

Motivated by these challenges, this study proposes an Al-powered fake account detection system
implemented using Python and the Flask web framework. The system performs preprocessing, feature encoding,
normalization, and supervised model training. The best-performing model is automatically selected and deployed
for real-time prediction through a web-based interface supported by visualization analytics.

Contributions of this work include:

. Development of a complete automated pipeline for fake account detection
. Comparative evaluation of multiple machine learning models
. Automatic best-model selection mechanism

The proposed framework demonstrates how Al-based techniques can enhance cybersecurity by
providing scalable, accurate, and adaptive solutions for detecting fake accounts in modern social media platforms
[25], [30].

Ii.Literature Review

The detection of fake accounts and social bots on social media has been widely studied due to increasing
cybersecurity threats and large-scale user activity. Early research focused on anomaly detection techniques using
statistical methods, machine learning, and behavioral similarity analysis [20]. Foundational data mining
approaches also contributed to pattern recognition in user behavior analysis [5]. Initial bot detection systems relied
on rule-based and behavioral signatures, which were effective in controlled environments but lacked adaptability
to evolving bot strategies [14].

With the advancement of machine learning, supervised algorithms such as Support Vector Machines,
Random Forest, and Logistic Regression improved classification performance; however, these approaches
depended heavily on manually engineered features, limiting scalability [4], [19]. Deep learning techniques further
enhanced detection accuracy by automatically learning hierarchical feature representations from large datasets [2],

[9].

More recent research has focused on transformer-based NLP models and hybrid frameworks that
combine textual, temporal, and behavioral features to improve fake account detection and misinformation analysis
[8], [16], [17]. The availability of scalable frameworks such as Scikit-learn and PyTorch has enabled efficient
model deployment [28], [29], while explainable Al techniques have improved interpretability of predictions [26].

Despite these advancements, challenges such as class imbalance, evolving adversarial behaviors, and
real-time detection requirements remain significant. Therefore, there is a growing need for robust, scalable, and
adaptive systems capable of addressing dynamic cyber threats and malicious Al-driven activities [18], [30].

Table 1: Summary of Existing Fake Account Detection Approaches

Study Focus | Techniques | Contribution | Limitation
Used

Rule-based Keyword Simple Easily

Detection Filters automation bypassed

ML SVM, Improved Feature

Classification | Naive accuracy dependent
Bayes

Deep Neural Pattern High

Learning Networks recognition computation
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Behavioral Graph Bot detection | Complex
Analysis Models implementation
Ensemble Random High Requires
Models Forest reliability training data

Lii.Existing System
A. Current Detection Methods

Current fake account detection approaches primarily depend on manual verification processes or rule-based
filtering mechanisms. Manual inspection of suspicious profiles is highly resource-intensive and cannot scale
effectively with the massive volume of users on modern social media platforms. Similarly, keyword-based and
static detection systems are commonly used to flag repetitive messages, spam content, or suspicious links;
however, these methods are limited in their ability to interpret contextual user behavior. As a result, they fail to
adapt to evolving adversarial strategies, where attackers continuously modify account patterns to bypass detection
systems, leading to reduced accuracy and effectiveness in real-world scenarios.

B. Identified Problems

Major limitations include:

. Poor scalability

. High human bias

. Lack of automation

. Limited contextual understanding
. Absence of real-time prediction

Table 2: Limitations of Existing Systems

Aspect Existing Systems

Detection Method Manual / Rule-Based

Context Awareness Not Supported

Automation Partial
Accuracy Moderate
Transparency Low

C. Problem Definition

The primary challenge is to design an intelligent automated system capable of scalable deployment,
effective analysis of user behavioral characteristics, and accurate identification of fraudulent social media
accounts.

Iv. Proposed Methodology

The proposed methodology adopts an Al-driven framework for detecting fake social media profiles by
analyzing user attributes and behavioral patterns. Initially, data is collected from relevant sources and
preprocessed to eliminate inconsistencies and ensure normalization. Key features such as follower count, account
age, posting frequency, and activity rate are extracted and converted into structured numerical representations.
Multiple machine learning models are then trained and evaluated to determine the most effective classifier. Finally,
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the best-performing model is deployed to predict whether a profile is genuine or fraudulent, enabling efficient and
reliable detection.

The overall system follows a structured machine learning pipeline that transforms raw user data into meaningful
predictive insights.

Steps:

1 Dataset upload through Flask interface

2 Data preprocessing and feature selection

3 Label encoding of categorical attributes

4 Feature normalization using StandardScaler
5 Training multiple machine learning models
6 Model evaluation and best model selection

7 Real-time fake account prediction

A. Data Collection

Datasets containing user-related attributes such as follower count, bio length, posting frequency, and
account age are collected from social media platforms or repositories.

B. Data Preprocessing

Datasets containing user-related attributes such as follower count, bio length, posting frequency, and
account age are collected from social media platforms or repositories.

C. Feature Encoding

Categorical attributes related to platform or user type are transformed into numerical format using label
encoding techniques for model compatibility.

L(z;)) =k

D. Feature Scaling

Standardization ensures uniform feature distribution.

z-X—#
o
Where:
. X = Original feature value
. 1 = Mean of feature
. o = Standard deviation

E. Machine Learning Classification
Algorithms used:

¢ Random Forest Classifier
Prediction = Mode(T\(z), Ty(z), ..., Tn(z))

Where:
. Tn = individual decision tree.

e  Support Vector Machine
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w-r+b=10

Used for separating fake and real accounts using hyperplane classification.

e Neural Network (MLPClassifier)

= (S 1)

Where:

. wi = weights

. xi = inputs

. b = bias

. f = activation function.

F. Candidate Prediction Process
Algorithm: Fake Account Detection

Input: User profile features
Output: Fake or Real classification

1. Encode platform feature
2 Normalize feature values
3. Apply trained model

4 Generate prediction

5. Display result via web interface

V.System Architecture

START

DATA

COLLECTION 4" TRAINING DATA I

DATA PRE- I MODEL BUILDING I

PROCESSING

v

TESTING

PREDICTIONS

I DATA SPLITTING H

Fig 1: System Architecture

A structured and modular pipeline design is adopted in the system architecture to detect malicious and
fraudulent social media profiles. The process begins with the data collection module, which gathers user profile
information from CSV-based datasets. The collected data is then forwarded to the preprocessing module, where
missing values are handled, inconsistencies are removed, and categorical attributes are converted into numerical
format to ensure clean and normalized data.

After preprocessing, the dataset is divided into training and testing subsets using a data splitting module
to enable unbiased model evaluation. The training data is then passed to the model building module, where
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multiple machine learning algorithms such as Random Forest, Support Vector Machine (SVM), and Neural
Networks are trained to learn patterns that distinguish genuine profiles from fake ones. Once training is completed,
the testing module evaluates model performance using metrics such as accuracy, precision, and recall. Finally, the
prediction module utilizes the best-performing model to classify new user profiles as either authentic or fraudulent.

This modular architecture ensures scalability, efficiency, and accurate detection while also enabling easy
integration with real-world social media platforms.

1 Begin

Represents the start of the system workflow for fake profile detection. It ensures that all required inputs
and system components are initialized and ready for processing.

2 Data Collection

Collects user information from CSV-based social media datasets. The dataset typically includes attributes
such as account age, bio description, follower count, and following count. This serves as the raw input for the
system.

3 Data Preprocessing

Removes noise, handles missing values, and cleans the dataset. Categorical features are transformed into
numerical representations using encoding techniques. This step improves model performance by ensuring
standardized and consistent input data.

4. Splitting Data
D = Dl‘?'m'n + Dl‘f:.':'f

Training ratio: 80%

Testing ratio: 20%
Creates training and testing datasets from the original dataset, typically using an 80:20 ratio. This ensures objective
and unbiased evaluation of machine learning models.

5 Training Process
Utilizes the training dataset to feed machine learning algorithms. This phase helps models learn
meaningful patterns and relationships between authentic and fraudulent social media accounts.

6 Model Development

Applies machine learning algorithms such as Support Vector Machine (SVM), Random Forest, and
Multilayer Perceptron (MLP) or neural networks. The processed data is used to train multiple models, and the
best-performing model is selected based on evaluation metrics such as precision and accuracy.

7 Evaluation Phase

Uses the testing dataset to assess model performance. Metrics such as accuracy, precision, and recall are
calculated to evaluate how well the model generalizes to unseen data and ensures reliable performance on new
inputs.

8 Prediction Phase
The trained model is used to classify new user inputs. It determines whether a social media account is
fake or real and presents the final prediction results to the user.

Vi. System Implementation

This section describes the practical implementation of the proposed Al-driven system for detecting
malicious and fake social media profiles. The implementation focuses on the development environment, tools,
algorithms, and workflow used to design and deploy the system effectively.
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A. Development Environment

The system is implemented using the Python programming language due to its strong support for data
analysis, machine learning, and web development. The application is developed using the Flask framework, which
provides a lightweight and flexible environment for building web-based interfaces. The system runs on a standard
computing environment with adequate processing capability to support data preprocessing and model training
operations.

B. Software and Hardware Requirements

Table 3: Software and Hardware Requirements

Component Specification
Overatine Svstem Windows  7/8/10 or
P g5y above
p .
rogramming Python
Language
Framework Flask
Pandas, NumPy, Scikit-
Libraries learn, Matplotlib,
Seaborn
RAM Minimum 4 GB
Storage 1 GB free space

C. Data Handling and Preprocessing

The system accepts input data in CSV format containing user profile attributes. The dataset is loaded
using data processing libraries and analyzed for structure and quality. Preprocessing involves removing irrelevant
attributes, handling missing values, and selecting significant features such as platform type, follower count, and
activity metrics. Categorical variables are converted into numerical form using label encoding techniques. Feature
scaling is then applied using standardization methods to normalize the data and enhance model performance.

D. Model Implementation

Multiple machine learning algorithms are implemented to classify social media profiles, including
Random Forest, Support Vector Machine (SVM), and Multi-Layer Perceptron (Neural Network). The dataset is
split into training and testing sets to ensure unbiased evaluation. Each model is trained on the training data and
evaluated on the testing data. Performance is measured using accuracy, and the best-performing model is selected
for deployment.

E. Model Training and Evaluation

During training, the models learn patterns that differentiate fake profiles from genuine ones. After
training, the models are evaluated using unseen data to measure performance. Accuracy is used as the primary
evaluation metric, and the best-performing model is saved using serialization techniques for future predictions.

F. Visualization and Analysis

Visualization techniques are used to better understand the dataset and model performance. Graphs such
as class distribution plots, correlation heatmaps, and accuracy comparison charts are generated using visualization
libraries. These visualizations help identify feature relationships and evaluate model behavior effectively.

147



Tuijin Jishu/Journal of Propulsion Technology
ISSN: 1001-4055
Vol. 47 No. 3 (2026)

G. Deployment Using Flask

The system is deployed as a web application using the Flask framework. It includes multiple interfaces

such as:

. Home page for navigation

. Training page for dataset upload and model training
. Detection page for entering user profile details

User inputs are processed using the trained model, and predictions are displayed on the interface. The
system dynamically loads saved models and preprocessing components to ensure real-time prediction capability.

H. Prediction Process

During prediction, user inputs such as platform type, follower count, and activity metrics are collected
through a web form. These inputs are preprocessed using the same encoding and scaling techniques used during
training. The processed data is then passed to the trained model, which classifies the profile as either fake or real.
The final result is displayed with a clear prediction message.

I. Implementation Outcome

The implemented system successfully automates the detection of fake social media profiles. It delivers
accurate predictions, efficient processing, and an intuitive user interface. The modular architecture ensures
scalability and facilitates easy integration into real-world applications.

Vii. Experimental Results And Analysis

This section presents the experimental evaluation of the proposed Al-driven system for detecting malicious and
fake social media profiles. The objective is to assess the effectiveness, accuracy, and reliability of the system
using standard machine learning evaluation techniques. Experiments are conducted on a structured dataset
containing labeled instances of genuine and fake user profiles. The dataset is preprocessed and divided into
training and testing subsets to ensure unbiased model evaluation.

A. Experimental Setup

The experiments are implemented using Python along with relevant machine learning libraries. The
dataset is split into training and testing sets using an 80:20 ratio. Feature scaling and encoding techniques are
applied prior to model training. Multiple classification algorithms, including Random Forest, Support Vector
Machine (SVM), and Multilayer Perceptron (MLP), are trained and evaluated to identify the best-performing
model.

B. Performance Metrics

The performance of the proposed system is evaluated using standard classification metrics that provide
a comprehensive assessment of model behavior:

. Accuracy — Measures the overall correctness of the model in classifying user profiles.

. Precision — Indicates the proportion of correctly identified fake profiles among all profiles predicted as
fake.

. Recall — Evaluates the model’s ability to correctly identify actual fake profiles.

. F1-Score — Provides a balanced measure by combining precision and recall into a single metric.

C. Results of Classification Models

The performance of different machine learning models is compared based on their accuracy scores. The
results indicate that ensemble-based approaches generally outperform individual models due to their ability to
capture complex relationships among features and reduce prediction errors.
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Table 4: Classification of Models on Accuracy

Model Accuracy
Random Forest High
SVM Moderate
Neural Network High

Among these models, the Random Forest classifier achieves the best performance due to its robustness
and ability to reduce overfitting.

D. Visualization Results

To improve interpretation and understanding of the experimental outcomes, several visualization
techniques are employed:

. Class Distribution Plot — Illustrates the balance between fake and genuine profiles within the dataset.

. Correlation Heatmap — Represents relationships among different features, assisting in effective feature
selection.

. Model Accuracy Graph — Provides a visual comparison of the performance of different classification
algorithms.

These visualizations help in identifying underlying data patterns, evaluating feature importance, and
assessing overall model effectiveness.

E. Comparative Analysis

The proposed Al-based system is evaluated against traditional fake account detection techniques such as
rule-based filtering and keyword-based methods. Unlike conventional approaches, which rely on static rules and
predefined patterns, the proposed system leverages machine learning models to learn behavioral patterns from
data. This enables improved adaptability, higher detection accuracy, and better generalization to unseen data,
making it more effective in real-world scenarios.

Table 5: Compared with Traditional Methods and Proposed System

Criteria Traditional Proposed
Methods System
Accuracy Moderate High
Automation | Limited Full
Scalability Low High
Adaptability | Poor Good

The results clearly show that the proposed system significantly improves detection accuracy and efficiency.
F. Result Interpretation

The experimental results demonstrate that the proposed system effectively identifies fake social media
profiles with high accuracy. The integration of machine learning models enables the system to capture complex
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behavioral patterns that are not easily detectable using traditional detection methods. Among the evaluated
algorithms, the Random Forest model performs best due to its ensemble learning approach and strong capability
to handle high-dimensional data.

G. Summary of Findings

*» The proposed system achieves high accuracy in detecting fake social media profiles.

* Machine learning-based approaches outperform traditional rule-based detection methods.
» Random Forest is identified as the most effective classification model.

* Visualization techniques enhance the interpretability and understanding of results.

H. Algorithm Comparison

Table 6: Comparison of Algorithm with Accuracy

Algorithm Accuracy
Random Forest 96%
Neural Network 95%
SVM 93%

I. Prediction Results

Table 7: Prediction Results of Fake Profiles Across Social Media Networks

Platform | Followers | Age Posts/Day | Result
Instagram | 50 10 12 Fake
Twitter 1200 600 2 Real
Facebook | 80 5 15 Fake

J. Output Screen shorts

Fig 2: Home Page of Fake Profiles
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Al-Driven Fake Profile Detection System identifies malicious and fraudulent accounts across social
media platforms. The system uses machine learning and behavioral analysis to classify user profiles as real or
fake. It enhances online security by reducing spam, scams, and fake identity activities.

Fig 3: Input Details Page

Enter or upload user profile data such as username, activity patterns, and engagement details. The system
collects input features required for fake account prediction analysis. Accurate data submission improves detection
reliability and model performance.

Fig 3: Detection Page

Detection Page (Fake Account)

The system analyzes profile behavior and identifies suspicious activity patterns. The results indicate that
the account exhibits characteristics consistent with a fake or malicious profile. Immediate action is recommended
to mitigate potential security risks.

Detection Page (Real Account)

The system evaluates user behavior and confirms normal activity patterns. The profile is classified as a
genuine and trustworthy social media account, with no suspicious or fraudulent behavior detected.

Viii. Discussion
This section analyzes the effectiveness, practical implications, and limitations of the proposed Al-driven
system for detecting malicious and fake social media profiles. The experimental results demonstrate that

integrating machine learning techniques significantly improves the accuracy and efficiency of profile
classification compared to traditional methods.

A. Effectiveness of the Proposed System

The proposed system effectively addresses the limitations of manual and rule-based detection approaches
by automating the classification process. Machine learning models, particularly the Random Forest classifier,
achieve high accuracy in distinguishing between genuine and fake profiles. The system’s ability to analyze
multiple features such as user behavior, account activity, and profile attributes contributes to improved detection
performance.
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B. Comparison with Traditional Methods

Traditional fake profile detection methods rely on static rules and threshold-based filtering, which are
often insufficient for capturing complex behavioral patterns. In contrast, the proposed system utilizes data-driven
learning to identify hidden relationships among features, resulting in improved generalization and adaptability.
The comparative analysis confirms that the Al-based approach outperforms conventional methods in terms of
accuracy, scalability, and automation.

C. Scalability and Practical Applicability

The system is designed with a modular architecture, making it scalable and suitable for large datasets
commonly encountered on social media platforms. The web-based implementation ensures ease of use and
accessibility. Additionally, the system can be integrated into existing social media monitoring tools or security
frameworks to enable real-time fake account detection.

D. Limitations of the System

Despite its advantages, the proposed system has certain limitations. Its performance heavily depends on
the quality and diversity of the training dataset. Biased or incomplete data may lead to inaccurate predictions.
Furthermore, the current approach focuses primarily on structured data and may not fully capture evolving
behavioral patterns of malicious users. Computational cost and periodic model retraining are additional challenges.

E. Future Improvements

Future enhancements may include integrating deep learning techniques for improved feature
representation and pattern recognition. Real-time data stream processing and anomaly detection methods can
further enhance system performance. The incorporation of explainable Al can improve transparency and user trust.
Expanding the system to support multi-platform and multilingual data would also increase its applicability.

F. Practical Implications

The proposed system has significant implications for improving online safety and trust. It can assist
social media platforms in proactively identifying and removing fake accounts, thereby reducing misinformation
and fraudulent activities. Organizations can also utilize this system to strengthen cybersecurity measures and
protect users from malicious interactions.

Ix. Conclusion

This research presents an Al-driven framework that leverages machine learning techniques to detect fake
and malicious social media profiles. The proposed system analyzes user attributes and behavioral patterns to
classify accounts as genuine or fraudulent. By integrating data preprocessing, feature engineering, and multiple
classification models, the system achieves high accuracy and outperforms traditional rule-based methods in
efficiency, scalability, and reliability. Among the evaluated models, the Random Forest classifier demonstrates
superior performance due to its ability to handle complex and high-dimensional data.

The web-based implementation and modular architecture ensure ease of deployment, reduced manual
effort, and improved decision-making. However, the effectiveness of the system depends on the quality of training
data and requires periodic updates to adapt to evolving malicious behaviors. Future work will focus on integrating
explainable Al, real-time detection capabilities, and advanced deep learning techniques. Enhancements such as
handling unstructured data, reducing bias, and enabling multi-platform and multilingual support will further
improve system robustness and applicability. These advancements will contribute to building a more intelligent,
scalable, and secure social media environment.
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