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Abstract:-  Secure file management has become a key concern in the current digital landscape, where sensitive 

information is exchanged and stored regularly for personal, academic and sprofessional activities. In addition to 

holding such sensitive information as business contracts, health records, legal documents and financial 

information, the potential for confidentiality of these types of information is increasing due to cyber threats from 

unauthorized access, phishing attacks, ransomware and insider leaks. The above-mentioned data risks demand 

effective systems to protect files from being tampered with, stolen or misused, while at the same time allowing 

users to continue access and control of the files they create or manage. 

Typical file storage solutions have restrictions on how securely they can provide file storage and may use 

proprietary methods of encryption/security that lack transparency and strong encryption/protective controls, thus 

exposing confidential information  to potential data breaches. The mentioned  problems can be solved through 

cryptography by using systematic methods to convert human-readable information  into  unreadable but secure 

formats to ensure the confidentiality, integrity, and authenticity of the information stored. 
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1. Introduction 

With today’s digital data exchange as a common practice and the foundation of all personal, academic and 

professional activities, safeguarding sensitive files is now a fundamental requirement. Whether it's a business 

contract, a health record, or any other confidential document, organizations and individuals alike must 

continuously monitor their file security to ensure no one can gain unauthorized access, or manipulate confidential 

data. Cybersecurity threats of all types such as unauthorized access, phishing, ransomware and insider leaks 

contribute to the increasing urgency of having developed and established systems for securely managing files. 

    While traditional file storage solutions are a convenient method of storing files, often they’re lacking built-in 

mechanisms         to provide strong encryption capabilities, or rely on proprietary security practices that aren't 

transparent to end users. As such, there has been growing demand for applications that allow individuals and 

organizations complete control of their data's security. This is where cryptography plays an important role in 

satisfying that demand by providing standardized ways to convert information into an unreadable format while 

maintaining the following qualities:confidentiality, integrity, and authenticity. 

Of the various methods used to protect data with cryptography, symmetric encryption (i.e., AES) offers the speed 

and efficiency necessary to process large files. However, symmetric encryption has a key distribution issue 

because the same secret key must be securely exchanged between both sender and recipient. In contrast, 

asymmetric encryption (i.e., RSA), provides a better solution to the key distribution problem by using different 

keys for different types of encryption. For example, the sender generates a public/private keypair during 

asymmetric encryption; the public key  is used to encrypt the message, the private key is retained only by the 

owner  of the private key, and the recipient uses it to decrypt the message. 
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2. Methods 

The methodology of the Secure File Transfer System proposed in this document incorporates the use of hybrid 

cryptography to create an online solution for file transfers that incorporates both confidentiality  and secure key  

management. This is accomplished through the use of symmetric cryptography to provide speed and efficiency 

when transferring files, while still utilizing the asymmetric characteristics of asymmetric cryptography to protect 

the keys used in the system (e.g., managing the use and limits of each user's cryptographic keys). The Advanced 

Encryption Standard (AES) was implemented to encrypt the contents of documents transferred over a secure 

connection using AES with a key length of 256 bits (i.e., symmetric encryption), while the Rivest-Shamir-

Adleman (RSA) algorithm was implemented as a method to encrypt and ensure that the AES key used to encrypt 

the document is not used inappropriately. The frontend application of the Secure File Transfer System was 

developed using the Flask framework as a web application utilizing Python programming language, and with the 

implementation of Tiny DB used as the database used to store each user's user profile information, as well as 

metadata concerning the files uploaded  by each user. 

1. Total System Design and Implementation 

The total system architecture is designed around a modular system design, with each functional module 

performing the functions of the secure  file transfer system (e.g., Register User, Authenticate User, Upload File, 

Store File, Encrypt/Decrypt File, Download File). In this instance, the modular design utilizes Flask to create an 

application that processes Hypertext Transfer Protocol (HTTP) requests, establishes and manages a session for 

each user interacting with the system using an HTTP session, and to define separate routes for each of the five 

above-mentioned modules. The modular design enhances the maintainability, extensibility, and testability of the 

secure file transfer application. 

For each registered user using the Secure File Transfer Application, a unique system workspace is created on the 

server. A workspace is a specified directory on the secure file transfer application server that contains the user 

encrypted files, the user encrypted keys, and other associated cryptographic data that has been created/generated 

by or on behalf of the user. 

Results & Discussion 

Users are able to create accounts with a unique username and password to gain access to their dashboards. 

Passwords are stored using a  secure hashing algorithm to  protect the user's credentials from being stolen by 

someone else. If a registered user returns, they will log in with their username and password in order to see their 

dashboard. 

After the user is authenticated (logged in), they will be able to upload files. When the user has successfully 

uploaded their file, the system will also create for that user a randomly generated AES and AES Key to encrypt 

the uploaded file. At that point, the AES Key will be encrypted  using the system created  RSA Public Key. The 

encrypted file and encrypted AES Key will be saved to the directory of the 16 user's profile and each user will get 

a confirmation that their file was encrypted successfully. In addition to the confirmation they will be able to 

download the encrypted file, the encrypted AES Key, and the RSA generated Public & Private Key. 

There is a directory called storage, where each user's encrypted files, each user's RSA keys, and each user's AES 

Key files will be stored. This allows for each user's storage directory to be isolated from the storage directory of 

another user and prevents any unauthorized user from accessing the directory. It is required for the user to supply 

the encrypted file, the encrypted AES Key, and the user's private RSA Key  in order to decrypt an encrypted  file. 

The  private RSA Key for the user will then be used to decrypt the AES Key, which will then allow the user to 

decrypt the encrypted file. As a result, the  user will be able to obtain a copy of the original file in its un-encrypted 

form through this process. 

The following security measures have been put into place to further protect the user's encrypted files from 

unauthorized access. Additionally, all methods that can use the logged-in user's session ID must be protected with 
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a secure naming convention to help ensure that a user can only access their own files. Users will only have access 

to their own files, and other uses will not have access to the encrypted files in the same user's storage directory. 

3.Literature Review 

                       According to [2] This file will now be encrypted using Encryption Algorithm and a key for the 

same will be generated using RSA Key Technique. The encryption algorithm used is AES (Advanced Encryption 

Standard). This file  is then stored  to  cloud server. A link is then generated for sharing the file. The link can be 

used to share the file to other users or also to decrypt the file. When the link is accessed through the application it 

prompts for the key. The  key is then authenticated  and then the file  is downloaded and decrypted into users’ 

local storage. [4] In this development “To decrypt the file, the authorized user needs to download the file and use 

the master symmetric key to decrypt the keys, and using the keys they can decrypt and obtain the divided parts of 

the file that is later merged into the original file through our web application.”.[5]  

                     “The proposed software product is liable to meet the required security needs of data center of cloud. 

Blowfish used for the encryption of file slices takes minimum time and has maximum throughput for idea of 

splitting and merging adds on to meet the principle of data security. The hybrid approach when deployed in cloud 

environment makes the remote server more secure and thus, helps the cloud providers to fetch more trust of their 

users.”[8] The research process aims to detect cloud storage security using hybrid cryptography. In this scheme, 

there is the use of symmetric key cryptography and stenography techniques. This paper's content is highly focused 

on the security of files in the cloud.[9] In  this paper, LSB  Steganography technique algorithm are used. Create a 

various models and analysis are made. Then data or file are transferred using Hybrid Cryptography. The AES 

algorithm has maximum block size of 256 bits whereas Key size  is unlimited. The AES  design is based  on a 

substitution-permutation  network (SPN) and does not use the Data Encryption Standard (DES) Feistel network, 

thus making it stronger and faster than Triple-DES. 

4.Figure 

 

 

 

 

 

 

 

 

Fig.1 

 

 

 

 

 

 

 

Fig.2 
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